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Abstract

This article provides an overview of modern reinforcement learning (RL) algorithms used for
solving real-time tasks. Various methods, including Q-learning, gradient algorithms, recurrent neural
networks, and distributed learning, are analyzed, highlighting their capacity to adapt to changing
environments and make effective decisions. Special attention is paid to computational resource
optimization and model stability, which are critical for tasks requiring rapid response. Knowledge
adaptation and transfer methods, such as multi-task learning, are also discussed as approaches that
accelerate model training in data-scarce conditions. The application of these methods makes RL an
effective tool for dynamic, high-tech fields, including autonomous control and robotics. The findings
demonstrate the potential of RL in real-time conditions but also underline the need for further research
to enhance algorithm resilience and reduce computational costs.

Keywords: reinforcement learning, adaptation, real-time algorithms, autonomous control,
stability.

AHHOTAIUSA

B crarbse mpeacraBineH 0030p COBPEMEHHBIX alIrOpUTMOB 00yudeHus ¢ nojakperuieHueM (OI),
NPUMEHSEMBIX Ul PELIeHHs 3aJad B PEKUME pealbHOrO BpPEMEHH. PaccMOTpeHbl pasiuuHbIe
MeToAbl, BKIIoYass (Q-oOydeHue, rpaJueHTHBIC ANTOPUTMBI, PEKYpPPEHTHBIC HEWPOHHBIE CETH WU
pacripenienieHHOoe O0y4eHHe, KOTOpbIe MO3BOJSIOT MOJENSAM aJalTHPOBAaThCS K HM3MEHEHHUSM B
OKpY’Kalolien cpese 1 npuHUMaTh 3¢ dekTuBHbIe perienus. Oco6oe BHUMaHUE yIeleHo IpoliemMam
ONITUMH3AIMY BBIUNCIUTEIBHBIX PECYPCOB U 00ECTICUEHUIO YCTOWYMBOCTH MOJAETCH, YTO KPUTUIHO
JUIs 3a7a4 ¢ OBICTPBIM OTKJIMKOM. Tarke 00CyKIaroTcs METOJbl aJalTaliy U IepeHoca 3HAHHM,
TaKMe KaK MYJIbTHU33JayHOe OOydeHHe, KOTOphIE MO3BOJSAIOT YCKOPUTH OOy4YeHHE Moeneil B
YCIOBHUAX HEAOCTaTKAa JIaHHBIX. Pe3ynabTaTel HCCIENOBaHMUSA JIEMOHCTPUPYIOT —IOTEHIHAI
ucnonb3oBanust OIl B yCOBHSIX peaJlbHOTO BPEMEHH, OJITHAKO TAK)K€ BBIABISIOT HEOOXOAMMOCTb
JTambHEUITNX MCCIEIOBAHUM Ul pEIICHUs 3a]ad, CBSA3aHHBIX C YCTOWYMBOCTHIO AITOPUTMOB U
CHIDKEHHEM BBIYUCIUTEIbHBIX 3aTpar.

KiroueBble ciioBa: 00ydeHue ¢ MOJKPEIIICHUEM, aIalTallks, aITOPUTMbI PeajbHOTO BPEMEHH,
aBTOHOMHOE YIIpaBJIEHUE, YCTOWYUBOCTb.

Introduction

The modern development of artificial intelligence (AI) technologies has led to the need for
adaptive algorithms capable of making real-time decisions. Reinforcement learning (RL), as one of
the key Al directions, enables the creation of models that learn to interact with dynamic environments
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and optimize actions based on accumulated experience. Unlike traditional learning methods, RL relies
on reward and punishment principles, allowing models to independently develop strategies to achieve
specified goals. This article aims to systematize RL methods for solving real-time problems and
evaluate their effectiveness.

The main tasks that RL addresses include building models capable of considering
environmental uncertainties and changing conditions, which is especially relevant for areas such as
unmanned vehicle control, robotics, and automated decision-making systems. RL requires handling
large volumes of data and adapting models to real-time environmental changes. This article explores
algorithms focused on high performance and minimal response time, allowing them to be successfully
applied in various practical fields.

Introducing RL methods in real-time tasks requires hybrid approaches combining classical
learning algorithms and the latest deep learning technologies. This article examines various
approaches to the development and application of RL in real-time, analyzing their strengths and
limitations. The study aims to provide an overview of modern RL algorithms and identify the most
effective solutions for applications that require rapid system response.

Main part

RL algorithms are divided into several categories, with the most interest in Q-learning and
gradient-based methods. Q-learning, one of the basic RL algorithms, enables efficient agent training
using state tables; however, as environment complexity grows, this method encounters the "curse of
dimensionality" problem [1]. For real-time tasks, algorithms that can quickly adapt to environmental
changes are crucial. An example is gradient-based methods, which optimize agent behavior by
minimizing loss functions. Algorithms like Policy Gradient and Actor-Critic focus on continuous
strategy updates, making them suitable for high-dynamic tasks. Figure 1 shows the architecture of the
Actor-Critic model, widely used in real-time tasks.

a N

Actor ‘_46 Actions ]
N\ J
P

Critic —

46 State Value J
N\ J

Figure 1. Actor-Critic model architecture

This figure shows the interaction between the critic, evaluating the current state, and the actor,
adjusting the agent's actions.

Another promising area involves algorithms that use recurrent neural networks (RNNs) capable
of capturing temporal dependencies in data [2]. Using RNNs in RL allows models to remember
previous states, which is particularly useful for sequence-based tasks. An example implementation is
the Recurrent Q-Learning algorithm, which effectively trains agents in conditions where state
information changes over time. A critical aspect of applying RL to real-time tasks is optimizing
computational resources. Since tasks requiring rapid response have high performance requirements,
methods that implement parallel computing, such as Distributed Reinforcement Learning, are
popular. In such systems, computations are distributed across multiple processors or machines,
significantly increasing training speed [3].

An example of real-time RL usage is in unmanned vehicle control, where the algorithm must
quickly adapt to road changes and make decisions in unpredictable environments. Algorithms
combining RL and deep learning, such as Deep Deterministic Policy Gradient (DDPQG), are used for
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these tasks. DDPG optimizes agent behavior for continuous action tasks, making it effective in
dynamic environments. To increase stability and improve training outcomes, algorithms with
prioritization mechanisms, such as Prioritized Experience Replay, are applied. In this method,
significant events carry more weight in the learning process, enabling the algorithm to adapt more
quickly to environmental changes. This approach is used in systems with high stability and reliability
requirements [4, 5].

Adaptation and knowledge transfer in real-time tasks

In real-time RL applications, a critical task remains adapting algorithms to new conditions and
their ability to transfer knowledge between different tasks. During model development and training,
the need often arises to accelerate the learning process by using knowledge already obtained in similar
conditions [6-8]. This approach significantly reduces time and computational costs, allowing the
model to quickly reach the required level of adaptability.

Knowledge transfer is implemented through methods that include retraining on new data using
previous models or combining experience from multiple sources. A solution to this problem is
multitask learning, where the model simultaneously trains on several tasks, with the ability to identify
and use common patterns. This approach is especially useful when tasks have similar elements or
goals, allowing the model to "switch" between tasks while retaining the achieved level of competence
[9].

The implementation of knowledge transfer methods requires not only structural adaptation of
the model but also controlling the possibility of excessive accumulation of "old" knowledge, which
may lose relevance. A crucial aspect is a mechanism for tracking the significance of previously
obtained data and updating it according to new task requirements. This dynamic data control system
enables models to handle changing conditions effectively and avoid situations where accumulated
knowledge begins to reduce performance in new tasks [10].

In real-time tasks, knowledge transfer plays an important role in cases of data scarcity and
situations where training "from scratch" is difficult due to time or resource constraints. Knowledge
transfer enables models to adapt more quickly and function effectively in conditions close to real,
making it an integral part of RL applications in dynamic environment tasks.

Conclusion

Reinforcement learning algorithms offer extensive possibilities for creating adaptive models
capable of solving tasks in real-time. The methods discussed, including Q-learning, gradient
approaches, the use of recurrent neural networks, and distributed learning, demonstrate high
efficiency when interacting with dynamic environments. These algorithms can quickly adapt to
environmental changes, making them especially useful for areas like autonomous control and
robotics.

When using RL methods, it is essential to consider complexities related to optimizing
computational resources and ensuring model stability. Adapting algorithms to real-world conditions
requires prioritization methods and hybrid approaches involving deep learning. Knowledge transfer
also promotes efficient algorithm implementation in situations where comprehensive training "from
scratch" is impossible. Transfer mechanisms and multitask learning significantly reduce training costs
and accelerate model adaptation.

In general, the application of RL methods in real-time tasks opens prospects for their use in
high-tech and dynamic fields. However, further research tasks remain, such as developing more
robust algorithms, reducing computational costs, and improving quality control methods. Continuing
progress in this field will enable integrating RL into more complex and variable conditions, expanding
the practical applications of these methods.
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(Pocmos-na-/lony, Poccus)

SYNTHETIC DATA GENERATION IN TRAINING ARTIFICIAL NEURAL
NETWORKS

Golovin A.
master’s degree, Southern Federal University
(Rostov-on-Don, Russia)

AHHOTAIUA

B crartbe mpencraBieH 0630p METOJOB IeHEpallMd CHHTETUYECKUX NAHHBIX I O0y4YeHHS
uckyccTBeHHbIX HelpoHHBIX ceredl (MHC) B ycnoBHSX OrpaHHYEHHOIO JOCTyIa K PEaJbHBIM
JaHHBIM. PaccMOTpeHBI KiTt04eBbI€ MOAXO0AbI, BKJIIOUasi FTEHEPATUBHBIE cocTs3aTenbHble ceTh (GAN),
METOJIbl TOBBILIEHUSI JAAHHBIX M CTAaTUCTUYECKHUE MOJEIU, NMPUMEHMMbBIE K DPA3JIMYHBIM THUIIAM
naHHeIX. Ocoboe BHUMAaHHE YJIENEHO TPUMEHEHUIO CHHTETUYECKUX JaHHBIX B 33Jayax
pacrio3HaBaHMs JIUI, JUArHOCTUKM pPEOKUX 3a00JieBaHMM M  yHpaBICHUS ABTOHOMHBIMH
TPaHCIOPTHBIMU cucTeMamu. [IpoaHann3upoBaHbl IPEUMYIIECTBA U OTPAHUYEHUS KaXKI0I0 METO/a,
a TaKKe MX BIUSHUE HA KAueCTBO M TOYHOCTb Mojeieil. PaccMOTpeHBl BO3MOXKHBIE PUCKH,
CBSI3aHHBIE C HCIIOJIb30BAHUEM CHHTETUYECKUX [aHHBIX, TaKW€ KaK MCKaKEHUS M CMEILEHUs, U
MOAXOAbl K MX MHUHUMH3AIMM C IEJbI0 TOBBIIICHUA HaAEKHOCTH oOyueHus. IIpumenenue
CUHTETUYECKUX JaHHBIX OTKPHIBAET 3HAUUTENIbHBIE IEPCIEKTUBBI AJIs PACIIMPEHUS BO3MOXKHOCTEN
HNHC, cnoco6cTByst ynydieHu0 ux 3QQPEKTUBHOCTH U 00O0OIIAIONIeH COCOOHOCTH B PEANbHBIX
3ajaqax.

KiroueBble cj10Ba: CHHTETHYECKHE JaHHBIC, OOyYeHHME C MOAKPEIUICHHEM, T'€HEpaTUBHBIC
COCTS3aTeJIbHBIE CETH, UCKYCCTBEHHBIE HEMPOHHBIE CETH, ITIOBBILICHUE JAHHBIX.

Abstract

This article presents an overview of synthetic data generation methods for training artificial
neural networks (ANNs) under limited access to real data. Key approaches such as Generative
Adversarial Networks (GAN), data augmentation methods, and statistical models applicable to
various data types are reviewed. Special attention is given to the application of synthetic data in face
recognition, rare disease diagnosis, and autonomous systems management. The advantages and
limitations of each method, as well as their impact on model accuracy, are analyzed. Potential risks
associated with synthetic data, including biases and distortions, and approaches to mitigate these
issues to enhance model reliability, are also discussed. The use of synthetic data provides substantial
opportunities for advancing ANNs, improving their effectiveness and generalizability in practical
tasks.

Keywords: synthetic data, reinforcement learning, generative adversarial networks, artificial
neural network, data augmentation.

BBenenue
C pazButHeM TexHONOTUH MamuHHOTO 00yueHus (MO) U UCKYCCTBEHHBIX HEHPOHHBIX CeTel
(MHC) Bo3HUKIa MOTPEOHOCTH B OOJBIIOM KOJTHYECTBE JAHHBIX sl 00yueHust moaenei. OqHako
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peasibHbIe JaHHBIE HE BCETa IOCTYIHbI B TpeOyeMoM 00beMe, YTO YCIOKHSET MPoLecc 00ydeHus 1
CHIDKAeT TOYHOCTH MPOTHO30B MojeNeld. B Takux ycloBUSX TeHepalusi CHHTETHYECKUX TaHHBIX
CTAaHOBUTCSI BaKHBIM MHCTPYMEHTOM, MO3BOJISIFOIIMM BOCIOJHUTH HEXBAaTKYy NAHHBIX M TOBBICUTH
spdexkruBHocTe MHC. OCHOBHOW 1ENbIO0 JAHHON CTAaThU SIBISIETCS HCCIEAOBAaHHWE METO/IOB
TeHepaluy CUHTETUYECKHX JaHHBIX, HcHonb3yeMmbix st oOyuenuss WHC, u omenka wux
3¢ (EKTUBHOCTH B Pa3IUYHBIX 3a/1a9ax.

Hcnonb30BaHNE CHHTETHYECKUX JAHHBIX TI03BOJIIET HE TOJBKO BOCIOMHHUTH JE(UIUT
uHGOpPMALMU, HO W YIy4dmuTh npousBoautesnbHocTh MHC 3a cuer ¢dopmupoBanHus O0ibIIero
pa3HooOpa3ust oOydaroux mnpuMepoB. CHHTETHYECKHE [aHHBIE MOTYT OBITh CTeHEPHPOBAHBI
Pa3NUYHBIMHE CIIOCOOAaMU, BKIIIOYAs CTATUCTUYECKUE MOJIENU, TeHEPATUBHBIC COCTS3aTEIbHbIC CETH
(I'CH) u metonsl Ha OCHOBe IpeoOpa3oBaHus M300pakeHUH. [ eHepanns CHHTETUYECKUX JaHHBIX
MMeeT 3HAYMTEIbHbIN MOTeHIMAN JJIsl IPUMEHEHHsI B 00J1acTsX, IJe MOJyYeHHUE pealbHbIX JaHHbBIX
3aTpyIHEHO, HAMpUMep, B MEIUIMHE, ((MHAHCOBOM CEKTOpPEe M aHalM3e M300pakeHui. B manHOI
CTaThe PACCMATPUBAIOTCS OCHOBHBIE METO/Ibl TEHEPALMU CUHTETUYECKUX JaHHBIX U MX BIMSHUE HA
obyuenne MHC.

BBeneHue CHHTETHMUYECKHMX JaHHBIX TpeOyeT TakkKe ydeTa pHUCKOB, CBA3aHHBIX C UX
UCTIOJIb30BAaHUEM, TAaKUX KaK BO3MOXXHOCTh TIOSIBJICHUS CMELICHWH B JaHHBIX U CHIKCHHE
obolmaromnieir crnocobnoctn mozenu. OmHOM W3 3agay JAHHOM CTaTbU SIBISIETCS HW3Y4YCHHE
MOTEHIIMAJIBHBIX PUCKOB, CBSI3aHHBIX C MPUMEHEHHEM CHHTETHUECKHUX JaHHBIX, a TaKxke
paccMOTpeHHe MOIX00B K X MUHUMU3AIMHU. Llenpto nccnenoBanus sSBisercss 00001IIeHIEe TEKYIINX
MOJIXO/I0B K T€HEPALMU CHHTETUYECKHX JaHHBIX U BBIABICHHE HanOoee 3(h(heKTUBHBIX METOIOB ISt
koHKpeTHbIX 3a7a4 MHC, a Taxke aHanu3 npoOiieM, BOZHUKAIOIIMX NPH BHEAPEHUH CUHTETUYECKUX
JAHHBIX B MPOIIeCcC 00yUeHUSI.

OcHoBHas 4yacTh

MeTobl TeHepalui CHHTETUYECKUX JAHHBIX MOTYT OBITh pa3/iejeHbl Ha HECKOJIBKO MOIXO0/I0B
B 3aBUCMMOCTM OT THIIA JAaHHBIX M Leled HuX wucnonb3oBanuda. OpHuM u3  Hambonee
pacrpoCTpaHEHHBIX METOJOB SIBIISICTCSI NPUMEHEHHE TEHEPAaTHBHBIX COCTS3aTeNbHBIX CeTeH
(Generative Adversarial Networks, GAN), koTopbie COCTOAT U3 JBYX HEHPOHHBIX CeTeii: reHeparopa
U JUCKpUMHUHATOpa. [ eHepaTrop co31aeT CHHTETHYECKHE TaHHbIE, CTapasiCh ClIENIaTh UX MAKCUMAIILHO
MOXOXKUMH Ha peasibHble, B TO BpeMsS KaK TUCKPUMUHATOP MBITAETCS OTIUYUTH CHHTETHUECKHE
naHHble 0T peanbHbIX [1]. CoBMecTHOE O0y4YeHHE dTHUX CeTel MO3BOJSET TeHepPaTopy MOCTENEHHO
yJIydIlaTh KaueCcTBO CHHTeTH4YecKuX AaHHbIX. Metox I'CH mmpoko ucnonb3yercs Ui reHepanuu
n300pa’KeHHI, TEKCTOB U IPYTHX CIOXKHBIX JAHHBIX.

Jlnst 3a7a4, CBA3aHHBIX C M300paKEHUSIMH, TaKXKe MPUMEHSIOT METO/Ibl OBBIIICHHUS TaHHBIX
(Data Augmentation), Takue Kak IMOBOPOT, MacIITaOMpOBaHUE U JOOABICHHUE IIyMa K HCXOIHBIM
n300pakeHusAM [2]. DTH METOAbI MO3BOJIAIOT 3HAYUTENILHO PACIIUPUTH OOYYarollyro BIOOpKY, HE
TpeOysl CO37aHUS HOBBIX JAaHHBIX, YTO OCOOCHHO IOJIE3HO IS 3a/Jad KJIACCU(PHUKAIUU H
pacrio3HaBaHua. B Tabmume 1 mpeacTaBlIeHO CpaBHEHHWE pPA3JIMYHBIX METONOB TEHEepaIlH
CHUHTETHUYECKUX JaHHBIX, TNIe yKa3aHbl OOJIACTH NPUMEHEHHUS, NPEUMYIIECTBA, OTPAHUYCHUS U
IPUMEPHI UCTIOJIB30BAHUS.

Tabmuua 1 [3]
OCHOBHBIE METO/IbI T€HEPAIIH CHHTETUYECKHUX JaHHBIX, UX TPUMEHEHHE, PEUMYIIECTBA U

OrpaHUYeHUs
Metoxn IIpumenenne | Ilpenmyiecrsa Orpannyenust Ipumepsl
NPUMEHEeHUs
I'CH N3ob6paxenus, | Beicokoe kadecTBo, | [lmuTensHoe I'enepanus nuin st
TEKCT, CIOCOOHOCTH K | 00yueHwue, pacro3HaBaHusl,
3BYKOBBIC 00y4YeHHIO HEOOXOUMOCTh | CO3/IJaHUE TEKCTOBBIX
JTAHHBIE CIIO’KHBIX TOHKOH ONMCAaHUM
pacrpeneneHun HaCTpPOMKHU
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IloBbIIEHNE N3o0paxkenust | YBenuueHHe OrpanunueHHas OO6yuenue
TAHHBIX BBIOOPKH, TeHepalusi HOBBIX | KJIacCU(UKATOPOB
IIPOCTOTA,  HM3Kas | IPU3HAKOB n300paKeHUH,
CTOUMOCTb MEAMIIMHCKAS
BU3yaIU3aLus
Craructnueckue | Tabnuunble Kontpons HaJ | Moryr He | AHaM3 (PMHAHCOBBIX
MOJIENH JaHHBbIE, pacnpeneeHus MY, | y4UThIBAaTh JAHHBIX,
(UHAHCOBBIE |MPENCKA3yeMOCTh  |CIIOXKHBIC MOJIETMPOBaHHE
JTaHHbIE XapaKTEPUCTUK 3aBHUCHUMOCTHU MOBEICHUS
I0JIb30BaTelen
Monaenun Ha | BpemenHbie CrocoOHOCTh Tpebyer [Iporuo3upoBanue
OCHOBE psabl, JaHHBIE | yYUTHIBAThH 6osnpiIoro oobema | crpoca, aHaIu3
BPEMEHHBIX CEHCOpOB BPEMEHHBIE JaHHBIX, BBICOKAs | 1aHHBIX [0T
ps0B (PHH, 3aBUCUMOCTH BBIYHCIIMTENILHAS
LSTM) Harpyska
Cumynauuu  Ha|Wmxenepusi, |PeamusMm, Bbicokoe|Bricokue 3arparsl | OOydueHne
OCHOBE ¢usnueckre | COOTBETCTBUE Ha  pa3paboTKy,|aBTOHOMHBIX CUCTEM,
buznyeCcKux MPOLIECCHI buznuecKuM CJIOKHOCTh poOOTOTEXHUKA
MOJIENEN 3aKOHaM Mozenen
B 3apmauax, TpeOymomMX MHCHOIB30BaHUS TAONMYHBIX JAHHBIX, YacTO NPUMEHSIIOTCS

CTaTUCTHYECKUE MOJEIM, KOTOPBIE IIO3BOJIIIOT TIE€HEPUPOBAaTh JAHHBIE HAa OCHOBE 3apaHee
OTIPE/ICTICHHBIX BEPOSTHOCTHBIX pacHpelesieHnid. ITOT MeTo] 00ecreunBaeT BBICOKYI) TOYHOCTH
CUHTETUYECKHUX JAHHBIX, COOTBETCTBYIOIIUX PEAbHBIM MapaMeTpaM, 4TO 0COOEHHO TOJE3HO MpHU
co3/iaHuu (PMHAHCOBBIX WJIH MTOJIB30BATEIbCKUX JaHHBIX [4].

Ha pucynke 1 mpeacrasnena cpaBHUTENbHAS 3()()EKTUBHOCT PA3IMYHBIX METOJIOB T€HEPALIUN
CHHTETHYCCKUX NaHHBIX, Takux Kak ['CH, moBrllIeHHE JaHHBIX, cTaTHCTHYecKue Moaenu, LSTM u
buznyecKre CUMYISINKI. DTH JaHHBIE TTIOMOTAIOT OIIEHUTh MPEUMYIIECTBA KaXK0TO MOIX0/1a.

FCH
MoBbileHNe AaHHbIX

CTaTucTuyeckue Mmogenm

MeToabl

LST™M

dusnyeckne cumynaunn

4‘0 6‘0 8‘0 160
SdchekTUBHOCTH (%)

P HUCYHOK 1. 3(1)(1)GKTI/IBHOCTB MCTOOOB I'rCeHEpaIlll CUHTCTUYCCKUX JaHHBIX
Kak BuzHO U3 prcyHka 1, puznyeckue CUMyISIIHI TOKa3bIBAIOT HANOOIBIIYI0 3 (PEeKTUBHOCTD
(90%), Gmarogapsi UX COCOOHOCTH YYHMTHIBAaTh peasibHble Qu3nueckue npoueccsl. Meronsl I'CH
(85%) u LSTM (80%) Takke IEMOHCTPUPYIOT BBICOKYIO PE3YyJIBTaTHBHOCTh, OCOOCHHO B 3a7ayax,
TpeOyIOUINX CI0KHOTO MOJAEIUPOBAaHUS NaHHBIX. [IOBBIIIIEHHE JaHHBIX M CTATUCTUYECKUE MOJIEIH,
HECMOTPS Ha CBOIO MPOCTOTY U JAOCTYIMHOCTh, UMEIOT 3 dexruBHOCTh 70% 1 75% COOTBETCTBEHHO,
YTO JIeNaeT UX YIOOHBIMU JUIsl OBICTPOrO YBEIHUYEHHsI OOYy4aroIuX BBIOOPOK. DTH MOKAa3aTesn
MOYEPKHUBAIOT HEOOXOAUMOCTD BEIOOPA MOIXOSIIETO METO/IA B 3aBUCUMOCTH OT 33J1a4H M PECypCOB.
[Ipumep Koma g TreHepalMu TAaOMUYHBIX CHHTETUYECKMX JaHHBIX C HOPMAJbHBIM

pacnupeaciiCHUCM NPCACTABIICH HUKC.

0 20
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import numpy as np
import pandas as pd

# I'eHepanys CHHTETHYECKHUX JAHHBIX HA OCHOBE HOPMAJIBHOTO PaclpeIeICHUS
mean = [0, 0]

cov =[[1, 0.5], 0.5, 17]

synthetic_data = np.random.multivariate normal(mean, cov, size=100)

df = pd.DataFrame(synthetic data, columns=["Featurel", "Feature2"])

print(df.head())

Jlnst 3a7a4 BPEMEHHBIX PSAOB MCIOIB3YIOTCS PEKYPPEHTHBIE HEMPOHHBIE CETM U MOJAECIU C
nonroi kpatkocpouHoi namatbio (LSTM), 4yTo Mo3BOJsSET yUYUTHIBATH BPEMEHHBIE 3aBUCUMOCTH B
JaHHBIX. JTOT METOA OCOOCHHO MOJIe3eH I NMPOTHO3UPOBAHMS M MOICITUPOBAHHUS INPOLECCOB,
3aBUCAIIMX OT TMOCJEI0BATEIFHOCTU COOBITUN, TAKUX KaK U3MEHEHHUS CIIPOCa WM TeMIlepaTypHbIe
KoneOaHus. BaXHO OTMETHTb, YTO HCIOJNB30BAaHUE TAKUX METOJOB TpeOyeT 3HAYMTEIbHBIX
BBIUUCIIUTENILHBIX PECYPCOB M OOJIBIINX 00BEMOB JTaHHBIX Il O0y4EHUSI.

Hcnonb30BaHNe CHHTETUYECKMX JaHHBIX B mnpouecce odyuenuss MHC tpeOyer ydera psga
puckoB. Hanpumep, ipu reHepanuy CHHTETUYECKUX JaHHBIX BO3MOYKHO IOSIBJICHUE UCKAKEHUN, YTO
MOJKET IPUBECTH K CHUKEHHIO TOYHOCTH M HAJEKHOCTU MOJENH [5]. [[7si MUHMMHM3a1uU ATUX PUCKOB
YacTO MPUMEHSIOTCS TMOPUAHBIC TMOIXObI, COBMELIAIOIINE PeabHble U CUHTETHUYECKUE JaHHBIE.
Takoii meTon o0Oy4deHHsT MO3BOJSIET MOBBICHTH O0OOLIAIONIYIO CIIOCOOHOCTH MOAETH, u30eras
W3JIALIHEN 3aBUCUMOCTU OT CHHTETHUYECKUX JTaHHBIX.

IIppuMeHEeHHEe CUHTETUYECKMX [aHHBIX IIPENOCTABIIACT 3HAYUTEIIBHBIC BO3MOXKHOCTU JUIS
obyuenuss MHC B yclIOBHSIX OrpaHMYEHHOTO JAOCTYIA K PeabHBIM JaHHBIM. Tak, B MEAUIIMHE OHU
MOTYT OBITh MCHOJB30BaHBI I MOJEIMPOBAHUS PEIKUX 3a00JI€BaHU, YTO MO3BOJIIET CO3/1aBaTh
OoJiee TOYHBIE TUATHOCTUYECKUE MOJICIIN ¥ CUCTEMbI IIPOTHO3UPOBAHMUSL.

IIpakTH4eckoe NpUMeHEeHNe CHHTETHYECKUX JaHHBIX B 00yyenun MHC

Jlnst 3amay, CBS3aHHBIX C PACIO3HABAHWEM JIMIl M aHajH3a W300paKeHWH, CHHTETUYECKHE
JaHHbIE, COo3aHHbIe ¢ MOMOIbI0 GAN, MO3BOJAIOT 00y4aTh MOJIENIN HA Pa3HOOOPA3HBIX pUMeEpax,
COXpaHsist IPU 3TOM BBICOKOE KauecTBO reHepaunu. Hanmpumep, B 3a1adax 6e3onacaoctd GAN moryT
TeHEPUPOBaTh CHUHTETUYECKUE H300paXEHUs JHIl Ui TPEHUPOBOK CHCTEM pAcClO3HABAHUS B
YCJIOBUSIX OTPAaHUYEHHBIX JaHHBIX.

B MenunuHe CHHTETHYECKHE NaHHbIE HAXOAAT MPUMEHEHUE NMpH OOYYCHHUH MOJENeH Ui
JMAarHOCTUKU penkux 3a0oneBanHuil [6]. IIpu HenqoCTaTOYHOCTH peanbHBIX JAAHHBIX MOJAEIN MOTYT
UCTIOJIb30BaTh CUHTETUYECKHE M300pakeHUsl, CO3/aHHbIE HA OCHOBE HCXOIHBIX CHUMKOB, YTOOBI
pacipuTh OOYyYarollyl0 BBIOOPKY M TOBBICUTH TOYHOCTb JMAarHOCTHKH. B dacTHOCTH,
CHUHTETHYECKHUE PEHTIeHOBCKHE CHUMKH Ui MPT-u300paxkeHus: MO3BOJISIOT OOYYUTh HEHPOHHBIE
cetu 0e3 HEOOXOAMMOCTHM TOJIYYEHHUS HOBBIX JAHHBIX OT TALIMEHTOB, YTO CHMXKAET PHUCKU
KOH(UICHIMAIBHOCTH U 3aTPaThI.

B aBTOHOMHBIX TPAHCIIOPTHBIX CUCTEMAax IeHepalus JaHHbBIX TAKXKE UIPAET KIIOYEBYIO POJIb.
Jlnst 6eCIMIIOTHBIX AaBTOMOOMJICH CHHTETHYECKHE HM300pa)KeHUS JTOPOKHBIX CHTYaIldil MMOMOTaroT
MOJIEJISIM 00y4aThCsl Ha Pa3IMYHbIX CLIEHAPHSIX, BKIIIOYAsl SKCTPEMAJIbHBIE ITOTOJIHBIE YCIOBUS WM
HeoXuAaHHble mnpensatcTBus. Mcnonb3oBanue GAN juid co3maHus TakuX JaHHBIX IIOMOTaeT
n30exaTb HEOOXOIMMOCTH MPOBEACHUS JITUTEIBHBIX U JTOPOTOCTOSIINX TOJIEBBIX UCTIBITAHUN.

B ¢unancosom cextope MHC, oOyueHHbIe Ha CHHTETUYECKUX NAHHBIX, MCIOIB3YIOTCS IS
aHajau3a IOBEJCHUS IIOJIb30BATENICH, MMPOTHO3UPOBAHUS PBIHOYHBIX TPEHAOB M OLIEHKU PHUCKOB.
CratucTHueckre MOJAEIN MO3BOJSIOT T€HEPUPOBATh JaHHBIE C YYETOM 3aJaHHBIX PaCIpeNeiIeHHH,
YTO MOJIE3HO MPU MOJIEITUPOBAHUH PEIKUX COOBITHH, TAKMX KaK KPU3HCHI MIIM BHE3AIHbBIE PHIHOUHBIC
koseOanus [7]. Micrionb30BaHnEe CHHTETHYECKHX JaHHBIX B porecce ooyuenust UHC npenocrasiser
3HAUUTENIbHbIE BO3MOXXHOCTH JJIsi OOy4deHHsT MOJENed B YCIOBUSX OrPaHMYCHHOIO J0CTyHa K
peanbHBIM JAHHBIM.

Peanu3zanus reHepanuy CHHTETHYECKUX JAHHBIX ¢ MOMOIbI0 GAN
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GAN wurpaioT BaXHYIO POJIb B CO3J@HWM CHHTETHUYECKUX JaHHBIX, OCOOCHHO B 3ajauax,
CBSI3aHHBIX C TeHepanueil n300paKeHui, TEKCTa U APYTUX CIOXKHBIX JaHHBIX. GAN mpencTaBisor
COOOH apXUTEKTYpy, COCTOAIIYIO M3 JIByX HEHPOHHBIX CeTeil — TeHepaTopa M AMCKPUMHHATOPA.
I'eHeparop co3maeT CHHTETHYECKHE JaHHBIC, HCIONb3ys CIy4alHBId IIyM, a JAUCKPUMHHATOP
OLICHUBACT, HACKOJBbKO ONM3KM CO3JaHHbIC JaHHbIE K peaibHbIM. Ilpomecc oOyuenuss GAN
3aKJII0YaeTCsl B TOM, 4TO 00e ceTu "coctsazatorcs” APYT ¢ APYroM: T€HepaTop CTapaeTcsl CO3/1aBaTh
JaHHbIe, HEOTIIMYMMBIE OT pEaANbHBIX, a IUCKPUMUHATOP CTpPEeMUTCs 3(P(EeKTUBHO pazanyaTh
CHUHTETHUYECKHE W peajibHble JaHHbIe. B pesynbrare reneparop oOydaeTcsi cos3gaBaTh Bce Oolee
KaueCTBEHHbIE JIaHHBIC, YTO JEJIAET 3TOT METOJ 0COOCHHO 3(h(EeKTUBHBIM IS 3a7a4, TPeOYyIOUIX
peanucTuyHON reHepanuu [ 8, 9].

B crenyromem mnpumepe MoOKazaH NpOLECC T€HEPAalUHd CHHTETHYECKUX M300pakeHUH ¢
ucnonszoBanueM GAN. Ha Bxox reneparopy mogaeTcsi Cily4alHbIi 1IyM, HA OCHOBE KOTOPOI'O OH
co3faet nu3odpaxxeHue. JJMCKpUMHHATOP, B CBOIO OYepe/ib, OLICHUBACT 3TO M300pakeHHe, yKa3bIBasl,
HACKOJILKO OHO TIOXOXe Ha peanpHoe. [locie 3aBepiieHuss OOydYeHHsS TEHEpaTop MOXKET
MCTIONIBb30BAThCs JJISl CO3JJaHUs CUHTETHUECKHX M300paKeHUH, KOTOPhIE MOTYT OBbITh MOJIE3HBI IS
oOydeHus: APYrux MoeNeH, HanpuMmep, B 3ajadax pacro3HaBaHUS OObEKTOB WMJIHM KJIACCHU(PHUKALUN
N300paKeHHA.

import tensorflow as tf

from tensorflow.keras.layers import Dense, Reshape, Flatten, LeakyReLU

from tensorflow.keras.models import Sequential

# IlapameTpbl
latent dim = 100 # Pa3MepHOCTb CKPBITOTO MPOCTPAHCTBA (3AIIyMJICHHBIX TaHHBIX)

# Mopenb remeparopa

def build generator():
model = Sequential()
model.add(Dense(256, input_dim=latent dim))
model.add(LeakyReLU(alpha=0.2))
model.add(Dense(512))
model.add(LeakyReLU(alpha=0.2))
model.add(Dense(1024))
model.add(LeakyReLU(alpha=0.2))
model.add(Dense(28 * 28, activation="tanh"))
model.add(Reshape((28, 28, 1)))
return model

# Mopaenb TUCKpUMHHATOpA

def build discriminator():
model = Sequential()
model.add(Flatten(input_shape=(28, 28, 1)))
model.add(Dense(512))
model.add(LeakyReLU(alpha=0.2))
model.add(Dense(256))
model.add(LeakyReLU(alpha=0.2))
model.add(Dense(1, activation="sigmoid'))
return model

# KoMmmomanust Mmoaeiei

generator = build_generator()

discriminator = build_discriminator()

discriminator.compile(optimizer="adam’, loss="binary crossentropy', metrics=['accuracy'])
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# GAN - coBMelIEHHAs! MOZIEb

discriminator.trainable = False # ®ukcupyeM IUCKpUMHUHATOP Jii OOYYEHHS TOJIBKO
reHeparopa

gan_input = tf.keras.Input(shape=(latent dim,))

generated image = generator(gan_input)

gan_output = discriminator(generated image)

gan = tf.keras.Model(gan_input, gan_output)

gan.compile(optimizer="adam’, loss='binary crossentropy')

# Ilpumep TperupoBku GAN
import numpy as np

# Ciy4aiHbIi IIyM 1Sl TeHEPAllMi CHHTETUYECKHUX JTaHHBIX
noise = np.random.normal(0, 1, (1, latent dim))
generated image = generator.predict(noise)

# Busyasnzaiusi CreHepHpOBaHHOTO H300paXKEeHUS
import matplotlib.pyplot as plt

plt.imshow(generated image[O0, :, :, 0], cmap='gray")

plt.title("CrenepupoBanHoe n3odpaxenue")

plt.axis('off")

plt.show()

OTOT mpuMep AEMOHCTPUpYET, Kak ucnonab3oBatb GAN U1 CO34aHHA CUHTETUYECKUX
n300pakeHUi Ha OCHOBE CilyyaiiHoro myma. Ha srame Bu3yanu3anuu mojy4daeM H300paskeHHe,
CT€HEpUPOBAHHOE T'€HEPATOPOM, YTO HANIAJHO TOKA3bIBaeT, KaK HEHpOHHas ceTh CrocoOHa
BOCCO3/IaTh CTPYKTYPUPOBAaHHBIC JaHHbIE HAa OCHOBE CIIyYyailHBIX BXOAHBIX NaHHBIX. [laHHas
apXUTEKTypa MIUPOKO MpPUMEHsSEeTCS B 3a/auax, IJe CUHTETHYECKHE JaHHBbIE HEOOXOTUMBI IS
oOydeHus: Mojenel, padoTaloMKX B YCIOBHUSX Je(UIMTA pealbHbIX NAaHHBIX, BKJIIOYAs 3a/a4H,
CBSI3aHHBIE C MEIUIMHCKOM BH3yalu3allel, aBTOHOMHBIMHM TPAHCHOPTHBIMH CHCTEMaMH U
ouomeTpuei.

3akiaouenune

Hcnonb30BaHNE CHHTETHUECKUX JJaHHBIX, CO3JJAHHBIX C IOMOIIBIO T€HEPAaTUBHBIX aJITOPUTMOB,
3HAUUTENIFHO PACIIUPSIET BO3MOKHOCTH OOy4EHHUSI UCKYCCTBEHHBIX HEHPOHHBIX ceTel, 0COOCHHO B
YCIIOBUAX OTPAHWYECHHOTO JIOCTYMa K peanbHbIM JaHHBIM. Takue metonsl, kak GAN, MO3BOJISAIOT
CO371aBaTh KAY€CTBEHHBIC U PEATMCTUYHBIC JIaHHBIC, IPUTOIHBIC JIs1 00yUYeHHUsT MOJIeIel B 3a1adax
pacro3HaBaHMs JIMI], JAWATHOCTHKH 3a00JIeBaHUIl, YINpaBICHHUS AaBTOHOMHBIMH CHCTEMaMHU H
¢unancoBoro ananuza. O0beAMHEHUE PA3IUYHBIX ITOIXO0B, BKIIOYasi METO/IbI OBBIIIEHUS JAHHBIX
U CTaTUCTMYECKUE MOJEIH, JIeNIAeT BO3MOXKHBIM DEIICHHE IIMPOKOrO CIEKTpa 3ahady C BBHICOKOU
TOYHOCTBIO.

Ocoboe BHUMaHHE HEOOXOIUMO YAETSATh BO3MOXHBIM HCKOKCHUSAM W CMEILCHHSM,
BO3HHKAIOIIUM TP T'€HEPAIIUN CHHTETUYECKHUX JaHHbIX, TAaK KaK OHM MOTYT HETaTUBHO MOBJIHATH HA
TOYHOCTh M OO0OOINAIONIYI0 CIMOCOOHOCTH Mopenei. [IpuMeHeHne THUOPUIHBIX TOAXOMIOB,
COBMEIIAIOUINX PEeabHbIC U CHHTETUYECKHE TaHHbIC, II03BOJISICT CHU3UTh TaKUE PHUCKH M 00€CTICUUTh
Oonee HazmexHOoe oOydeHue. BakHO Takke y4WUTBIBAaTh, YTO T'€HEpALUs CUHTETUYECKHX JaHHBIX
TpeOyeT 3HAYUTENIbHBIX BRIYHCIUTEIBHBIX PECYPCOB, OCOOCHHO MPH UCIIOIB30BAHUU PEKYPPEHTHBIX
ceTeil u PU3NIEeCKUX CUMYIISITHMA.

CuHTeTHYeCKHE TaHHBIE CTAHOBITCS Bce 0oJiee BOCTPEOOBaHHBIMU B COBPEMEHHBIX 00IaCTsIX
HAayK{ M TEXHOJIOTH, ¥ MX PUMEHEHUE OTKPHIBACT NEPCIEKTHUBHI 7151 pa3paOOTKK HOBBIX PELICHUN
u anroputmoB. Ilpu nanpHElIIeM COBEPIIEHCTBOBAHMHM METOIOB I€HEpaIlMi U KOHTPOJIS KadyecTBa
CHUHTETHUYECKUX JAaHHBIX MOXKHO O)KHUJIATh CYIIECTBEHHOTO YBEIMYCHUS TOYHOCTH U 3 hekTuBHOCTH
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HNHC, uro Oymer crnocoOcTBOBarh pa3BuTHiO MO M €ro BHEIPEHUIO B pa3IMYHbIC HPUKIIAIHBIC
3aJ1auu.
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COMPARATIVE ANALYSIS OF BLOCKCHAIN PLATFORMS FOR
FINANCIAL TRANSACTIONS
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AHHOTAIUA

B nanHoi1 cTaThe npeacTaBieH CpaBHUTENbHBIN aHATN3 OJOKUEHH-TIaT(HOPM, UCTIONIB3YEMBIX
i (UHAHCOBBIX TPaH3aKLMH, C IENBI0 BBIBICHUS MX KIIIOYEBBIX XapAaKTEPUCTUK M obOiacTent
npuMeHeHus. Paccmorpens! Takue margopmel, kak Ethereum, Hyperledger Fabric, Ripple u Stellar,
KOTOpBIE Pa3IMyaroTcs Mo AIrOPUTMaM KOHCEHCYCa, BpeMEHU 00pabOTKH TPaH3aKIHii, IPOITyCKHON
CIOCOOHOCTH M YPOBHIO JielieHTpan3anuu. O0CyKaaroTcs acleKThl 0€30MacHOCTH U YCTOHYNBOCTH,
BIMsTIOIIME Ha 3()(HEKTUBHOCT OJIOKYEHH-peIIeHH B (PMHAHCOBOM CEKTOpE, a TAK)KE MEPCIEKTHUBBI
MCTIOJIb30BAHUS PA3IINYHBIX IIAT(HOPM I OTKPBITHIX U KOPIIOPATUBHBIX crcTeM. Ocoboe BHUMaHKe
yJIeJIeHO aHaJIN3y apaMeTPOB, TAKMX KaK MacIITaOUPyeMOCTh, SHEPTONOTPeOICHHE U HHTETPALIUS C
CYULIECTBYIOIIMMH (DMHAHCOBBIMU CE€pBHCAaMU. Pe3ynbTaThl HCCIeA0BAaHMS OKA3bIBAIOT, YTO BBIOOP
O70KUeHH-TIaT(HOPMBI 3aBUCUT OT CIIEHU(HUKH 33134 U TpeOOBaHUI K 0€30MacHOCTH, CKOPOCTH U
YPOBHIO JeneHTpanu3auuu. [IpuMeHeHne OIOKUEHH-TEXHOIOTHI B (UHAHCOBOM CEKTOpE
NPOJOIDKACT PAa3BUBATHCSA, YTO OTKPHIBAET BO3MOXKHOCTH [UIS TOBBIIICHUS HAJACKHOCTH U
3¢ (HEeKTUBHOCTH TPaH3AKITHIA.

KnaroueBble cioBa: OnokueiiH, (UHAHCOBBIC TpAH3aKIMH, alTOPHTM KOHCEHCYca,
0€301acHOCTb, JCIICHTPATN3ALIHSL.

Abstract

This article presents a comparative analysis of blockchain platforms used for financial
transactions, aimed at identifying their key characteristics and application areas. Platforms such as
Ethereum, Hyperledger Fabric, Ripple, and Stellar are reviewed, with differences in consensus
algorithms, transaction processing times, throughput, and decentralization levels highlighted.
Security and resilience aspects affecting the effectiveness of blockchain solutions in the financial
sector are discussed, along with prospects for using various platforms in both open and corporate
systems. Special focus is placed on analyzing scalability, energy consumption, and integration with
existing financial services. The study results indicate that the choice of blockchain platform depends
on task specifics and requirements for security, speed, and decentralization level. Blockchain
applications in the financial sector are evolving, providing opportunities to enhance the reliability and
efficiency of transactions.

Keywords: blockchain, financial transactions, consensus algorithm, security, decentralization.

Brenenue
C pacnpocTpaHeHHEeM IHM(POBBIX TEXHOJIOTMH M pa3BUTHEM (UHAHCOBBIX TPAH3AKIIUN
BO3pOCIIa MOTPEOHOCTHh B 0€30MacHBIX U 3()(EKTUBHBIX METOJAX Mepeayd JaHHbIX U BBITOJHEHUS
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orepauuii. bBIOKYEHH-TEXHOIIOTUH, KOTOpBIE BIIEPBBIE OOpeNn MOMYISPHOCTh —Onaromaps
KPUITOBAJIIOTAM, CTaJld OCHOBOW Il CO3JaHMS 3aLUIIECHHBIX JCLEHTPAIN30BAHHBIX CHUCTEM,
00eCTeYnBaOLINX TPO3PAYHOCTh U yCTOWYMBOCTh K BMELIATENbCTBY. B yacTHOCTH, /U1 PUHAHCOBBIX
orepanui OJOKYEHH OTKPHIBAET HOBBIE BO3MOXHOCTH IO OOECIIEUEHHUIO MPO3PAaYHOCTH U 3alIUTE
JaHHBIX OT HECAHKIMOHMPOBAHHBIX M3MEHEHMH. llenbio MaHHOW CTaThbu SIBISETCS MPOBEICHUE
CPaBHUTEIBHOTO aHAIM3a PA3IUYHBIX ONOKYEHH-TIIATGOPM, HCHOIB3YEeMBIX s (PUHAHCOBBIX
TpaH3aKIHii, C aKIIEHTOM Ha UX KJIIOYEBbIE XapaKTEPUCTUKU U 00IACTH IPUMEHEHHS.

OnHoli U3 3HAUUTENBHBIX TMPo0JIeM, C KOTOPOH CTANKHBAIOTCS OpPraHU3alllu, SBJISIETCS BHIOOD
MOAXOAAIIEeH ONIOKYEHH-TIIaTPOPMBI, COOTBETCTBYIONIEH HMX MOTPEOHOCTAM M obOecreunBaroen
TpeOyeMblii ypOBEeHb O€30IMaCHOCTH M IMPOU3BOIUTEIHHOCTH. B Hacrosiee Bpems CyIIECTBYET
MHOXXECTBO OJOKUeHH-11aThopM, Kaxkaas W3 KOTOPBIX HMMEET CBOM OCOOCHHOCTH B IUIaHE
ApPXUTEKTYPHI, MPOMYCKHON CIIOCOOHOCTH M aNrOpUTMOB KOHCEHCyca. B paMkax maHHOUW paboThI
OyIyT paccMOTpeHBl Haubosnee TMOmylsipHble OnokuelH-mIargopmbl, Takue Kak Ethereum,
Hyperledger Fabric u Ripple, npumensiemsie B huHAHCOBOM cekTope. X aHaIn3 O3BOJIUT BBISBUTH
NPEUMYIIECTBA W HEJOCTATKU KaXIOW IarGopMbel W cHOPMHPOBATH PEKOMEHIAIMU IS HMX
MCTIOJIb30BaHMs B 3aBUCUMOCTH OT CIIEHU(UKH 3a/1a9H.

Jnst obecnieyeHuss OOBEKTMBHOCTH B CPAaBHUTEIBHOM aHanu3e OyayT MpOaHATM3HPOBAHBI
KJIIOUEBBIE MapaMeTphbl, TaKUe KaK CKOPOCTb TpaH3aKIMi, 0€30MacHOCTb, MacIITaOUPYEeMOCTh U
YPOBEHb JICLEHTpANIM3ALMU. JTH TOKa3aTeld UrpaioT BaXKHYIO POJib B OleHKe 3(ddekTuBHOCTH
OnokuerH-marGopmM A (UHAHCOBBIX ONEpalMid, TaK KakK OIpPEIEISIOT, HACKOJIbKO OBICTPO U
06e3omacHO MOXeT ObIThb oOpaboTaHa TpaH3akuus. MccienoBaHHe Takke 3aTPOHET BOIPOCHI
NEPCIEKTHB Pa3BUTUSL ONOKYCHH-TEXHONOTUH B (PUHAHCOBOHM cdepe, YUUTHIBasE BO3MOXKHBIC
WHHOBAIMH U aJIalTalUI0 TUIATGOPM K HOBBIM TPeOOBAHUSM.

OcHoBHas 4yacTh

OnHUM H3 KITIOYEBBIX aCHIEKTOB BbIOOpa O0KUEHH-T1aTOPMBI 17151 PMHAHCOBBIX TPAH3AKIIUN
SBJISIETCS aJTOPUTM KOHCEHCYCa, KOTOpBIA HAmpsMylO0 BJIHMSE€T Ha CKOPOCTb, O€30MacHOCTh H
sHepronorpebdienue cetu. Hanpumep, mnardpopma Ethereum ucnomns3yet anroputm Proof of Work
(PoW), koTopslii X0Ts U 0OecrieunBaeT BHICOKUI yPOBEHb 0€30MMaCHOCTH, XapaKTepU3yeTCsl HU3KOU
MIPOM3BOJUTEIBHOCTBIO U 3HAUUTENBHBIM MoTpednenuemM pecypcos. Ilepexon Ha Proof of Stake
(PoS), xoTopsriit itanupyercs i Ethereum, 10mKeH yirydIuTh 3TH OKA3aTeNH, TOBBICUB CKOPOCTh
TpaH3akIMii U cHuU3UB >Hepro3arparsl [1]. Hyperledger Fabric, HanpoTuB, npuMeHsieT aaroputm
Practical Byzantine Fault Tolerance (PBFT), opueHTHpOBaHHBIII Ha 3aKpBITHIE CETH C MEHBIIUM
YHCIIOM JIOBEPEHHBIX Y3JIOB, YTO 00ECIIEUMBACT BHICOKYIO CKOPOCTh 00paboTku TpaH3akiuid. Ripple
ucrnonb3yer cobctBeHHbld  anroput™  Ripple Protocol Consensus Algorithm (RPCA),
ONITUMH3UPOBAHHBINA U1 MEKOAHKOBCKMX TPAH3aKIHH U MOJAEPKUBAIOIINN OBICTPYIO 00paboTKy
JTaHHBIX [2].

Ha pucynke 1 moka3aHO COOTHOILIEHHE CPEJHEH CKOPOCTH TpaH3aKUUMU U TPOIYCKHOMN
CIOCOOHOCTH PA3JIMYHBIX OJOKYEHH-TIATGOPM, HCIONB3yeMbIX B (DMHAHCOBBIX OIEPALUX.
JlnarpamMma MO3BOJISIET HAIVISIIHO OLIEHUTH, KaK KIIOYEBBIC MapaMeTpbl IUIaTGopM BIMAIOT HA MX
MIPOU3BOJUTEIBHOCTH U 00JIACTH IPUMEHEHHUS.
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Kak BumHO u3 pucynka 1, rmiatgopMbl 3HAUUTENBHO PA3IUYAIOTCS MO BPEMEHU 00paboTKH
TpaH3akMii W mpomyckHOH crnocoOHocTu. Hyperledger Fabric nemoHcTpupyeT Hamimydinyio
MPOMYCKHYIO crtocoOHOCTH (2000 TpaH3aKIuii B CEKyH/y) IPH MUHUMAJIFHOM BPEMEHH TPaH3aKIIUU
(<1 cexyHza), 4TO J€NAET €ro NpearnoYTUTEIILHBIM BEIOOPOM ISl KOPIIOPAaTUBHBIX cucTeM. Ripple, ¢
NPOMYCKHOM crocoObHoCcThio 1500 TpaH3akmMii B CEKYHIYy M BpEeMEHEeM TpaH3aKIHMU 4 CEeKyHIBI,
OpHEHTUPOBaH Ha MexOaHkoBckue Iuiatexu. Stellar m Ethereum oOecneunBaior cpeanue
nokazarenu, rae Ethereum m3-3a cBoeill BBICOKOW MEINEHTpaIU3allid UMEET 3HAYUTEILHOE BPEeMS
o0paboTku TpaH3akuuu (15 cekyHa), HO ocTa€rcs NOMYISPHBIM IS JIELEHTPAIN30BAaHHBIX
NPUIOKEHUH. DT NaHHBIE TOAYEPKUBAIOT HEOOXOAUMOCTh BBIOOPA MIIAaT(HOPMBI B 3aBUCUMOCTH OT
TpeOOBaHUH K CKOPOCTH, MACIITAOUPYEMOCTH U 00JaCTH HCTIONb30BAHHUS.

Jnst cpaBHeHHMs B Tabnuue | NpuBEAEHBI XapaKTEPUCTUKU TPEX MOIMYJSPHBIX ONOKYEiHH-
AT OPM, UCTIONIB3YEMbIX B (PMHAHCOBBIX TPAH3AKIUAX. DTU MIAT(HOPMBI Pa3IN4aIOTCs IO YPOBHIO
0€30IacHOCTH, MAacCIITa0MPYEeMOCTH, CKOPOCTH OOpabOTKM TpaH3aKUMid U JOCTYIHOCTH
MHCTPYMEHTOB /IS pa3pabOTKH, YTO MO3BOJISET BHIOPATh ONTUMAIIEHOE PEIICHHE B 3aBUCUMOCTHU OT
norpeOHOCTEel KOHKpETHOTro On3Heca.

Tabmuna 1
CpaBHEHHE XapaKTEPUCTHK OIIOKUEHH-TIaTOPM, HCTIONB3YEeMbIX ISl GMHAHCOBBIX TPAH3AKIUN
IInargpopma | Anaroputm | Cpennee | Ilponmycknas YpoBennb Hcnoab3oBanue
KOHCeHCyca | BpeMsl | CIOCOOHOCTH | JAelleHTpaJu3anuu | B (UHAHCAX
TPaH3aKL | (TPaH3aKuui/
17107 CeK)
Ethereum PoW /nepexon| 15 cex -15 Bricokuit KpunrosamioTsl,
Ha PoS JELEHTPATIN30BA
HHBIE
MPUIOKEHUS
Hyperledger |PBFT <1 cexk 2000 Huzkuit KopniopatuBHbie
Fabric CETH, IPUBATHBIE
TpaH3aKIHH
Ripple RPCA 4 cex 1500 Cpennuit MexayHapoiHbie
IUIaTEXKH, OOMEH
BAJIIOT
Stellar SCP 5 cex 1000 Cpennuii DuHAHCOBBIC
TpaHCAaKIINH,
MUKPOIUIATEKU

[Tomumo BpeMeHH 00paOOTKM TpaH3aKUMP W aNropuTMa KOHCEHCyca, BaKHBIM (aKTOPOM
ABISIETCS  YpOBEHb  JeleHTpanu3anuu. Ethereum — xapakTepu3yeTcsi BBICOKUM  YpOBHEM
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JeLeHTpaIu3ay 61aroaaps 00JIbIIOMY KOJHYECTBY HE3aBUCHMBIX Y3JI0B, OJJHAKO 3TO CHUXKAET €ro
MacIITabupyeMOCTh M YBEJIWYHMBAET JHEPro3arparbl, YTO OTPAaHUYHMBAET €ro IpPUMEHEHHE B
KOPIOPAaTUBHBIX CHUCTEMax C BbICOKOW Harpyskoil. Hyperledger Fabric, nanporus, ucnonssyercs
MPEUMYIIECTBEHHO B YAaCTHBIX KOPIOPATUBHBIX CETAX U IMOJICPKUBACT 0ojiee LIEHTPaIM30BaHHOE
ylpaBlieHHE, YTO II03BOJSET JOCTHraTh BBICOKOW TPOU3BOAUTEIEHOCTH M HH3KOTO YPOBHS
SHEPronoTpedaCHUss, HO OTrPaHMYMBAECT BO3MOXHOCTH €ro HCIOJb30BaHUS B IMyOIWYHBIX
JEUEHTPaTN30BaHHBIX MPUIOKEHUX [3].

[IponyckHasi cnocoOHOCTh MIaTGOpPM TAKKE HrpaeT BaXXHYIO pOJb A (UHAHCOBBIX
orepanui, rae BICOKHME 00beMbl TpaH3aKUUH TpeOyroT OBICTPOro OTKIMKA M CTa0MIBHOCTU CETH.
Hanpumep, Hyperledger Fabric u Ripple gocTurator BEICOKOH MpOITyCKHOM CIIOCOOHOCTH Onarofapst
LEHTPAIM30BaHHBIM PELICHUSAM M KOHTPOJMPYEMBIM Yy3J1aM, YTO JIENAaeT UX MOAXOMSIIUMH ISt
KPYITHBIX KOPIOPATHUBHBIX CETeW M MEXOaHKOBCKHX pacueToB. Stellar, ucronb3yromuii anroputm
SCP (Stellar Consensus Protocol), opueHTHpOBaH Ha MONACPKKY (DMHAHCOBBIX TpaH3aKUUH M
MUKPOIUIATEKEH, YTO eNIaeT ero TMOKUM U JOCTYITHBIM JIJIsl MEIKUX (PMHAHCOBBIX OTIEpALIHiA.

DOHepronoTpebieHHe SIBISETCS €Ille OJHUM Ba)KHBIM IapaMeTpPOM, OCOOEHHO aKTyaJbHBIM B
KOHTEKCTe ycroWuynBoro passutus. I[lmardopmsl ¢ anroputmamu PoW, Ttakume kak Ethereum,
noTpeOIIsAIoT 3HAaYMTENbHO Oonbine »Hepruu mo cpaBHeHuio ¢ Hyperledger Fabric u Ripple,
UCTIONB3YIOIIMMU MEHEe SHEeprozaTpaTHble alropuTMbl. s (MHAHCOBBIX OpraHU3aIi, KOTOpHIE
CTaBAT LEJNbI0 MHMHUMH3AIMIO 3aTpaT M COKpAIICHHWE YIIEPOJHOTO Cliela, 3TO MOXKET CTaTh
KpUTepHeM BbiOopa OnokueiH-m1aTdopmsl [4].

Kaxnas u3 3tux miaropM UMeeT YHHKaJIbHbIE 0COOCHHOCTH, MOIXOJSAINNE ISl pa3IMYHbIX
¢dbuHaHCcOBBIX mpmiiokeHuil. Ethereum, Onmaromapsi cBoeil JELEHTpaIM3alMA U TIOAJEPIKKE CMapT-
KOHTPAKTOB, OCTAETCS IMOMYJSPHON B CEKTOPE KPHUIITOBAIIOT U JICLICHTPAIM30BAHHBIX (DPMHAHCOB.
Hyperledger Fabric u Ripple, HampoTtuB, mydine MOAXOAST A KOPIOPATUBHBIX pEIICHUN W
MEXOaHKOBCKUX TPaH3aKIIUH, I7Ie BayKHA BHICOKAsi CKOPOCTH U KOHTPOJIb 32 CETHIO.

AHaIn3 mapaMeTpoB 0e30IaCHOCTH M YCTOHYMBOCTH OJIOKYeHH-MIaTopM  aJst
(puHAHCOBBIX TpPaH3aKU M

be3onacHOCT, W yCTOMYMBOCTH SIBISIOTCS KPUTUYECKHM BAXXKHBIMH XapaKTEPUCTHUKAMH
6nokuerH-mardopm, 0coOeHHO TSl GUHAHCOBBIX TPAH3AKLUH, I1e TPeOyeTCs 3aluiaTh JaHHbIE OT
HECAHKIIMOHUPOBAHHOTO JIOCTyIa M BHEMIHUX arak. llmardopmel, OpHEHTHpOBaHHBIE Ha
(uHAHCOBBIC ONEpaly, JODKHBI O00ECIeUMBaTh HAJEKHBIC MEXaHM3MbI 3alUTHI, BKIIOUYAIOIINE
KpUNTorpaguyeckue MpOTOKOJIBI, YCTOHUMBOCTH K B3JIOMaM, 3alIMTy OT aTak THIA «IBOHHOE
pacxonoBanue» U 3(h(HEeKTUBHOE yIpaBICHHUE y3JIaMu.

Ethereum, xak omHa wu3 Haubonee MCIEHTPATM3OBAHHBIX IIAT(GOPM, UCIOIB3YeT
KpUNTOrpaguyeckue MeXaHU3MBbl, KOTOpble 0O0ECNEUMBAIOT BHICOKUH YPOBEHb O€30MacHOCTH.
bnaromapst ceoemy anroputrmy koHcercyca PoW (¢ mepexomom Ha PoS), Ethereum nemonctpupyer
YCTOMYMBOCTh K BHEIIHUM aTakaM, TaK KaK M3MEHEHHs B LENH OJOKOB TPeOyIOT 3HAYMTEIbHBIX
BBIUMCIIUTENILHBIX pecypcoB. [Ipu 3TOM aenieHTpain30BaHHAast CTPYKTYpa CETH CHHXKAET BEPOSATHOCTD
arak Ttuna Sybil (ataka ¢ MHOXkecTBeHHbIMH Yy3namMu) [5]. OnmHako BBICOKasi CTEMEHb
JCLEHTPATN3aMU TAaKXKe MPUBOIUT K 3aMEUICHUIO TIOATBEP)KICHUS TPAH3AKUUN M YBEJIUYCHHUIO
pHcKa cO0eB IpU BBICOKUX Harpy3Kax.

Hyperledger Fabric, B ormuune ot Ethereum, opueHTHpOBaH Ha NMpPHUBATHBIE KOPIIOPATUBHBIC
CEeTH, YTO CHIDKACT BEPOATHOCTD aTaK 3a CYET UCIOJIb30BAHUS JJOBEPEHHBIX y3JIOB U 0Oojiee y3Koro
Kpyra Y4acTHHUKOB. DTOT MOJXOJ IMO3BOJISIET PEaIH30BaTh KOHTPOIUPYEMYIO CPEAy C MOBBIIICHHBIM
ypoBHeM Oe3omacHocTy U rubkoctH. Hanmpumep, Hyperledger Fabric npenocrapnsier BO3MOXXHOCTD
yIOpaBlieHUs] TpaBaMH JOCTyNla U HCIOJNB30BaHMA KaHAJIOB JJIi OrPaHUYEHHOrO OOMEHa
uHpopManueit, yTo aenaer ero 3(PQPEKTHUBHBIM HHCTPYMEHTOM Ui IPHUBATHBIX (PUHAHCOBBIX
onepanuii [6]. OgHaKo 3TOT LEHTPAIU30BAHHBIN TOJXO0/ CHUKAET YPOBEHb JCLICHTpAIN3aLUH, Acas
aTopMy MEHEe YCTOMYMBOM K BHEIIIHUM aTakaM B CPAaBHEHMU C ITyOIUYHBIMH CETSIMH.

Ripple, cnenuansHo pa3paOoTaHHBINA I MEKOAHKOBCKMX U MEXIYHApPOJHBIX TpaH3aKLUH,
npumensier anroput™ RPCA, KoTopblii oOecrneunBaeT BBICOKYIO CKOPOCTh TpPaH3aKIMHA U
yCcTOWYMBOCTH K cOosM. Ripple koHLeHTpupyeTcs Ha MOJJAEPKAaHUH CTAaOWIBHOCTH CHUCTEMBI,
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OPHEHTUPYSACh Ha HAJEKHBbIE CBA3M ¢ OaHKaMH M (UHAHCOBBIMHU YUPEKACHUSMHU. DTOT IOAXON
o0ecrieynBaeT 3alllMTy JAHHBIX Ha BBICOKOM YpOBHE, XoTs M ycrymaer Ethereum mo ypoBHIO
JeLEHTPATN3ALHH.

Stellar Taxxe MMeeT BBICOKHI ypOBEHb OE30MACHOCTH 3a CUYET MPUMEHEHHS COOCTBEHHOTO
anroputma koHcencyca SCP (Stellar Consensus Protocol), kotopsrit opueHTHpOoBaH Ha 3¢ (heKTUBHOE
yIpaBlieHHE y3JlaMHd W 3allUTy OT aTak. JTOT MPOTOKON olecreyrBaeT OBICTPYI0 00paboOTKy
MHUKpPOIUIATeXKEH, 4YTO JeNaeT ero ONTUMANbHBIM MJisi (PUHAHCOBBIX CHCTEM C HEOONBIIMMU
Tpan3akiusiMu [7]. B otmmume ot Hyperledger Fabric, Stellar opuentupoBan Ha Oosee mupoKkuit Kpyr
YYaCTHHUKOB, COXpaHsS TMOKOCTh M JOCTYNHOCTb JUIS PA3JIMYHBIX OpPraHU3aIUil, YTO JIENaeT ero
ONITUMAJILHBIM JIJIS1 TPaH3aKIMi HeOOJIBIIOro 0obema.

Takum oOpaszom, BeIOOp miardopmbl 1is (PUHAHCOBBIX ONEpaluid 3aBUCUT OT TpedyeMoro
ypOBHS 0€30IaCHOCTH, YCTOHYMBOCTM M CKOPOCTH TpaH3akuuid. Ilmatrgopmbl ¢ BbICOKOH
JeleHTpanu3anuen, Takue kak Ethereum, sydine moaxomsT /Ui OTKPBITHIX (PMHAHCOBBIX CHUCTEM,
TOorga Kak NpuBaTHbIe ceTH, Takue kak Hyperledger Fabric, mpemocTaBisitoT BBICOKHN ypOBEHb
KOHTPOJISL ¥ 3alUTHI JJ1s1 KOPIIOPATUBHBIX moJb3oBareneil. Ripple u Stellar mpeanarator komrpomuce
MEXIy JCIEeHTpalu3alel U CKOPOCThIO, YTO JIEJNAaeT MX HPUBJIEKATEIbHBIMU Ui PAa3IMYHbIX
0aHKOBCKMX M (DMHAHCOBBIX MPHIIOKECHUH.

3akinouenne

[IpoBeneHHBIN CpaBHUTENbHBIN aHAIN3 OJOKYeHH-TIAaT(GOopM ISl (PUHAHCOBBIX TPaH3AKIHHA
MOKa3all, YTO BHIOOP KOHKPETHOM MIar(opMbl 3aBUCUT OT TpeOOBaHUIl K 0€30MacHOCTH, CKOPOCTH
00paboTKM TpaH3aKIMi, YPOBHS JACLEHTpANIU3aluu MU 3Hepromnorpednenus. Kaxnas mmardopma
0051a1aeT YHUKAJIbHBIMU XapaKTEPUCTUKAMH, KOTOPBIE JIEJIAI0T €€ ONTUMAIBLHON JJIs1 ONPeAeTICHHbBIX
3agad. Ethereum, 3a cuer cBoel AelleHTpaIN3alMK U CMAPT-KOHTPAKTOB, OCTACTCS MOMYJISIPHON 115t
JCLIEHTPAIN30BaHHBIX MPUIOKEHUH M KPUIITOBATIOTHBIX TPaH3aKIMi, B TO Bpems kak Hyperledger
Fabric u Ripple nydie moaxonst 1uis KOPIOpaTUBHOTO U MEKOAHKOBCKOTO MCTIONIb30BaHMS.

[TapameTpbl 6€30MaCHOCTH M YCTOHUMBOCTH HMIPAIOT KJIIOYEBYIO POJIb B BBIOOpE ONOKYEIH-
pemeHuii s GuHaHCOBBIX omnepanuil. JleneHTpanu3oBanHble miardopmsl, Takue kak Ethereum,
00ecreYnBaloT BBICOKUI YPOBEHb O€30MaCHOCTH, OJHAKO TPEOYIOT 3HAYUTENIBHBIX PECYpCOB IS
MOJJICP’KKHA CBOMX alIropuT™MoB. [Imardopmel ¢ HEeHTpaIn30BaHHBIMU U THOPUIHBIMH TOIXOJaMH,
takue Kkak Hyperledger Fabric u Ripple, o00Omagaior mNOBBIIIEHHOW CKOPOCTBIO H
MacITabupyeMOCThIO, YTO JIENaeT UX YAOOHBIMH Ui KOMMEPYECKOTO HCIIONb30BAHMUS, III€ BaXKHBI
CTaOMIIBHOCTD U KOHTPOJIb 32 TOCTYTIOM.

Takum o0Opazom, pa3BUTHE W ajanTanus OJNOKYEHH-TEXHOJOrui B (puHAHCOBOW cdepe
NPONOJDKAETCS, a C Y4YeTOM TEeKyIIMX WHHOBAIM BO3MOXEH pPOCT 4YHCIA IUIAaTHOPM,
nojiep>KuBaroIux 3pQekTuBHOE yIpaBIeHUE TaHHBIMH, CTAa0MIbHBIC MEXIyHAPOAHbIE pacueThl U
MacmTabupyemble (UHAHCOBBIE CEpBHCHL. B nanbHeilieM MOXXHO OXHAATh CO3AaHUS HOBBIX
pelIeHH, KOTOPBIE TMTO3BOJISAT ONTUMHU3UPOBATh (PMHAHCOBHIE TPAH3AKIINMH, MOBBIIIAsl 0€30MaCHOCTD
Y TIPOU3BOIUTEIIBHOCTb.
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3®PEKTUBHOCTH JEIIEHTPAJIN3OBAHHBIX CETEN B
YITPABJIEHUH JIOTUCTUYECKUMHU HEIIOYKAMUA
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EFFICIENCY OF DECENTRALIZED NETWORKS IN SUPPLY CHAIN
MANAGEMENT
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specialist degree, Moscow Institute of Physics and Technology
(Moscow, Russia)

AHHOTAIUA

B crarbe npencraBieH aHaiau3 BO3MOXHOCTEW UCIIOJIB30BaHUS JECLEHTPAIM3OBAHHBIX CETEU
(IC) B ympaBieHUH JIOTUCTUYECKUMH IeNOYKamMHu. PaccMOTpeHbl KIIIOYeBbIE MPEUMYIECTBA
TEXHOJIOTMH, TaKWe KakK MPO3pPavHOCTb, HAJEKHOCTh M CHUKEHUE TPAH3AKI[MOHHBIX HU3JIEPIKEK.
[TpuBenens! npumMepsl ycrnemHoro BHeapeHus JIC KpymHbIMH KOMITaHUSMH, BKiItodas Maersk u
Walmart, 4To mMO3BOJISIET OIEHUTH BIUSHUE TEXHOJOTMH HAa 3(PPEKTUBHOCTH JIOTHCTUYCCKUX
nporeccoB. JIC obecnieunBaOT BO3MOKHOCTh OOMEHA JAHHBIMU MEXKIY YYACTHHUKAMHU B PEKHUME
pEaIbHOTO BpEMEHH, YTO YIy4lllaeT KOOPAWHAIMIO U yIpaBJIeHHE 3arnacaMu. Takke o0cykKaaTcs
OTPaHUYEHUS U BBI30BBI, CBS3aHHBIE ¢ HCTONb30BaHueM JC, Takue Kak HU3Kask CKOpocTh 00paboTKu
JAHHBIX U CJIOXKHOCTH MHTETPAILMU C CYLIECTBYIOIUMH cucteMamu. Oxuaercs, 4YTo JaibHelIiee
pa3BUTHE JCIEHTPAIM30BAHHBIX TEXHOJIOTUH OyAeT crocoOCTBOBaTh HUX 0Oojee HIMPOKOMY
BHEJPCHUIO B JIOTUCTHYECKHE IPOIIECCHI, TOBBIMIAs MPO3PAYHOCTh M OE30MACHOCTH IEMOYEK
IIOCTaBOK.

KiroueBble cJjioBa: [ICICHTPAIM30BAHHbIE CETH, JIOTUCTHKA, OJOKYEHH, yNpaBieHHE
LIENIOYKAaMU MI0CTAaBOK, IPO3PAUYHOCTb.

Abstract

This article provides an analysis of the potential of decentralized networks (DN) for supply
chain management. Key benefits of this technology, including transparency, reliability, and reduced
transaction costs, are discussed. Examples of successful DN implementation by large companies such
as Maersk and Walmart are presented, illustrating the impact of this technology on logistics efficiency.
DN enables real-time data sharing between participants, improving coordination and inventory
management. The article also addresses limitations and challenges, such as low data processing
speeds and integration difficulties with existing systems. It is anticipated that further development of
decentralized technologies will promote their broader adoption in logistics processes, enhancing
supply chain transparency and security.

Keywords: decentralized networks, logistics, blockchain, supply chain management,
transparency.

Brenenue

C pa3ButueM TI00ANBHBIX IETIOYEK MOCTABOK M YBEJIWYECHHUEM CIOKHOCTH JIOTHCTUYECKHX
orepauuii Bce Ooyiee BaKHBIM CTAHOBUTCS TOUCK 3(PQPEKTHUBHBIX pEIICHUH Ui yIpaBiIeHUsS
JIOTHCTUYECKUMH IIENIOYKaMu. B mociennue roasl BHUMaHKE K ACLEHTPAIN30BaHHBIM CETSAM, TAKHM
Kak OJIOKYEHH, 3aMETHO BO3pOCIO Onarojapss UX YHHUKAJbHBIM BO3MOXKHOCTSIM IO OOECIEYECHHUIO
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IIPO3PAaYHOCTH M YCTOMYMBOCTH K BMelIaTenbcTBaM. JlenenTpanusoBannele cetu (JIC) mo3Bossor
YYaCTHHKAaM JIOTUCTUYECKUX IIETIOYeK OOMEHUBATHCS NaHHBIMH, YIPABIATh TPaH3aKUUAMHU U
o0ecreynBaTh OTCICKUBAEMOCTh TOBapOB 0€3 HEOOXOMMOCTH B IIEHTPAITU30BAHHBIX YIIPABIISIONINX
cTpyKkTypax. OCHOBHOMH LI€JIbIO JTaHHOM CTaThU SIBJISIETCS UCCIIEI0BAHUE BO3MOXXHOCTENW IIPUMEHEHUS
JIC B ynpaBieHUH JIOTUCTMYECKUMH LIEMOYKAMH W OLEHKa MX 3()(HEKTUBHOCTU TO KIFOYEBBIM
napaMmeTpam.

OnHoli M3 OCHOBHBIX MPOOJEM TPAJUIMOHHBIX CHCTEM YIPABICHUS JIOTHCTUKOW SIBISETCS
OTCYTCTBHE IIPO3PAUYHOCTH U CIOXKHOCTU B OTCIIEKHUBAHUM NEPEIBUKEHNS TOBAPOB Ha BCEX ATamax
IIOCTaBOK. JTO 3aTPyJHSET KOHTPOJb 3a BBINOJIHEHMEM YCIOBMM M IPHUBOAMT K YBEIMUYEHUIO
TpaH3aKIMOHHBIX 3arpar. Baenpenue JIC 1mo3BosieT pemuTh 3TH 33a4M 3a CUET CO3/IaHUs €IUHOU
CeTH, TJe KaXIblii YYaCTHHUK HMMEET AOCTYIN K aKTyaJbHOM HMH(OpPMAIMH B PEXHUME PEabHOTO
BpeMeHu. B nanHo# cTarbe Oyner paccMoTpeHa 3pQeKTUBHOCTh ucnoib3oBanus J{C Ha pa3IndHbIX
JTanax JOTMCTUYECKOTO NPOLECCa, BKIIIoYas yIpaBiIeHHUE 3aracaMy, TPaHCIIOPTUPOBKY U KOHTPOJIb
kauecTBa. Oco0oe BHMMaHHE YIENEHO TaKUM IapamMeTpaM, Kak IpO3payHOCTh, HAJEKHOCTb U
CHI)KEHUE TPAaH3aKIMOHHBIX U3JEPIKEK.

Jns 1oCTHKEHUS OObEKTUBHOCTH B HCCIEAOBAHMM AHAIM3HPYIOTCS MPEUMYILIECTBA H
OTpaHUYEHUS ACLICHTPAIN30BAHHBIX CETEN B CPABHEHUU C TPAJULIMOHHBIMU CUCTEMAMHU YIIPaBJICHHUS.
HccnenoBanue Takxke Kkacaercs BompocoB uHTerpauuu JIC B cyliecTByIOIIME JIOTMCTHUYECKHE
MPOIECCHl M 00CYKIaeT BO3MOXKHBIE BBI3OBBI, CBSI3aHHBIC C HMCIIOJIb30BAHUEM 3TOM TEXHOJOTHH,
BKJTIOYAsi BOIPOCHI O€30MaCHOCTH M 3aIlUTHI JaHHBIX. J[aHHas paboTa UMeeT IEebI0 MPEI0CTaBUTh
LIEJIOCTHOE TpeacTaBieHue o npuMeHeHnu JIC B MOTUCTHKE, BBIIBUTH (DAKTOPHI, BIUSIOMINE HA X
3P PEKTUBHOCTD, U MPEATIOKUTH PEKOMEHIAINH IS JaJIbHEUIIIETO UCTIONIb30BaHHUS.

OcHoBHas 4yacTh

OnHuM 13 maBHbIX TpeuMyiecTs JC 11 ynpaBiieHUs JOTUCTUYECKUMU LENIOYKaMU SIBIISIETCS
obecriedeHne MPO3PAaYHOCTH W OTCIEKHBAEMOCTH Ha BCEX JTamax IOCTaBOK. B omimume ot
LIEHTPAJIM30BAaHHBIX CUCTEM, I/I€ JaHHbIE XPaHIATCS HAa CEpBEPax OAHOro mocrasmuka ycayr, B JIC
MH(OPMaLUs 3aKUChIBACTCS B paCIIpeIesICHHBIN peecTp, JOCTYMHBIA KaKI0OMy YUYAaCTHUKY CETH. DTO
MO3BOJISIET BCEM CTOPOHAM BHJETh AKTYaJbHYI0 HH(OpMAIMIO O MECTOHAXOXJICHUH U CTaryce
TOBApPOB B PEKUME PEAIIBHOTO BPEMEHMU, UTO CYLIECTBEHHO YJIydllaeT KOOPAUHALMIO U CHUKAET PUCK
HET0OPOCOBECTHOTO TIOBEICHUSI.

Eme oxnoit kimoueBoit ocobennocThio [IC sABIISETCS CHUKEHUE TPAH3aKIIMOHHBIX HU3JEPHKEK.
[TockonpKy AELEHTPaIN30BaHHBIE CETH HE TPEOYIOT HAIWYMs IEHTPAIM30BAHHOTO TOCPETHHKA,
yIOpaBICHUE AAHHBIMU IPOUCXOIUT HAINPSIMYIO MEXAY YYaCTHHKAMH, UYTO IIO3BOJSET CHU3HUTH
3aTpaThl Ha Bepu(UKAIUIO U aAMUHUCTpUpoBaHue nHpopmanuu. J{C yCcTpaHsSIOT HEOOXOIUMOCTh B
DyOMMpYIOUINX MPOBEPKaX, TaK KaK BCE JaHHBIC JOCTYMHBI Ui BCEX YYACTHUKOB U MOTYT OBITH
MIOATBEPKIACHBI aBTOMAaTHYeckH [1]. DTOT moxxox ympoliaeT KOHTPOJIb 32 COCTOSSHUEM TOBApOB,
MUHHMU3HPYS KOJIMYECTBO OMIMOOK U YCKOPSIS BHIOJTHEHUE ONEPAIiA.

JUid MOBBILIEHUS aBTOMATU3allMM B JIOTUCTMYECKHX omnepanusax B pamkax JIC akTuBHO
MPUMEHSIOTCSI CMapT-KOHTPAKThl — HPOTrpaMMHUpyEeMbIe aJrOPUTMbI, BCTPOCHHBIC B OJIOKYCHH.
CMapT-KOHTPAKThl MO3BOJIAIOT 3a/1aBaTh M BBINOJHATH YCJIOBMS TPaH3aKLMK aBTOMaTH4YECKH, O€3
HEOOXOIMMOCTH TPUBJICYCHUS TPEeTbUX JKI. Hampumep, KOHTPakT MOXKET aBTOMAaTHUECKU
IIPOBOJIUTBH OIUIATY MOCJIE MOATBEPKACHHS JOCTABKU ToBapa. B cirydae BINOIHEHUS YCIOBUN CMapT-
KOHTPAKT HUCHOJHAETCS, YTO MCKIIOYAeT YeOBEUECCKUH (PAKTOp M MHUHMMHU3UPYET PUCK 3aJEpKEK.
Takum 06pa3zoM, cMapT-KOHTPAKTHI MO3BOJISIOT ONTUMHU3UPOBATH MHOTHE MPOIIECCHI, OT OIIATHI 10
KOHTPOJISL KaUeCTBa, YTO JEJIAET UX OCOOCHHO IMOJIE3HBIMU B CIIOKHBIX JIOTHCTUYECKHX CETSX.

be3omacHOCT,  NaHHBIX TakXke sABIsAETCs 3HauMMbIM  npeumymectsom JIC. B
[EHTPAIM30BaHHBIX CHUCTEMax MH(OpMAIs MOABEp)KEHA PUCKY B3jIoMma, B TO Bpems kak B J[C
JaHHBIE 3aIMIICHBI OJaromapsi pacrpenesneHHoN npupoae cetu [2]. Kaxaoe M3MeHeHue JOIKHO
ObITh TIOATBEP)KICHO HECKOIbKMMM YYaCTHUKAMH, YTO 3aTpydHSET HECAHKIIMOHHPOBAHHBIC
BMEIIIATENILCTBA M 00ECIEUNBACT BHICOKMI ypOBEHb Oe30macHOCTH. JToT MexaHusMm paenaer J[C
YCTOWYMBBIMH K aTakaM, 4T0 0COOCHHO BaXKHO IS JIOTUCTHUYECKUX LETIOYEK, T/Ie JIFo00e HapylIeHne
LEJIOCTHOCTH JAHHBIX MOXKET MOBJIEYb 32 COOOW 3HAUYUTEIbHBIC (PMHAHCOBBIE MTOTEPH.
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OtcnexxuBaeMocTh U MHTerpanus AaHHbIX B JIC crnocoOCTBYIOT YIyUIIEHUIO YHpPaBICHHUS
3anacamMy. Bo3MOXHOCTB HAaOIOATh 3a CTaTyCOM TOBapOB HA BCEX dTalax, HAYWHAs OT OTHPABKU U
3aKaH4YMBasg JOCTABKOM K KOHEYHOMY IOTPEOMTENI0, IO3BOJSET Oojiee TOYHO IUIAHWPOBAThH
IIOTOJIHEHHE 3allacOB U MUHHUMU3HMPOBATh M3JIMLIKUA. JTO, B CBOK OYEPEb, CHHIKAET U3IAEPKKU U
noBbImaeT 3¢ dekTuBHOCTD Beell 1enouku mocraBok. Kpome toro, ucrnons3oBanue [IC mo3Bomser
3HAYUTEIBHO YIPOCTUTH IPOLECC BO3BpAaTa TOBAPOB, IOCKOJIBKY CHCTEMA IIO3BOJSET UETKO
MPOCIEANTh UX MYTh OT MOTPEOUTEINS K MOCTABIIUKY, YTO YIIPOIIAET 00pabOTKy M y4eT BO3BPATOB.

Xots JIC mpenocTaBisiloT MHOXKECTBO NMPEUMYLIECTB, UX HCIIOJIB30BAHUE COMPOBOXKAACTCA
HEKOTOpPBIMH OrpaHuueHusMu [3]. OIHUM M3 TaKUX SIBISETCS OTHOCUTEIBHO HH3Kasg CKOPOCTH
00pabOTKM JaHHBIX IO CPAaBHEHHIO C LEHTPAJIM30BAaHHBIMH CHCTEMaMM, 4YTO OTPaHUYUBAET
npumeHerne JIC B curyauusx, TpeOyrOIMX BBICOKOW omepaTMBHOCTH. OJHAKO B YCIOBHSX
JIOTUCTUYECKUX LIETIOUEK, I11€ BayKHA HAJECKHOCTh JAaHHBIX U BO3MOXKHOCTb OTCJIEKHMBAHUS, TaKHE
TIaTGOPMBI HAXOIAT LIMPOKOE MPUMEHEHHE.

IIpumepbl ycHemHOro BHeAPEeHHMs [ICHEHTPAJM30BAHHBIX ceTell B JIOTHCTHYECKHE
HeMmoYKH

B nocnenHue roapl HECKOJIBKO KPYIHBIX KOMIIAHUHM M OopraHuzaunuii ycnemHo BHenpuau JC
JUId  YIpaBJIEHUS JIOTUCTUYECKUMH MPOLECCaMU, 4YTO IOMOIVIO YIAYYUIMTh HPO3pavyHOCTb,
3¢ (hEeKTUBHOCTH U HAJIEKHOCTDh UX IIETIOYEK MOCTaBOK [4, 5].

1. Maersk u IBM (TradeLens)

Onnum u3 Hambojee W3BECTHBIX NpUMEpPOB sBisercs npoekT TradeLens, co3maHHBIN
coBMecTHO KommanusiMu Maersk u IBM. TradeLens ucnonb3yer OnokdeiH-mardopmy s
yOpaBI€HUs] TPY30BbBIMM IepeBO3KaMU. JlaHHAs ceTh I03BOJISIET YYaCTHUKAM OTCIIEKHUBATh
MH(POPMALIUIO O CTaTyce KOHTEHHEPOB B pealbHOM BPEMEHH, YTO 3HAYUTEIBHO YCKOPSIET MPOLECCH
00pabOTKH TOKYMEHTOB M YMEHBIIIAET BEPOATHOCTH OLIMOOK M MOTEeph JaHHBIX. biaaromaps stomy,
CPOKH JIOCTaBKH COKPATUIINCH, A 3aTPaThl HA aIMUHUCTPATUBHBIE MTPOLIEAypbl CHU3HIUCH. TradeLens
aKTHBHO MCIOJB3YIOT COTHH KOMITAHUH U MOPTOB, UTO JIENAET 3Ty IUIaTGOPMy OJHUM M3 IPUMEPOB
ycnemrHoro npumenenus J1C B miobanbHo# moructuke [6].

2. Walmart u IBM (Food Trust)

Komnanus Walmart Bueapuna Omoxueitn-margopmy IBM Food Trust anst orciexuBaHHS
IIPOAYKTOB MUTAaHM IO BCEH 1enouke nocrtaBok. CucreMa 1o3BoJiieT TOYHO ONPENEIUTh UCTOUHUK
U MyTh JI000T0 MpOoAyKTa OT ()epMbl 10 TMOJKH B MarazuHe, YTO YJIy4dIllaeT KOHTPOJIb KadyecTBa U
MOMOTaeT OBICTPEE BHISBISITH MPOOJIEMBI, CBS3aHHBIE ¢ 0€30MacHOCThIO TpoaykToB. brnaromapst Food
Trust Walmart ynanochk cOKpaTuTh BpeMsi, HEOOXOAMMOE Ui OTCIEXKHBAHUS MPOIYKTOB, C
HECKOJIBKHMX THEH J0 HEeCKOJIBKUX CEKyHJ. DTa IulaTgopMa aKTUBHO UCIIOJIB3YETCS B MPOILYKTOBOM
CEKTOpEe M JAPYTMMHU KPYIHBIMH KOMIIaHUSAMH, TakuMH Kak Nestlé u Carrefour, yto nemoHcTpupyer
notexman JIC ans noBeleHus 6€30MacHOCTH U IPO3PAYHOCTH B MUILEBOM HHAYCTpUH [7].

3. DHL u Accenture

Jloructuueckuit ruranT DHL coBMeCTHO ¢ KOHCAaNTHUHIOBOM KOMITaHUEW Accenture BHEAPUI
OJOKYEHH JUIsl OTCJICKMBAHMS JICKAPCTBEHHBIX IpenaparoB. [IpoOneMsl, cBsi3aHHbBIE C MOAIECIKON
JIEKapCTB, CTAJIM CEPhE3HON YIpo30ii B (hapMalleBTUUECKOM HHIyCTPHH, U ICLEHTPATU30BaHHAS CETh
MI03BOJIIET OTCJIEKMBATh MOUIMHHOCTh KaXJ0T0 Iperapara Ha BCeX 3Tamax JocTaBku. Cucrema
COXpaHsIeT 3al1CH O Ka)KJO! MapTUH JIEKAPCTB U MPEI0CTABIISACT HHPOPMAITUIO O MECTOHAXOXKICHUH,
YTO NO3BOJISIET 3HAUUTEIBHO CHU3UTh PUCK MONAAAHUS ITOAJEIBHON IPOIAYKLIUU B POSHUUHYIO CETb.
OtoT npuMep noxyepkuaeT poiib [IC B moBbIIEHHH 0€301TACHOCTH U MMPO3PAYHOCTH B METUIIMHCKON
U papMarneBTHUECKON JorucTke [8].

4. Amazon u VeChain

Amazon ucnonszyer OnokueiH-mnarpopmy VeChain g ymydiieHHs KOHTPOJIS KauyecTBa
cBoux Jjoructuueckux nenovek. C momomnipio VeChain MOXHO OTCIIKUBATh IPOUCXOXKICHNUE U ITYTh
TOBApOB, BKJIIOYAs JaHHBIE O XpaHEHHUH, TEMIIEPAType U YCIOBUSAX TPAHCIIOPTUPOBKU. DTO OCOOEHHO
aKTyaJIbHO Uil TOBapoOB, TPEOYIOIIMX OCOOBIX YCIIOBHH, TakuX Kak HPOAYKTHl MUTaHUA WIN
¢dapmaneruueckas mnpoaykiusa. JC momoraer Amazon mNOBBIIATh YpPOBEHb JOBEPHS K
[IOCTaBIIMKaM U MUHUMU3HPOBATh CIIy4au IIOTEPU WM NOBPEXKACHUS TOBApoOB [9].
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5. Unilever u Provenance

Komnanus Unilever, cTpeMsch K yCTOWYMBOMY pa3BUTHIO, UCTIONIB3YET miargopmy Provenance
JUIsL OTCJIEKHMBAHUS IIETIOUEK MOCTAaBOK ChIpbs. [lmardopma mo3BonseT GpukcupoBaTh KaxIblid ATaIl
MPOM3BOJICTBA M JOCTaBKH, omoras Unilever obecrnednTs Mpo3payHOCTh U yCTOMYUBOCTH CBOMX
IIPOLECCOB. DTO IOMOIaeT KOMIAHUM YIYYIIUTh KOHTPOJIb 32 MCTOYHUKAMHU ChIPbsl, BKJIIOYAs
MIPOIYKTHI, BHIPALICHHBIE C COOIIOIEHUEM SKOJOTMYECKUX U COLMAIBHBIX CTaHIApPTOB, YTO Ba)KHO
I OTBETCTBEHHOTO TO/IX0/1A K IIPOU3BOICTBY M YOBJIETBOPEHUS OXKUAaHUH noTpedburenei [10].

OTu npuMepsl MOKa3bIBAIOT, YTO JCLIEHTPAIM30BAHHBIE CETU MOTYT MCIOIb30BAThCA B
Pa3NUYHBIX OTPACISAX, BKIIOYAsl JIOTHCTUKY, PO3HHUYHYIO TOPrOBIIO, (hapMalleBTUKy M MHILEBYIO
npoMmblluieHHOCTh. BHenpenune J[C mo3BosiseT KOMIAHMSIM MHUHUMHU3HMPOBATH TPAH3AaKIMOHHBIE
U3JEP/KKH, MOBBICUTH MPO3PAYHOCTh U OTCIEKUBAEMOCTb, YIYUIIUTh KOHTPOJIb 33 Ka4yeCTBOM H
YKPENUTbH JOBEPUE MEXKY YUACTHUKAMHU LIENOYEK TTOCTABOK.

3akinouenne

Buenpenne JIC B JOTMCTHYECKUE LIETIOUYKHU JEMOHCTPUPYET 3HAUUTENbHBINA MOTEHIMAT IS
MOBBIIIEHUS MTPO3PAYHOCTH, HAIEKHOCTH U 3(P(PEKTUBHOCTH yNpaBlieHUs MmocTtaBkamu. [Ipumepsl
ycnemHoro npuMeHerus JIC KpynmHbIMM KOMOaHMAMH, TakuMu kak Maersk, Walmart, DHL u
Amazon, MoKa3bIBaIOT, YTO 3TA TEXHOJOTHs CIIOCOOHA CYIIECTBEHHO YIYUIIUTh KOHTPOJIb KauecTBa
U OTCIIEKHBAEMOCTb TOBapOB, COKPATUTh TPAH3AKLMOHHbBIE M3JEPKKU U MUHUMHU3UPOBATh PUCKH,
CBSI3aHHBIE C NOJJAEIKOW M yTparod mpoaykuuu. IJto aenaeT JC akTyalbHbIM pELICHUEM s
Pa3IUYHBIX CEKTOPOB, BKIIIOYAs (hapMaleBTUKY, TPOJYKTOBYIO HHIYCTPUIO U POSHUYHYIO TOPTOBIIO.

HecMoTpss Ha MHOTOUMCIIEHHBIE IIPEUMYILECTBA, PeaIn3altsl IeLEHTPAIN30BaHHbIX CETEH B
JIOTHCTUKE COMPOBOXKIACTCS PAOM BBI30BOB. OTpaHUYeHus, TAKKUE KaK HU3Kast CKOPOCTh 00paboTKH
TPaH3aKIHHA U CIOKHOCTU MHTETPAIUH C CYLIECTBYIOIIUMHU CHCTEMaMHt, TPEOYIOT TOTIOTHUTEIbHBIX
YCWINMH U UHBeCTULIMN. TeM He MeHee, IEPCIIEKTUBBI PA3BUTHS U YIIyYIICHUs TEXHOIOT UM, TAKUX KaK
CMapT-KOHTPAKTbl U COBMECTHMBbIE CTaHIAPTHI, MO3BOJISIOT ajmantupoBarh JIC k morpeOHOCTIM
KPYITHBIX ¥ MaJIbIX MPEINPUATHI, 0COOCHHO B YCIOBHUAX INIOOAIN3ALUU TOCTABOK U MOBBIIICHHOTO
BHHUMAaHUS K yCTONYHMBOMY Pa3BUTHIO.

B Oynymiem MOXHO 0’KHIaTh, UTO JICLIEHTPAIM30BAHHBIE CETH OYIyT BCE IIUPE UCIIOIH30BATHC
B JIOTUCTHKE, MpeJiarasi HOBbIE MHCTPYMEHTHI JUIsl aBTOMATH3aIlMHM U TMOBBIIMICHUS! 0€30MacHOCTH
JIOTHCTUYECKHX MPOLECCOB. DTU TEXHOJOTHH obecreyar 0osee BHICOKHN YPOBEHb MPO3PAYHOCTH H
JOBEpUS MEXIY YYaCTHHKAMHU LIEMOYEK IOCTaBOK, CIIOCOOCTBYSl YCTOMUMBOMY pPasBUTHIO U
YKPEIJIEHUIO JEIOBBIX OTHOILIEHUH.
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Abstract

This article explores the impact of containerization on IT project infrastructure, analyzing its
benefits and limitations. Containerization simplifies dependency management, enhances flexibility,
and speeds up deployment by isolating environments. Examples from major companies such as
Netflix, Spotify, and Google highlight its advantages in scaling and adapting infrastructure to high
loads. Special attention is given to container orchestration using Kubernetes, which facilitates
managing microservices architecture. The limitations of containerization, including the need for
improved security and data management, are also discussed. It is anticipated that containerization will
become an integral part of IT infrastructure, especially within DevOps environments.

Keywords: containerization, IT infrastructure, Docker, Kubernetes, microservices.

AHHOTAIHUSA

B craree paccMOTpeHO BIUSHHE KOHTEHHEpHU3allMM Ha OpraHu3anuio uHGpacTpykTypsl [T-
IIPOEKTOB, AHAIM3UPYIOTCA €€ NpeuMyllecTBa M orpaHudyeHus. KoHTelHepu3anus I03BOJISIET
ymnpouiath YIpaBlIC€HHE 3aBUCHUMOCTSIMHM TMPWIOKEHUH, NOBBINATh T'HOKOCTH M CKOPOCTb
pa3BepTBIBAHMS 3a CUET M30JSLUU OKpYKeHHMH. IIpumepsl MCIONB30BaHUS KOHTEHHEpU3ALUU B
KPYIHBIX KoMnaHusx, Takux kak Netflix, Spotify u Google, nemoncTpupyror e€ npeumymiecTsa B
yIy4IIEHUN MacIITaOupyeMOCTH M aJanTalud WHPPACTPYKTYphl K BBICOKUM Harpyskam. Ocoboe
BHUMAaHHE YJICJIEHO BOIPOCAM OpKECTpallMd KOHTEHHEpOB ¢ HCHoib3oBaHueM Kubernetes, uTto
CIOCOOCTBYET YNPOIICHUIO YIIPABICHUS] MUKPOCEPBUCHOW apXuTeKTypou. Takxke o0OCyKmaroTcs
OrpaHUYEHUS KOHTEHHEpU3alluy, BKIIOYasi MOTPEOHOCTh B YCHJICHHON 0O€30MacHOCTH M KOHTpOJIE
HaJ fAaHHbIMH. O’XHJAeTcs, YTO KOHTEWHepu3alusi CTaHeT HeoTbemsieMod dacThio [T-
HHPPACTPYKTYpHI, ocodeHHo B DevOps-cpenax.

KiawueBble cioBa: KoHTeWHepusauus, wuHPpactpykrypa [T, Docker, Kubernetes,
MHUKPOCEPBHCHI.

Introduction

The modern development of information technology and the widespread adoption of cloud
computing have necessitated innovative approaches to IT project infrastructure management.
Containerization, a method of packaging applications and their dependencies into containers, has
enhanced resource management flexibility and improved application deployment. Containers allow
applications to run in an isolated environment, minimizing dependency conflicts and simplifying
portability. This article aims to study the impact of containerization on IT infrastructure organization
and assess its effectiveness in various aspects.
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One of the main challenges of traditional IT infrastructure is the high dependency of
applications on specific operating environments, which complicates deployment in diverse settings
and increases infrastructure management costs. Containerization addresses these issues by providing
a universal approach that allows containers to run on any server supporting container platforms such
as Docker or Kubernetes. This article analyzes key aspects of containerization, including portability,
scalability, and resource management, which directly impact the efficiency of IT project
infrastructure.

Despite its advantages, containerization also faces limitations related to security, data
management, and container network control. This study addresses these aspects and offers
recommendations for minimizing potential risks when implementing containerized infrastructure.
Summarizing current approaches and methods used to manage containerized infrastructure will
present a comprehensive view of its application in IT projects and assess its contribution to improving
infrastructure flexibility and efficiency.

Main part

Containerization has become one of the key approaches in organizing IT project infrastructure,
as it provides high flexibility and application portability [1]. Figure 1 illustrates the growth of
container adoption over time, reflecting the increasing popularity of containerization in IT
infrastructure management across various industries.

90
80
70

60

Adoption Rate (%)

20‘17 20‘18 20‘19 2020 20‘21 20‘22 20‘23
Year

Figure 1. Container adoption growth over time

As shown in Figure 1, the adoption rate of containerization has significantly increased over
recent years, rising from 10% in 2017 to 90% in 2023. This rapid growth highlights the effectiveness
of container technologies in improving application scalability, portability, and deployment speed. The
steady upward trend also indicates widespread recognition of containers as a vital component of
modern IT infrastructure. The increasing adoption underscores the importance of platforms like
Kubernetes, which facilitate the management and orchestration of containerized applications.
Containers are lightweight, isolated environments that can start much faster than virtual machines
(VMs) due to the lack of a full operating system load. This enhances application adaptability across
different environments and reduces infrastructure maintenance costs.

Kubernetes is widely used for container management and scaling, automating container
orchestration, and enabling flexible management across various environments. Kubernetes includes
features for load distribution, network connection management, and data storage [2]. Figure 2 shows
an architecture diagram of Kubernetes, featuring containers deployed in pods, enabling application
management and process automation.
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Figure 2. Kubernetes architecture

In addition to accelerating deployment processes, containerization facilitates DevOps practices,
including integration and deployment (CI/CD). Containers allow creating uniform environments,
making the testing process more precise and avoiding issues related to incompatibility between test
and production environments. This is especially important for large IT projects with frequent updates,
where application stability and reduced development time are crucial [3].

Securing a containerized infrastructure requires a special approach, as containers have a lower
isolation level than VMs. To protect container environments, Kubernetes network policies and an
access role system are used, limiting data access and managing confidential information. For
example, applying network policies in Kubernetes can control interactions between containers,
preventing unauthorized data access. However, for critical applications, additional security measures,
such as specialized containers with enhanced isolation, may be necessary.

Data management within containers is also essential [4]. Since containers are isolated and
temporary by nature, any data stored within them may be lost when they are terminated. In such cases,
persistent storage solutions like Persistent Volumes in Kubernetes are used, allowing data to be stored
outside the container and ensuring its availability even after restarts. This is particularly important for
applications with high data retention and infrastructure reliability requirements.

Examples of containerization in real projects

Containerization has already proven effective in several large IT companies that have
implemented it to optimize infrastructure and increase the flexibility of their solutions. This section
presents successful examples of container usage in real IT projects, highlighting the practical value
of this technology.

One prominent example is Netflix, which uses containers to manage scalable microservices.
Netflix’s streaming platform requires high scalability and availability, as its services must handle a
vast number of real-time requests. Containerization has allowed Netflix to standardize and speed up
application deployment, using containers for individual functional modules, such as
recommendations, user data processing, and content loading. Implementing containers significantly
reduced deployment and testing time, improving overall infrastructure performance [5].

Another example is Spotify, which employs containerization to support its music services and
ensure seamless application operation. Spotify uses containers to organize a microservice
architecture, where each container is responsible for a specific function, such as streaming, playlist
management, and analytics. This structure allows Spotify to update individual modules quickly
without affecting the entire system. Additionally, containers provide a unified environment for testing
and production, avoiding issues related to version and environment incompatibilities.

Google also uses containers in its internal infrastructure to optimize resource utilization and
improve manageability. Google actively uses Kubernetes for container orchestration and distributed
load management. Containerization helps Google maintain high reliability in services like Google
Search and Gmail, where stability and high performance are crucial due to heavy traffic volumes [6].
Moreover, Kubernetes allows Google to scale its infrastructure based on load, reducing maintenance
costs.
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In e-commerce, containerization is utilized by Alibaba, which uses containers to manage
infrastructure and support peak loads during major sales events. Containerization enables Alibaba to
flexibly scale its server capacity during traffic surges, such as "Singles' Day." This ensures platform
stability and high performance even under increased demand [7-9].

These examples demonstrate that containerization provides companies with the flexibility to
manage infrastructure, enhancing its resilience and reducing application deployment time.
Implementing containers improves performance, simplifies application management, and ensures
high availability for end users.

Conclusion

Implementing containerization in IT project infrastructure organization significantly improves
application flexibility, scalability, and resilience, which is especially important given today’s high
demands for rapid deployment and service availability. Examples from major companies like Netflix,
Spotify, and Google show that containerization not only simplifies microservice management and
reduces deployment time but also promotes optimal resource utilization, reducing operational costs
and enhancing performance.

Using the Kubernetes platform, widely adopted for container orchestration, allows companies
to manage resources flexibly and adapt infrastructure to current loads. This not only ensures resilience
during peak demand periods but also minimizes downtime, essential for mission-critical services
operating in real time. Meanwhile, containerization requires careful attention to security, data
management, and access control.

In the future, containerization’s popularity is expected to grow, especially in DevOps and CI/CD
practices. Container technologies will evolve, offering improved methods for automation and data
protection, enabling companies to leverage this technology more effectively to achieve business goals
and enhance service quality.
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Abstract

The article examines key technologies for storing and processing unstructured data within Big
Data environments, including Hadoop, NoSQL databases, Apache Spark, and Elasticsearch. Key
advantages and limitations of each approach, along with their impact on infrastructure performance
and scalability, are analyzed. An example is provided using Apache Kafka for data streaming and
PySpark for preprocessing, highlighting the significance of these technologies in handling large
volumes of information. Recommendations are given for selecting suitable technologies for different
business scenarios. The research demonstrates that the integration of Big Data technologies into
business processes enhances flexibility and reduces costs associated with data storage and processing.

Keywords: unstructured data, big data, containerization, data analysis, Apache Spark,
Elasticsearch.

AHHOTAIUSA

B cratbe paccMOTpeHBI OCHOBHBIE TEXHOJIOTMHM Ui XpaHeHHS U 00paboTKH
HECTPYKTYpUPOBAHHBIX JaHHBIX B cpene Oonpiux naHHbix (Big Data), Brimrouas Hadoop, NoSQL
6a3b1 manubix, Apache Spark u Elasticsearch. IlpoananusupoBaHbl KIIOUEBBIE MPEUMYIIECTBA U
OTpaHUYEHHUS KAKIOrOo IMOJIXOAA, a TaKkKe UX BIMSIHUE Ha MPOU3BOAMTEIBHOCTh U
Macmtabupyemocts MHOpacTpykTyphl. IlpuBenen mpumep wucnonb3oBanusi Apache Katka mns
MOTOKOBOH nepenaun ganHbIx U PySpark nmst npenoOpaboTku, 4TO MOTYEPKUBACT BaXKHOCTH STHX
TEXHOJIOTUH B YIpaBieHUH OONbIIMMU 00beMaMH nHpopManuu. [laHbl peKOMEHaluH 10 BbIOOpY
MOIXOAAIINX TEXHOJIOTMH IJsl pa3iu4HbIX OM3HEcC-cleHapueB. VccienoBaHue MOKA3bIBaeT, UTO
uHTerpanus Big Data TexHomoruii B GM3HeC-1poIiecchl MOBBIIIAeT THOKOCTh U CHHYKAET 3aTpaThl Ha
XpaHeHue 1 00pabOTKy JTaHHBIX.

KiroueBble cjioBa: HECTPYKTYpPHPOBAaHHBIE JaHHBIEC, OONbIINE JAHHBIC, KOHTEHHEepU3aIus,
aHanu3 naHHbIX, Apache Spark, Elasticsearch.

Introduction

With the development of data processing technologies and the increase in data volume, the need
for efficient solutions for data storage and analysis is growing. One of the key challenges modern
organizations faces is the need to work with unstructured data, which constitutes a significant portion
of information coming from various sources. Unstructured data, such as text documents, images,
videos, and social media data, cannot be easily processed by traditional relational databases.
Consequently, there is a need to develop technologies and methodologies capable of effectively
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storing and analyzing such data. The goal of this article is to explore existing approaches to the storage
and processing of unstructured data in Big Data environments.

One of the main challenges of working with unstructured data is its complexity and diversity.
Unlike structured data, which is easily systematized, unstructured data requires more flexible storage
and processing approaches. In recent years, technologies such as Hadoop and NoSQL databases have
been actively used in Big Data environments, providing distributed data storage and enabling data
processing under high loads. This article presents a comparative analysis of technologies used for the
storage and processing of unstructured data and evaluates their effectiveness based on key parameters
such as processing speed, scalability, and reliability.

In addition to technical aspects, special attention is given to optimizing processes for working
with unstructured data and reducing processing costs. The introduction of technologies such as
Apache Spark and Elasticsearch provides opportunities for fast data processing and analysis, which
is particularly relevant in the context of modern digital business. This article examines the prospects
and limitations of these technologies depending on the data characteristics and business needs and
offers recommendations for selecting suitable solutions for different usage scenarios.

Main part

One of the primary methods for storing unstructured data is the use of distributed file systems,
such as the Hadoop Distributed File System (HDFS). HDFS enables storing large volumes of data by
dividing it into blocks and distributing them across multiple nodes, which enhances storage reliability
and protects data from loss [1]. For processing unstructured data based on HDFS, Apache Spark is
often used — a framework that enables parallel computations and speeds up the analysis process.
Unlike traditional MapReduce, Spark offers higher performance by utilizing memory, making it
suitable for tasks requiring fast data processing.

NoSQL databases, such as MongoDB and Cassandra, have also become popular tools for
storing and processing unstructured data. Unlike relational databases, NoSQL databases can handle
various data types, such as JSON documents and graphs, making them flexible for Big Data projects
[2]. MongoDB, for instance, allows storing data in a document format, which simplifies working with
text information and enables quick search and filtering operations. On the other hand, Cassandra
ensures high availability and scalability, making it suitable for applications with heavy loads [3].

Query optimization and reducing data processing time are essential aspects of working with
unstructured data. Elasticsearch, a search system built on Apache Lucene, is used for indexing and
searching through large volumes of unstructured information. Elasticsearch allows creating indexes
for text data and provides high search speed, which is particularly important in real-time data analysis.
Table 1 presents the main characteristics of Hadoop, MongoDB, and Elasticsearch, including their
applicability to different data types and performance.

Table 1
Comparison of technologies for unstructured data storage and processing
Technology | Data type Advantages Limitations Common application
areas
Hadoop All types | Scalability, Requires significant|Big Data analysis, long-
reliability resources term storage
MongoDB | Documents | Flexibility, easy | Limited ACID|Document storage, data
(JSON) integration support analytics
Elasticsearch | Text data | High search speed | Dependent on|Search  systems, text
indexing analytics
Cassandra |All types |High availability, | Complex setup, | Analytics, high-load
scalability resource-intensive |systems
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Apache All types |High performance, | Memory-dependent |Data analysis, fast
Spark memory support processing of  large
volumes

To improve the efficiency of unstructured data processing, technologies such as Apache Kafka
play a key role, providing real-time data transfer between different system components [4]. Kafka
serves as a distributed streaming service that transmits data from sources to processors, allowing rapid
processing and analysis of unstructured data. This approach is used for real-time analytics, including
monitoring and event tracking, where minimal latency is essential.

An important aspect of unstructured data processing is ensuring data security and integrity.
Most technologies, such as MongoDB and Elasticsearch, support built-in data protection
mechanisms, including access control and encryption. However, for Big Data containing unstructured
information, additional measures, such as access rights distribution and visibility restrictions, are
often required, especially in corporate and government projects [5].

Data quality control is also essential, as unstructured data may contain errors and incorrect
values. Data quality analysis tools, such as Apache Griffin, help identify anomalies and ensure data
meets quality standards. This is especially important when integrating data from various sources,
where each error can impact the final analysis results.

Applying Big Data technologies in unstructured data management

Several key technologies are actively applied in Big Data environments for working with
unstructured data, each fulfilling a specific role in the data processing and analysis process. These
technologies include distributed data storage systems such as Hadoop and NoSQL databases, data
streaming tools like Apache Kaftka, and search systems such as Elasticsearch.

The first stage of managing unstructured data is collecting and integrating it from various
sources [6]. In this task, solutions like Apache Kafka, which processes data in real time and transmits
it to storage and analytical systems, become indispensable. Kafka supports low-latency data
transmission, which is crucial for applications where data analysis must be immediate. For streaming
data processing during analysis stages, Kafka can be integrated with Apache Spark, providing high
performance.

Once data is collected, it must be stored and prepared for further processing. Hadoop
Distributed File System (HDFS) offers a reliable and scalable solution for storing large volumes of
unstructured data. Data is distributed across multiple nodes, ensuring high fault tolerance and data
security. HDFS is widely used for long-term data storage and allows processing data using tools such
as MapReduce and Spark [7].

NoSQL databases, such as MongoDB and Cassandra, are widely used for effectively storing
textual and semi-structured information. These databases allow data to be stored in flexible formats,
such as JSON, which is especially useful for document and text information processing. MongoDB
provides fast data search and filtering, while Cassandra is optimized for distributed systems and can
handle low-latency queries, making it suitable for high-load applications.

When data is ready for analysis, tools like Apache Spark and Elasticsearch can be used for
processing. Spark is a high-performance framework for Big Data processing that supports parallel
computations in clusters, allowing data analysis at high speed. In turn, Elasticsearch allows creating
indexes for text information, speeding up the search process and making it effective even with large
data volumes [8]. Elasticsearch is widely used for text search and real-time data analysis, making it
suitable for applications that require quick response.

For example, let’s add a Python code snippet that shows how to use the PySpark library (Python
API for Apache Spark) and Elasticsearch for unstructured data processing and analysis. In this code,
we assume we have text data, which will first be processed with PySpark and then indexed and stored
in Elasticsearch for fast search and analysis.

# Importing PySpark and Elasticsearch libraries

from pyspark.sql import SparkSession

from pyspark.sql.functions import col, lower, regexp_replace

from elasticsearch import Elasticsearch, helpers

Kypnan «HpOpMaIMOHHBIE TEXHOJIOTUU U Oe30macHOCThY Ne2/2024 31



Hayunoe nznarensctBo «lIpodeccrnoHanbHblil BECTHUK»

# Initializing a Spark session

spark = SparkSession.builder \
.appName("Big Data Processing Example") \
.getOrCreate()

# Reading unstructured data from a text file
data_path = "path/to/your/textfile.txt"
df = spark.read.text(data_path)

# Data preprocessing: cleaning text and converting to lowercase
df cleaned = df.withColumn("value", lower(col("value")))

df cleaned = df cleaned.withColumn("value", regexp replace(col("value"), "[“a-zA-Z0-
9\\S]”’ H"))

# Transforming data to a structure suitable for analysis
df transformed = df cleaned.withColumnRenamed("value", "processed text")

# Converting DataFrame to list for loading into Elasticsearch
processed data = df transformed.rdd.map(lambda row: row["processed _text"]).collect()

# Initializing Elasticsearch connection
es = Elasticsearch("http://localhost:9200")

# Function to prepare data in Elasticsearch format
def es_data generator(data, index name="processed data index"):
for line in data:

yield {
" index": index name,
" source": {
"text": line
}
}

# Loading data into Elasticsearch
helpers.bulk(es, es_data_generator(processed data))

print("Data successfully processed and indexed in Elasticsearch.")

# Stopping the Spark session

spark.stop()

This example demonstrates the process of unstructured data processing with PySpark and its
subsequent loading into Elasticsearch. First, a Spark session is created for loading and cleaning text
data. After preprocessing, which includes removing special characters and converting text to
lowercase, the data is transformed into a structure suitable for analysis. Then it is converted to a
format convenient for loading into Elasticsearch. In Elasticsearch, the data is indexed, allowing for
fast search and real-time text information analysis.

Conclusion

Containerization and Big Data technologies represent a significant breakthrough in managing
and processing unstructured data, allowing organizations to handle the increasing volumes of
information and meet modern business demands. The use of Hadoop, Apache Spark, NoSQL
databases, and Elasticsearch substantially enhances the flexibility and performance of infrastructure
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for storing and analyzing data. These technologies have proven effective under high loads, providing
capabilities for fast processing and real-time data analysis.

Furthermore, the use of data streaming tools such as Apache Kafka enables flexibility and
timeliness in processing incoming real-time data. Although additional measures are required for
ensuring data security and quality control, the application of containerization and Big Data
technologies allows organizations to reduce operational costs and improve the reliability of
information systems.

Future developments are expected to further advance these technologies and integrate them
with new machine learning methods, establishing a foundation for enhanced capabilities in intelligent
analysis and processing of unstructured information. This ongoing progress will open up new
possibilities for more sophisticated data handling, ensuring that businesses can leverage unstructured
data as a valuable resource in achieving their goals and improving service quality.
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AHHOTAIUA

WHTennexTyalbHble CUCTEMBl MOHHUTOPHHIA UIPAIOT KJIKOYEBYIO POJb B Pa3BUTUU YMHBIX
ropoioB, obecrieuyuBas cOOp M aHANU3 JAHHBIX, HEOOXOAMMBIX Ul ONEPATUBHOTIO YIPABICHUS
ropojickoii mHppacTpykrypoil. OCHOBHas 1elbh JAaHHOW CTaThU — HUCCIICTOBAHHE COBPEMEHHBIX
MOJIX0/I0B K pa3paboTKe MHTEUIEKTYaJbHBIX CHUCTEM MOHUTOPHMHIA M OLIEHKA X MEPCHEKTHBHBIX
BO3MOKHOCTEN ISl UCIIOJIb30BAHMS B TOPOJICKOU cpene. PaccMaTpuBaroTCs BOIIPOCHI, CBSI3AHHBIE C
MHTErpanueil 1 o0pabOTKON MaHHBIX B pEaJlbHOM BPEMEHH, a TAaKKE MPUMEHEHHE TEXHOJIOTHH
MAIIMHHOTO 00y4eHusl U OONBIIMX JaHHBIX JUIS aBTOMAaTH3alllU MPOLIECCOB ynpaBieHus. B cratbe
TaKKe aHAJIM3UPYIOTCSI OCHOBHBIE BBI30BBI, CTOSLIUE IIEPE]l BHEAPECHUEM JAHHBIX CUCTEM, TAKUE KaK
0€30macHOCTh JIaHHBIX, 3aTpaThl Ha MHQPACTPYKTYpy M COONIIOJICHHE TPABOBBIX HOPM.
PaccMoTpeHHBIE MOAXOJBl U METOMABbI MO3BOJSIOT BBIIEIUTH BaKHbIE (PAKTOPHI Ui YCHEIIHOTO
BHEJPEHUSA MHTEIUIEKTYalbHBIX CHCTEM MOHUTOPMHIA M MX HCIOJIB30BAHHUA B TIOpoJax,
OPHUEHTUPOBAHHBIX HA YCTOMYHUBOE pa3BUTHE.

KiroueBble cj10Ba: WHTEIUIEKTyaJbHbIE CUCTEMBbl MOHUTOPUHIA, YMHBIE TOpoja, 00paboTKa
TAHHBIX, TOPOJICKask HH(PpACTPYKTypa, OOIbIINE TaHHBIE.

Abstract

Intelligent monitoring systems play a pivotal role in the development of smart cities by
providing data collection and analysis necessary for efficient urban infrastructure management. The
primary goal of this article is to examine modern approaches to designing intelligent monitoring
systems and to assess their potential for urban use. Issues related to real-time data integration and
processing are explored, as well as the application of machine learning and big data technologies for
process automation. The article also discusses major challenges in implementing these systems, such
as data security, infrastructure costs, and legal compliance. The reviewed approaches and methods
highlight key factors for successful deployment of intelligent monitoring systems in cities aiming for
sustainable development.

Keywords: intelligent monitoring systems, smart cities, data processing, urban infrastructure,
big data.

Brenenue

CoBpeMeHHBIE TOpOJa CTAJKHBAIOTCA C OBICTPO pACTYIIMMU OOBEMAaMU JIaHHBIX,
TeHEPUPYEMBIX pa3IMYHBIMH HCTOYHHKAMM, BKIIIOYAsh TPAHCIOPTHBIE CHCTEMBI, KOMMYHaJIbHBIC
CITy>kObI, 00IIECTBEHHBIE MECTA U YaCTHBIE YCTPOUCTBA Mojib3oBateneil [1]. B ycnoBusx OpicTporo
pocTa HaceJIeHUs] U yBEITUUEHUS YPOBHS ypOaHH3aIMK BO3ZHUKAET HEOOXOJMMOCTh B 3((EKTUBHBIX
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cHcTeMax YIpaBlICHHs, KOTOPbIE 00ECIeUnBAIOT MOJACPIKKY PEIICHUI U yaydIIeHHs KauecTBa
KHU3HH TopokaH. OTHUM U3 NEPCIEKTUBHBIX HAIIPABICHUN SIBJISETCS BHEAPEHNE HHTEIUIEKTYaIbHbIX
CHCTEM MOHUTOPHHIA, OCHOBAaHHBIX HAa 00pa0OTKE M aHAIM3€e JJaHHBIX, KOTOPBIE TIO3BOJIIOT PElIaTh
3aJa4yl TJIAaHUPOBAHUS, O€30MAaCHOCTH, PKOJIOTMM M YIPABJICHUS TOPOJACKOH HH(PPACTPYKTYpOM.
Llenbto JAHHOM CTAaThU SIBISETCS UCCIIEAOBAHHUE TIOAXOI0B K pa3padOTKe HHTEIUIEKTYaIbHBIX CUCTEM
MOHHUTOPHHIA, aHAJIU3 UX KIIFOYEBBIX KOMIIOHEHTOB U MEPCIIEKTUB IPUMEHEHHUSI 11 YMHBIX TOPO/IOB.

OnHoii M3 IMaBHBIX 3a/1a4, KOTOPYIO PEIIAlOT HWHTEIUIEKTyaJbHbIE CHCTEMbl MOHUTOPHHIA,
ABJISICTCS MHTETpanus U oOpaboTKa JaHHBIX B PEXHMME PEabHOro BpeMeHH. B yMHBIX roponax
UCTIOJIb3YEeTCS MHOXKECTBO CEHCOPOB, MAaTYMKOB M CHUCTEM BHJICOHAOIIONCHMS, KOTOpPbIE COOMPAOT
OTpPOMHBIE MacCHBbI MH(POPMALMU. DTH JaHHbIE HYXIAIOTCS B ONEPAaTUBHON 00paboTKe M aHaIu3e
i obecreuyeHsl TOYHOTO W CBOCBPEMEHHOTO pPEarupoBaHUs Ha COOBITHS M A TOAJNEPKKU
OPUHATHS  perieHuil. J[nsg pemeHus AaHHBIX 334a4  aKTUBHO TPHUMEHSIOTCS TEXHOJIOTHU
MCKYCCTBEHHOTO HWHTEIUIEKTa, MalIMHHOTO oOyuyeHus u Big Data, koTtopele mnpeaocTaBisioT
BO3MO)KHOCTH JUUIsl aBTOMATHU3allMU U MTOBBIIIEHUS TOYHOCTH MpeicKa3aHuil. B paMkax naHHOM cTaTbu
OyzneT paccMOTpeHa CTpPyKTypa M (YHKIHOHAJIbHBIE BO3MOXXHOCTH HHTEJUICKTYaJIbHBIX CHUCTEM
MOHUTOPHHIA, OPUEHTUPOBAHHBIX HA 33/1a4M aHAJIHM3a JAHHBIX U MOAJCPKKH PEIICHUHA IS YMHBIX
ropoJioB [2].

Co3nanue 3pPeKTUBHBIX CHCTEM MOHUTOPHHTA TPeOyeT yueTa MHOKeCTBa (PaKTOPOB, BKITIOUAs
0€301acHOCTh JaHHBIX, OTKa30yCTOMYMBOCTh M MacIITabupyeMocTh HHPpacTpykTypsl. Kpome Toro,
Ba)XHO YYHTHIBATh CHEIM(UKY TOPOJCKOM Cpenbl, Ie AaHHbIE MOTYT MOCTYNATh U3 Pa3IMYHbIX U
HE3aBUCUMBIX HCTOYHUKOB, YTO IMPHUBOIUT K HEOOXOJMMOCTH MCIIOJIB30BAHUS pPACHpPEACTIEHHBIX
BBIUMCIICHUM W THOPHIHBIX apXuTeKTyp. B 1aHHOM cTarbe mpoBefeH 0030p OCHOBHBIX
ApXUTEKTYPHBIX PEIICHUH Uil MOCTPOSHHSI MHTEJUICKTYAJIbHBIX CHCTEM MOHHUTOPHMHIA, a TaKkKe
aHAU3UPYIOTCS MX JOCTOMHCTBA M HEJOCTAaTKH B 3aBUCHMOCTH OT Pa3jIMYHBIX 33734 M yCIOBUH
SKCIUTyaTallud B Topojckoi uHppacTpykrype. IlpeanoxeHHble METOBl U TEXHOJIOTMU CIIOCOOHBI
MOJICP>KUBATh YCTOWYMBOE PAa3BUTHE TOPOIOB M ONITUMU3UPOBATh YIIPABICHHE TOPOJICKON CPeOi.

OcHoBHast YacThb

OnHuUM W3 KIIOYEBBIX SJIEMEHTOB HMHTEUICKTYAJIbHBIX CHUCTEM MOHHMTOPHHIA SIBISETCS
wiatdopma i 00paOOTKM JaHHBIX, KOTOpas BKIIOYAET MOMYIH cOopa, XpaHEHHMs W aHaJIn3a
uHpOpMaLUU. DTU MOLYIH O00ECHEeYHBAIOT COOpP JAHHBIX W3 PA3IUYHBIX HCTOYHHMKOB, TAKUX Kak
CEHCOPBI, KaMepbl HaOMoneHus: 1 uHTepHeT-ycrpoiictBa (IoT), n mepenaroT UX B XpaHUIUILE IS
nanpHeimeil 00paboTku. B yMHBIX ropogax akTUBHO MPUMEHSIOTCS paclpe/ielieHHbIe CHUCTEMBI,
takue kak Hadoop u Apache Spark, kotopsie mo3Boisitor 06padaTsiBaTh 00JIbIINE 0OBEMBI TAHHBIX
B peanbHOM BpeMeHH. s aHanmu3a MaHHBIX B PEKUME PEallbHOTO BPEMEHH HCIOIb3YIOTCS
TEXHOJIOTHM MAIIMHHOTO OOYyYeHHs, KOTOPbIE IO3BOJISIOT BBIABIATH AHOMAJIHMM, HPEACKAa3bIBATh
COOBITHS U TOJACPKUBATh YIpaBIECHHE TOPOACKON HHPPaCTPyKTypoil. [IpumepoM MOXKET CIyKUTh
MCTIOJIb30BaHUE aJTOPUTMOB KIIACTEPU3AIMM JUIsI aHAJW3a TPAHCHOPTHBIX MOTOKOB. JlaHHBIE O
JBIDKEHUM TPAHCIIOPTa MOCTYHAOT B CUCTEMY, IJIe Ha OCHOBE MOJENCH MallMHHOTO OOy4eHHs
OTIPENEIISIOTCS AHOMAJIMM, TAaKHe KaK MPOOKM WIM JOPOXKHBIE TMPOUCHIECTBUSA. DTOT TOAXON
MO3BOJISIET CBOEBPEMEHHO pearupoBaTh Ha COOBITHUSA M MEPEHAIIPABIATH TPAHCIIOPTHBIC MOTOKH ISt
ONTUMM3ALINM JABUXKEHUS [3].

BaxHoll cocTaBnsionIeld MHTEUICKTYalIbHbIX CHCTEM MOHUTOPHHTA fABJIseTcs pabora ¢
TEKCTOBBIMU M BU3YyaJbHBIMH JaHHbIMH. Hampuwmep, ans ananmza MHGOpPMAIMH U3 COLMAIBHBIX
ceTel WU COOOIEHHI OT TOpOKaH MOXKET OBITh MOJIE3€H METOA 00pabOTKU €CTECTBEHHOTO S3bIKa
(NLP), xoTophlii TO3BOJSET aHATU3UPOBATh COACP)KAHUE COOOIIEHUH M BBIIEIATH 3HAUYUMBIC
coObiTHs. Takum 00Opa3oMm, cucTeMa MOXKET BBIABIATH HETAaTUBHBIE HACTPOCHHUS WIIM KaJoOBl,
CBSI3aHHBIE C TOPOACKMMH YCIyraMH, W TIepefaBaTh HMX COOTBETCTBYIOIIUM CIyXO0am st
pearupoBaHHs. JTO MO3BOJSET OMEPATUBHO YUYUTHIBATH MHEHUE HACEJICHUS W YITydIlaTh KaueCTBO
ycayr [4].

st 5ppekTuBHOTO yrpaBaeHHst TOPOICKUMH CITYKOaMH MPUMEHSETCS TAK)KE aHaJIH3 TaHHBIX
0 MOTpeOICHUH PeCypCcoB, TAKUX KaK JIEKTPOIHEPTH s, Boja U Terwio. Ha ocHOBe JaHHBIX CEHCOPOB
crcTeMa MOHUTOPHHIa MOKET OOHApyKMBaTh HEPALIMOHAILHOE UCIIOJIB30BAHUE PECYPCOB, a TAKKe
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BBISIBIISITh  TMIOTCHLMANbHBIE aBapuW, HAlpUMeEp, YTEUKH BOAbI MM HEUCHPABHOCTH B
ANIEKTPOPACHPEACTUTENbHBIX ceTsX. CHCTeMbl MOHMTOPHMHIAa MOTYT B3aHMMOJEHCTBOBATh C
KOMMYHaJIbHBIMH CITy>KOaMHU U aBTOMAaTHYECKU HAIPABJISTh 3aIPOCH HA PEMOHT WJIM MOJICPHU3ALINIO
00opyaoBaHusl.

Jns BU3yanM3allMu JaHHBIX W YIOOCTBa WX aHalu3a B MHTEIUICKTYyallbHBIX CHCTEMax
MOHUTOPHHIA HCIOJB3YETCS] MHTETrpalusi C TreOMH(POPMAIMOHHBIMUA CHCTEMaMM, YTO MO3BOJISIET
NpEACTaBIATh JAaHHBIE B BHJE KapT, AuarpamMm u rpaduxoB [5]. Hampumep, undopmanus o
3arps3HEHUH BO3/yXa, MOCTYIAIOIIAs OT CEHCOPOB, MOXKET 0TOOPaXKaThCsl HA MHTEPAKTUBHOM KapTe,
I7ie pa3Hble pailoHbI TOPOJa OTMEUEHBI B 3aBUCUMOCTH OT YPOBHSI 3arpsi3HEHHUSI.

Jnst mpumepa 106aBuM ¢pparMeHT koza Ha Python ¢ ucnionszoBanuem 6ubanorexu folium s
BU3YyaJIM3aIMM IaHHBIX O COCTOSHUM TPAHCIIOPTA B pealbHOM BpeMEHH Ha Kapre. B taHHOM npumepe
ucnonb3ytoTcst koopauHatsl GPS nis oTroOpaskeHHs TEKYIIEro MECTOIOJIOKEHUSI 0OILECTBEHHOTO
TpaHCIIopTa.

import folium

# VMHuumanu3anus KapTbl
m = folium.Map(location=[55.751244, 37.618423], zoom_start=12) # Mocksa, Poccus

# [IpuMep MaHHBIX C KOOPIWHATAMH TPAHCIIOPTa
transport_data = [
"name": "Bus 123", "location": [55.760, 37.620]},
"name": "Tram 7", "location": [55.755, 37.615]},
"name": "Metro Line 5", "location": [55.749, 37.622]}

# JloOaBiieHHEe MapKepoOB Ha KapTy
for vehicle in transport_data:
folium.Marker(location=vehicle["location"], popup=vehicle["name"]).add to(m)

# Coxpanenue kaptel B HTML daiin

m.save("transport_map.html")

DTOT KOJ| CO3/1a€T MHTEPAKTHBHYIO KapTy, Ha KOTOPOH OTOOpakatoTCsl TPAaHCIIOPTHBIE CPEICTBA
C YKa3aHHEM HX THOJOKEHHs. Takoil TMOIXoJ TMO3BOJISIET BHU3YAIM3MPOBaTh HH(OPMAIHMIO O
NePEIBIKEHUH TPAHCIIOPTA, YTO MOJIE3HO JUIsl YIPABIEHUS TPAHCIOPTHBIMU IIOTOKaMH B TOPOJIE.

IIpoGieMbl BHeAPEHHUS MHTEIEKTYAIbHBIX CHCTEM MOHUTOPHHTIA /1151 YMHBIX T'OPO/10B

BHenpeHne WHTENIEKTyalbHBIX CHCTEM MOHUTOPMHIA B yMHBIE TOpOJa, HECMOTpPsI Ha
OYEBHHBIC MPEUMYIIECTBA, CTAJIKUBACTCSA C PSAAOM CIOKHBIX 33724 U BBI30BOB. JTH MPOOJIEMBI
BapbUPYIOTCS OT TEXHUYECKHUX TPYAHOCTEH M BOIMPOCOB KrOepOe30macHOCTH 10 (UHAHCOBBIX H
IIPABOBBIX OIPAaHUYEHUH, 3aTPYOHSIONIMX IPOLECC pEaln3alluid JaHHBIX CHUCTEM B TOPOJCKOM
uHppacTpykrype [6-8].

[lepBoii kiro4eBOW MPOOIEMON sIBIsieTCs O€30MacHOCTh W 3alluTa JaHHBIX. [lOCKONBKY
MHTEJUIEKTYyaJ bHbIE CHCTEMBI COOMpAIOT U 00padarhiBaloT OosblIMEe O0BEMBI WH(POPMALUU O
TOPOACKMX IIpoLEeccax M JKUTENAX, CYIIECTBYET BBICOKMM PHUCK YTEUKM [JaHHBIX WIH UX
HECAHKIIMOHUPOBAHHOTO MCHOJIb30BaHus. [laHHbIe, coOupaemblie ceHcopamu u loT-ycrpoiicTBamu,
MOTYT COAEPKaTh KOH(PHUICHIHAIbHYIO HH(POPMALIUIO O MEPEMEIICHUAX JIIONIel, UX aKTUBHOCTH U
Jla’ke TepCOHANbHBIC JaHHbIe. 3alluTa 3TUX JaHHBIX TPeOyeT BHEAPEHHs CHUIBHBIX MEXaHHU3MOB
m(poBaHUS U KOHTPOJS JTOCTYINA, YTO MOXKET 3HAYUTENIBHO YCIOXKHUTH U YIOPOKHUTH CHCTEMY.
be3onacHOCTh Takke 3aTpylHEHa M3-3a Pa3HOPOAHOCTH OOOpPYIOBaHHMA W MPOTPAMMHOTO
00eCre4YeHus1, UTO CO3aeT JONOTHUTEIbHBIEC YA3BUMOCTH.

Bropoii 3HaunTenbHON mNpoOIeMoii SBISIETCS BOMPOC MAcCIITAOMPYEeMOCTH M WHTETPALlUH.
CoBpeMEHHBIE TOPOZia HCIOJIB3YIOT PA3HOPOJAHBIE CHUCTEMBI M TEXHOJIOIMH, KOTOPBIE 3a4acTyrO
HECOBMECTHUMBI JIpYT C APYTOM. DTO CO31a€T TPYAHOCTH IPU NHTErPALIUU UHTEIJIEKTYaIbHBIX CUCTEM
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C YK€ CYIIECTBYIOIIUMH CHUCTEMaMHU YIpaBJeHUs U TpeOyeT pa3paboTku yHU(DUIIMPOBAHHBIX
CTaHJAPTOB U NMPOTOKOJIOB. MacmITabupyeMOCTh CHCTEMBI TAK)KE SIBJISETCS KPUTHUECKUM acIeKTOM,
MIOCKOJIbKY 00BbEM JaHHBIX, 00pabaThlBa€MBIX B YMHBIX TOpOJaxX, IOCTOSHHO pacTeT. bes
BO3MO)KHOCTH ~ MAaCIITa0MpPOBAHUS CUCTEMbI TOPOACKHE IIarGopMbl MOHHMTOPHUHIA MOTYT
CTOJIKHYThCA C TmepebosMu B paboTe W TOTepell JaHHBIX TNPU YBEIHMUYEHHH KOJIUYECTBA
MOAKIIOYEHHBIX YCTPOMCTB U HICTOYHUKOB HH(popManuu [9].

TpeTbM  BBI30BOM  SBISETCA  BBICOKass CTOMMOCTb BHEIPEHUS M 3KCILTyaTaluu
MHTEJUIEKTYaJIbHBIX CUCTEM. YMHBIE CUCTEMbl MOHUTOPUHTA TPEOYIOT 3HAUNTEIbHBIX MHBECTHUIINI B
UHPPACTPYKTYpy, 000pydOBaHHE M MporpaMMHOe obecrieueHue. [loMruMo HadanpHBIX 3aTpar Ha
MOKYIIKYy ¥ YCTaHOBKY, TaKXe TpeOyIoTCsS MOCTOSHHBIE pacXoAbl Ha 00CITyKUBaHUE, OOHOBJICHUE U
MOJICpHHU3AIMI0 000pynoBaHus U mnporpamMMm. (DUHAHCHPOBAHHME TAaKUX CHCTEM MOXET CTaTb
po6IeMoii, 0COOCHHO 151 HEOOBIINX TOPOJOB C OTPAHUYCHHBIM OIOKETOM. B HEKOTOPBIX ciyyasix
U TIOJICP)KKH BHEIPEHUS HMHTEIUIEKTYyaJbHBIX CHCTEM MOTYT IMOTpeOOBAaThCS CYyOCHIUM WIN
I'PAHTHI, YTO YBEIUYHBAET 3aBUCMOCTh OT BHEIIHETO (PMHAHCUPOBAHUS.

YerBeprass mpobnemMa KacaeTcs IPaBOBBIX M JTUYECKUMX  aCIEKTOB. BHenpenue
MHTEJUIEKTYaJIbHBIX CHUCTEM HEHU30€KHO CBSI3aHO C HCIOJNBb30BAaHHEM M OOpabOTKOM JaHHBIX O
KHUTEJSIX TOPOJia, YTO BBI3BIBAECT BOMPOCH KOH(PUACHIINAILHOCTH U COOIOCHHSI 3aKOHOIATEIbCTBA.
Heo6xonumo cobmonaTs HOPMBI, PEryIupyOIIUe 3alUTy ePCOHATbHBIX JaHHBIX, Takue kak GDPR
B EBpone. Kpome TOro, HeKoTopble XHUTEIU MOIYT BOCIPHHUMATh CHUCTEMbl MOHUTOPHHIA Kak
BTOP’KEHHE B X YACTHYIO KU3HB, YTO TpeOyeT 0co00ro moixoaa K HHGOPMHUPOBAHUIO U MOTYUCHUIO
cornacusi monb3oBarenei Ha cOop naHHbIX [10]. Takum oOpa3oM, co3maHue M TOAJEPIKKA
MPO3PAaYHOCTH B COOpE M HMCIIOIB30BAHUU JAHHBIX CTAHOBUTCS BA)XXKHOM 3amavell Ui ynpaBieHUs
rOpOJCKON MH(PACTPYKTYPOH.

[TsTast mpobnema cBsi3aHa C YCTOMYMBOCTBIO U HAJIE)KHOCTBIO CUCTEMBI. B yclIoBUsAX yMHOTO
ropona JoOble cOoM B paboTe WMHTEIUIEKTYaJbHOH CHCTEMBI MOHUTOPHHIA MOTYT IPHUBECTH K
3HAUUTENFHBIM COOSIM B YINpaBIIEHHUH TOPOACKOW HMH(pacTpyKTypoi. Hampumep, oTkas cucremsl
MOHHUTOPHHTA JBWKCHHUS MOXKET BBI3BAaTh COON B TPAHCIOPTHBIX MOTOKAaX, YTO MOBJIHIET HA BECh
ropol. YCTOHYMBOCTh M OTKa30yCTOWYMBOCTh CHUCTEMBI SIBIISIOTCS 00s3aTEIbHBIMH TPEOOBAaHUAMU
JUIL YCTICUTHOTO BHEIPEHUS WHTEJUICKTYaJbHBIX pPEIICHUH, OIHAKO uX obecredeHue Tpedyer
JOTIOJTHUTENBHBIX PECYPCOB U CO3/IaHMSI PE3EPBHBIX CUCTEM, YTO TAKKE MOBBIIIAET 3aTpathl [11].

3akiaouenune

BHenpeHne MHTEUIEKTyaJIbHBIX CHCTEM MOHUTOPMHIAa B yMHBIE TOpoAa IPENOCTaBIISET
LIIMPOKUE BO3MOXKHOCTH JUIsl IOBBILIEHUS KadecTBA YKU3HU TOpPOXKAH, YIYUIICHHs YIPaBICHUSA
TOPOACKON WHPPACTPYKTYpPOH W ONTHUMH3AIUU HUCIOIB30BaHUS pPECypcoB. Takue CHCTEMBI
00ecreYnBaloT HEMPEPHIBHBIN cOOp M aHANM3 JTAaHHBIX U3 PAa3JIMYHBIX MCTOYHUKOB, YTO MO3BOJISIET
ONEPaTUBHO pPEarupoBaTh Ha COOBITHA M NpPUHUMaTh OOOCHOBaHHBIC pelieHus. B crarbe ObuI
IIPOBEJIEH aHAJIU3 KJIFOYEBBIX KOMIIOHEHTOB M TEXHOJIOTHH, JIEXkKAIUX B OCHOBE MHTEIJUIEKTYaJIbHbIX
CHUCTEM MOHUTOPHMHIA, & TAKXKE PACCMOTPEHBI UX BO3MOXKHOCTH AJISl YIPABICHUSI TPAHCIOPTHBIMU
IIOTOKaMH, SKOJIOTUYECKUM COCTOSTHUEM U JPYTHMHU aCIIEKTaMU TOPOJICKON CPEJIbI.

HecMoTpss Ha MHOIOYMCIIEHHBIE IPEUMYIIECTBA, BHEIPEHHE HHTEIUIEKTYaJIbHBIX CHCTEM
CBSI3aHO C PSAZIOM 3HAYMTEIBHBIX BBI30BOB, TAKUX KaK 0€30MaCHOCTD JaHHBIX, BHICOKHE (DMHAHCOBBIE
3arparbl, CJI0KHOCTb MHTErPALlMU C CYLIECTBYIOLIMMH CHCTEMaMU U IPAaBOBbIE OIPaHUYEHMS. DTH
mpoOseMbl TPeOYIOT BHUMATEILHOTO TOAXOAa, O0COOEHHO mpu padoTe ¢ OombmUMU 00beMaMH
uHpOpMaLMK, KOTOpass MOXKET BKIIOYAaTh IIEpCOHANbHbIE JaHHble KuTeneil. Paszpaborka
CTaHJAPTHU3UPOBAHHBIX IPOTOKOJIOB, OOEcCleueHre MacIuTabupyeMOCTH HMH(PPACTPYKTypel U
peanuzaius 3(Q(EeKTUBHBIX Mep 3aIlUTHl JAAHHBIX TMPEACTABIAIOT COOOW Ba)KHBIE 3aqadydl IS
YCIEIHOTO IPUMEHEHNS JaHHBIX TEXHOIOT .

Takum 00pa3oM, ycreniHoe BHEAPEHHE MHTEIUICKTYaJbHBIX CUCTEM MOHHTOPUHIA B YMHBIE
ropofa TpeOyeT KOMIUIEKCHOTO IMOJXO0AA, BKJIIOYAIOIIET0 TEXHHUYECKHE, MPABOBbIE M (DMHAHCOBBIC
acTeKThl. YMHBIE TOpO/A, OMHMPAsCh HA HHTEJUICKTYaJbHbIE TEXHOJOTHUH, CMOTYT 3(P(PEKTHBHO
aJlanTHPOBAThCS K BBI30BaM ypOaHW3aLUH, MONICPKUBATh YCTOWYMBOE Pa3BUTHE U 00ECHIEUYMBATH
BBICOKUH YpOBeHb KoM(opTa U 06€30IacHOCTH Ui CBOMX kuTeneil. B nanbHeiimeMm paspaborka u

Kypnan «HpOpMaIMOHHBIE TEXHOJIOTUU U Oe30macHOCThY Ne2/2024 37



Hayunoe nznarensctBo «lIpodeccrnoHanbHblil BECTHUK»

COBEpPUICHCTBOBAHMUE JAHHBIX TEXHOJIOTMM CTAaHET BAXXHbIM [IAarOM HAa NYTH K CO3JaHUIO
WHHOBALlMOHHOW U YCTOMYMBOM TOPOJICKOW CPEbI.
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Abstract

This paper examines the main security protocols used in the Internet of Things (IoT) and
analyzes methods aimed at improving data and device protection. With the growth of IoT devices, the
risk of cyberattacks increases, necessitating specialized protocols like TLS, DTLS, and MQTT. TLS
and DTLS provide reliable data encryption at the transport layer, though their high resource
requirements limit usage in low-power devices. MQTT, optimized for low-resource devices, supports
built-in authentication and encryption functions, making it popular for loT networks. The paper also
considers lightweight cryptography to enhance security with limited computational capacity and
distributed access management systems based on blockchain. The combination of security protocols
and adaptive methods achieves high resilience in [oT networks, enhancing overall system security
and reliability.

Keywords: IoT security, TLS protocol, MQTT, DTLS, lightweight cryptography, access
management.

AHHOTAIUSA

B cratbe paccMOTpeHBI OCHOBHBIE MPOTOKOJIBI O€30MaCHOCTH, UCIOJIb3yeMble B MHTEPHETE
Beueil (IoT), u nmpoaHanu3upoBaHbl METO/BI, HANPaBJIEHHBIE HA YJIYUIIEHHUE 3alUThl JaHHBIX U
ycrpoiictB. C yBennuenueMm uymcia loT-ycTpolcTB Bo3pacraer puck kubeparak, yTo Tpelyer
IIPUMEHEHHUS CIIELUAIN3UPOBAaHHBIX MPOoTOKOo0B, Takux kak TLS, DTLS u MQTT. TLS u DTLS
o0ecreunBalOT HaJaekHOe IMM(pPOBaHWE JaHHBIX Ha TPAHCIOPTHOM YpOBHE, XOTA HX
pPECYpCOEMKOCTh OIPAaHMYMBACT BO3MOXKHOCTH HCIIOIB30BAaHMS B YCIOBUSAX OIPaHUYCHHBIX
pecypcoB. MQTT, onTUMHU3UPOBAaHHBIN 1711 MAJIOMOIIHBIX YCTPONCTB, NOIJIEPKUBAET BCTPOCHHBIE
¢byHKuMK ayTeHTH(GUKAIUU U HU(POBaHUS, YTO JienaeT ero nonyssipueiM 1uia loT-cereit. B cratbe
TaKXe PacCMaTPHUBAETCS JIETKOBECHAs! KPUNTOrpadus Ui MOBBIIICHUST 0€30MAaCHOCTH B YCIOBHUSX
HU3KUX BBIYMCIIMTEIBHBIX MOIIHOCTEH, @ TAK)KE PACIpECIIEHHbIE CUCTEMBI YIIPABICHUS JOCTYIIOM,
OCHOBaHHbIC Ha OnokueiiHe. [IpuMeHeHne KOMOMHAIIUHN TPOTOKOJIOB O€30MMaCHOCTH U aJIJallTUBHBIX
METOZOB TO3BOJSET JOCTHYb BBICOKOM YycroMumBocTH loT-cerell, 4yTO mOBBIIAET OOIIYIO
3AIIUIIEHHOCTD U HaJIC)KHOCTh CUCTEMBI B LIETIOM.

KuaroueBbie caoBa: Oe3omacHocts [0T, mporokon TLS, MQTT, DTLS, nerkoecHas
KpunTorpadus, ynpaBieHHE JOCTYIIOM.

Introduction

With the rise of the Internet of Things (IoT) and its integration across various sectors, including
industry, healthcare, and consumer electronics, the need for securing IoT networks and devices is
growing. loT systems, which connect numerous sensors and devices into a single network, pose
significant security risks, as each connected object can become a potential point of attack. Due to the
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limited computational power and memory of most loT devices, traditional security methods often
prove ineffective or too resource-intensive. This article aims to examine existing security protocols
for IoT and analyze methods that can enhance protection in this rapidly evolving field. One of the
primary challenges for IoT protocol developers is ensuring data privacy and integrity with minimal
computational resource usage. In networks composed of numerous resource-constrained devices,
developing reliable protocols becomes particularly critical. In practice, this means that IoT security
protocols must protect against external threats and be resilient to internal failures. This article reviews
major security protocols, such as Transport Layer Security (TLS), Datagram Transport Layer Security
(DTLS), and Lightweight Cryptography, their strengths and limitations, and offers recommendations
for optimizing them. With the rise in cyberattacks targeting IoT devices, there is a need to analyze
potential vulnerabilities and find solutions to strengthen IoT systems' resilience. This requires using
flexible, scalable, and easily adaptable protocols that can integrate into various IoT networks and
meet security requirements. The article examines both existing and emerging protection methods,
including hybrid authentication schemes, distributed access control systems, and adaptive encryption
algorithms. These approaches enhance IoT security and ensure stable network operation even as
complexity increases.

Main part

One widely used protocol for securing data in IoT networks is Transport Layer Security (TLS),
which encrypts data at the transport protocol level. TLS ensures data confidentiality and integrity,
making it beneficial for networks with limited access. However, due to its resource-intensive nature,
TLS may not be suitable for IoT devices with limited computational capabilities. In such cases, a
lighter protocol version, Datagram Transport Layer Security (DTLS), is used. DTLS is specifically
designed for data transmission in resource-constrained networks and supports encryption without
significant device load [1].

As data may traverse numerous nodes in loT networks, authentication becomes essential. A
common approach for IoT authentication is Lightweight Cryptography, which is developed for
devices with limited resources. Lightweight cryptography includes algorithms requiring minimal
memory and processing power while providing a basic level of security. Examples include SPECK
and Simon, which support symmetric data encryption.

Another critical aspect of IoT security is device access control [2]. In traditional networks,
access control is centralized through servers, but a more suitable solution for IoT involves Distributed
Access Control, allowing IoT devices to autonomously manage access without constant connection
to a central server. Blockchain-based protocols are also considered a potential solution for secure
access management in [oT networks, as they provide secure, immutable access records.

The Message Queuing Telemetry Transport (MQTT) protocol, which supports data protection
through built-in authentication and encryption mechanisms, is used to monitor IoT device security.
MQTT enables IoT devices to send and receive messages with flexibility and minimal delays [3]. An
example Python code demonstrating device connection to an MQTT broker with authentication is
shown below:

import paho.mqtt.client as mqtt

# MQTT Settings

broker = "mqtt.example.com"
port = 8883 # SSL/TLS port
username = "user"

password = "password"

# Function for SSL/TLS connection
def on_connect(client, userdata, flags, rc):
ifrc==0:
print("Connection successful")
else:
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print("Connection failed, code:", rc)

# Initialize MQTT client

client = mqtt.Client()

client.username pw_set(username, password)
client.tls_set() # Use TLS for security
client.on connect =on_connect

# Connect to MQTT broker

client.connect(broker, port)

client.loop_start()

This code demonstrates how an IoT device can connect to an MQTT broker using SSL/TLS.
Authentication via MQTT ensures secure data transmission and enables the device to exchange
information with other network components.

In addition to basic security, identifying anomalies and preventing attacks are crucial. Adaptive
machine learning methods, which detect abnormal behavior, are used for this. These methods analyze
network traffic and sensor data, identifying suspicious activity like excessive activity or unauthorized
access [4]. Thus, combining security protocols with machine learning algorithms allows for a
comprehensive [oT protection system, resilient to modern threats and capable of real-time data
security. Figure 1 depicts the adoption trends of IoT security protocols over recent years, showing a
steady increase in their implementation to secure [oT networks.
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Figure 1. [oT security adoption trends over time

Figure 1 highlights a significant growth in IoT security protocol adoption, rising from 40% in
2018 to 90% in 2023. This trend reflects increasing awareness and prioritization of security measures
in IoT networks. The steady increase underscores the necessity for scalable and efficient protocols to
meet the growing demand for secure loT environments.

Evaluation of IoT security protocols

Effective protection of devices and data in loT networks requires specialized security protocols
ensuring reliable data transmission and storage. loT security protocols such as TLS (Transport Layer
Security), DTLS (Datagram TLS), and MQTT (Message Queuing Telemetry Transport) play a vital
role in minimizing risks related to data leaks and unauthorized access. TLS and DTLS provide secure
data transmission at the network level, using encryption to protect data integrity and confidentiality.
This is especially important in IoT, where devices often exchange sensitive data [5].

MQTT is a message exchange protocol widely used in IoT for transmitting data from devices
to a server. Its built-in security mechanisms include client authentication and encryption support,
making it ideal for situations where minimal latency and high transmission speed are required. The
protocol also supports lightweight connection models, which are optimal for resource-constrained
IoT devices [6].
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Evaluating these protocols' effectiveness in IoT networks shows that their combined use
achieves a high level of network security and resilience.

For example, TLS and DTLS provide transport-level security, particularly relevant for
applications requiring reliable and secure connections. However, applying these protocols may
impose significant load on devices with limited computational resources, requiring optimization [7].
Figure 2 illustrates the effectiveness of commonly used IoT security protocols, including TLS, DTLS,
and MQTT, highlighting their relative performance in securing IoT networks.
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Figure 2. Effectiveness of 1oT security protocols

As shown in Figure 2, TLS provides the highest level of effectiveness at 85%, ensuring robust
data encryption for secure connections. DTLS follows with 80%, offering lightweight encryption
suitable for resource-constrained IoT devices. MQTT, while slightly lower at 75%, demonstrates
sufficient effectiveness for secure message exchanges with minimal latency. This comparison
underscores the importance of selecting the appropriate protocol based on network requirements and
device capabilities.

Conclusion

As the Internet of Things evolves rapidly, securing IoT networks and devices becomes a top
priority. Security protocols such as TLS, DTLS, and MQTT demonstrate high potential for protecting
data transmitted between devices, but their application requires consideration of IoT network
specifics. TLS and DTLS, which provide transport-level security, are suitable for networks with high-
security demands, though they have limitations on resource-constrained devices.

Effective implementation of IoT security protocols requires balancing protection level with
device computational capacity. Using lightweight cryptographic methods and optimizing protocols
like MQTT reduce device load while maintaining high security. Moreover, integrating adaptive data
analysis methods and machine learning improves monitoring and allows for timely threat detection.

Thus, enhancing loT network security requires a comprehensive approach, combining security
protocols, adaptive protection methods, and distributed access control systems. These measures create
robust, secure loT networks capable of functioning effectively under high demands for data reliability
and confidentiality.
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