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Abstract

This article explores modern data encryption methods in cloud systems using machine learning
(ML) algorithms. The main approaches include adaptive encryption models that adjust data protection
processes based on the data type and volume. Special attention is given to ML-based anomaly
detection methods, enabling prompt identification of potential threats and preventing data leaks. The
use of hybrid encryption methods, combining symmetric and asymmetric encryption, ensures high
security levels and optimized computational costs. Emphasis is placed on ML’s role in enhancing
encryption key distribution and risk prediction processes. Practical recommendations for
implementing proposed solutions aimed at improving cloud system reliability are presented. The
analysis shows that the use of ML in cloud data encryption significantly enhances data security,
minimizes risks, and boosts cloud technology performance.

Keywords: data encryption, cloud systems, machine learning, anomaly detection, hybrid
encryption.

AHHOTAIUSA

B cratbe paccMaTpuBAIOTCS COBpPEMEHHBIE METOAbI IIU(PPOBaHHUS TAaHHBIX B OOJIAYHBIX
cHCTEeMax C MCMOJIb30BAHUEM alTOpUTMOB MammMHHOro oOydeHusi (MO). IlpuBeneHbl OCHOBHBIE
MOJIXO/1bI, BKIIIOYAIOIIME aJalTUBHBIC MOJIENN MU(PPOBaHMS, TTO3BOJISIONIME HACTPAUBATh MPOIECC
3alIUTHl JaHHBIX B 3aBHCHUMOCTH OT MX Tuma M odbema. Ocoboe BHHUMAHHUE YJNIEIEHO METO/AaM
oOHapykeHHst aHOManuid Ha ocHoBe MO, KOTOpble TO3BOJSIOT ONEPATUBHO BBISBIATH
MOTEHIMAJIBHBIE YTPO3bl U MPEJOTBpallaTh yTeuku MHPOpManuu. PaccMarpuBaeTcs mpuMeHeHHE
THOPUIHBIX METOOB IMIM(POBAHUS, COYETAIOLINX CUMMETPHYHOE U aCHMMETPUYHOE U POBAHHE,
o0ecreynBaroInX BBICOKUI ypOBeHb 0€30MaCHOCTH M ONTHUMU3AIMIO BBIYMCIUTENIBHBIX 3aTpar.
IlonuepkuBaercss 3HaunMocTb MO i ydayyllleHHs HPOLECCOB paclpelesieHus KIrdel
mudpoBaHus W MPOrHO3UPOBAHMS PUCKOB. [IpesncTaBieHbl pPEKOMEHIAIMU IO TMPAKTHYECKOMY
NPUMEHEHHIO TPEUIOKEHHBIX PEIICHUH, HANpPaBICHHBIX HA IMOBBIIMICHUE HAJCKHOCTH OOJIAYHBIX
cucreM. [IpoBeIeHHBIN aHANN3 IEMOHCTPUPYET, UTO Hconb3oBanrne MO B mudppoBaHUU JaHHBIX B
o0llake 3HAYMTENBHO YIydllaeT 3allUTy JaHHBIX, MHUHUMH3UPYET pPHUCKA U TOBBIIIAET
MIPOU3BOIUTENEHOCTh OOJIAYHBIX TEXHOJIOTHH.

KiwueBble cioBa: mudpoBaHHE JaHHBIX, OOJIAUHBIE CHCTEMBI, MAIIMHHOE OOyYeHHE,
oOHapyXeHHEe aHOMAaJIN, THOpUIHOE MU POBAHHE.

Introduction
Modern cloud systems, which provide data storage and processing, offer companies and users
convenient access to information, significantly expanding the possibilities for interaction with digital
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resources. However, as the use of cloud technologies grows, so do the risks associated with data
security, especially the threats of unauthorized access, theft, and data leaks. In this context, one of the
most in-demand methods for protecting information in cloud systems is data encryption, which
secures information from potential attacks and guarantees its confidentiality. At the same time,
traditional encryption methods often encounter difficulties when working with large volumes of data
typical for cloud systems. This leads to the need for developing new approaches that can not only
ensure protection but also optimize the encryption and decryption processes. Machine learning (ML)
opens up opportunities for creating adaptive encryption methods that can automatically adjust to the
type and volume of data, as well as the parameters affecting security and performance. Such methods
allow for minimizing computational costs and improving security metrics [1].

The purpose of this article is to explore approaches to data encryption in cloud systems using
ML algorithms. The article will analyze modern ML-based methods for encrypting and decrypting
data, as well as provide examples and recommendations for their application to enhance security
levels in cloud environments.

Main part. Application of ML for optimizing encryption

Traditional encryption methods, while reliable, often face limitations when working with large
volumes of data, which is characteristic of cloud systems. To overcome these challenges, ML offers
adaptive encryption models that can adjust the encryption process based on the specifics and volume
of data [2, 3]. Machine learning algorithms, such as neural networks, can be trained on analyzing data
streams and selecting the most effective parameters for encryption, thereby reducing computational
resource costs and increasing performance.

Figure 1 illustrates the relationship between the volume of data and the time required for
encryption. This demonstrates how larger datasets typically lead to longer encryption times,

highlighting the need for optimization.
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Figure 1. Dependency between data volume and encryption time

As shown in Figure 1, there is a clear trend indicating that as the data volume increases, the
encryption time rises proportionally. This emphasizes the importance of adaptive ML-based
encryption methods, which can minimize computational costs and enhance performance. By
analyzing data streams and dynamically adjusting encryption parameters, these methods can
significantly improve efficiency, even for large-scale cloud systems. ML can also be used to improve
the distribution of encryption keys in cloud systems. ML methods allow for forecasting temporal
patterns of data usage, which aids in timely key updates and reduces the risk of attacks. For example,
clustering methods help categorize data streams, highlighting data that requires a higher level of
protection. This optimizes resource usage by distributing the load on encryption systems.

Protection from attacks through anomaly analysis

ML is also applied to detect anomalies in data streams, enabling prompt identification of
potential threats. For instance, anomaly detection algorithms can analyze network traffic and user
behavior, identifying unusual actions that may signal attempts at hacking or unauthorized access.
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Algorithms such as isolation forests and autoencoders analyze habitual activity patterns, and when
deviations occur, checks and additional security measures are triggered [4]. Using ML in these
processes allows the system to self-learn from incoming data and improve the accuracy of threat
detection, adapting to changing conditions. This approach enhances the reliability of the system and
minimizes the risks of data loss by applying preventive measures based on analysis results.

Application of hybrid encryption methods for cloud data

Hybrid encryption methods, which combine the advantages of symmetric and asymmetric
approaches, are also successfully implemented in cloud systems. For instance, during data
transmission, asymmetric methods may be used for secure key transfer, while symmetric algorithms
encrypt the content, which reduces processing time and maintains a high level of security [5].
Combined with ML, hybrid methods can adapt to the type of data and transmission conditions.

The hybrid approach using ML allows for selecting the most appropriate encryption method for
specific tasks, such as protecting databases, file storage, or messaging systems. ML analyzes the
volume, nature, and frequency of data transmission and can predict the best parameters for encryption,
thereby maintaining a balance between security and performance.

Application of encryption in cloud systems

Data encryption in cloud systems is one of the key methods of ensuring security, as it protects
data from unauthorized access at all stages of its storage and transmission [6]. Data stored in the cloud
can be subject to various attacks, including interception during transmission and attacks on storage
servers. Encrypting data at both the server and client levels helps prevent information leaks, as even
if attackers gain access to encrypted data without the decryption key, it remains unreadable.

Several stages play an important role in encryption. First, encrypting data before it is sent to the
cloud, known as client-side encryption, ensures that the information is protected before it leaves the
user's device. Thus, only encrypted data reaches the cloud, and neither the cloud provider nor third
parties can access the original data [7]. Second, server-side encryption is applied when storing data
in the cloud, protecting it from unauthorized access within the cloud infrastructure itself. The third
stage is encrypting data during transmission, which protects data from interception when exchanged
between the client and server or between servers.

Cloud systems widely employ encryption methods such as symmetric and asymmetric
encryption, each having its own advantages and disadvantages [8]. For example, symmetric
encryption uses a single key for both encrypting and decrypting data, making it faster but less secure
in terms of key storage. Asymmetric encryption uses two different keys — a public key and a private
key — enhancing security but requiring greater computational costs.

Conclusion

Thus, data encryption in cloud systems using ML methods represents an innovative approach
to ensuring information security, which is particularly relevant given the growing volume of data and
heightened risks of cyberattacks. ML not only optimizes encryption processes but also adapts them
to dynamic conditions, reducing computational costs and improving system performance. The
application of adaptive encryption models and anomaly detection technologies based on ML enables
timely identification of suspicious activity, significantly reducing the likelihood of unauthorized
access and data leaks. ML methods can be used to create hybrid solutions that combine the best
features of symmetric and asymmetric encryption algorithms, ensuring a high level of confidentiality
and reliability.

Therefore, the combination of traditional encryption methods and modern ML approaches
allows for the creation of a multi-layered data protection system in the cloud that can withstand
modern threats. Further research and implementation of these methods will help ensure data security
and increase user trust in cloud technologies, opening new prospects for their use in various industries.
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