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Abstract

In the context of digital transformation, managing operational risks has become a critical
element of strategic management for enterprises. This article explores the main approaches and
strategies for managing operational risks in the context of digital technology implementation,
including artificial intelligence, cloud computing, the Internet of Things, and blockchain. Special
attention is given to the integration of these technologies to enhance business resilience, flexibility,
and minimize potential threats. The article examines case studies of major Russian companies such
as Sberbank, Gazprom Neft, MegaFon, and Norilsk Nickel, demonstrating successful application of
these strategies to increase operational resilience and competitiveness. The importance of a
comprehensive risk management approach, including data analysis, cybersecurity, and change
management, is emphasized. The impact of digital transformation on staff training and skill
development, which plays a key role in the successful implementation of management strategies, is
also explored. The conclusion offers recommendations for integrating and adapting digital
technologies to improve control and minimize risks in the face of modern challenges and market
volatility. This study highlights the need for enterprises to implement innovative approaches and adapt
their strategies to achieve sustainable growth and competitive advantage.
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AHHOTAIHSA

B ycnoBusix mudpoBoit TpanchopMaiiy yrpapieHHE ONEPALUOHHBIMUA PUCKAMHU CTAHOBUTCS
BOXHEUIIMM DJIEMEHTOM CTpPAaTeTMYECKOr0 MEHEKMEHTa Ha TMpeanpuatusix. B craTbe
paccMaTpUBAIOTCS OCHOBHBIE IMOAXOJBl M CTPATETHMH YIPABJICHUS ONEPALMOHHBIMU PHCKAMU B
YCIIOBUAX BHEAPEHUS LU(PPOBBIX TEXHOJIOTUH, TaKUX KaK MCKYCCTBEHHBIN WHTEIUIEKT, 0OJauHbIe
BBIUMCIICHUS, MHTEpHET Bewled u OnokueitH. Ocoboe BHUMaHME YAETSAETCS MHTETpallid 3THX
TEXHOJIOTUH Ui TOBBIIEHUS YCTOMYMBOCTH M THOKOCTH OW3Heca, a TaKKe MHMHUMHU3AINH
MOTEHIMATIBHBIX YIpo3. PaccMarpuBaroTest mpuMepsl U3 MPAKTUKK KPYITHBIX POCCUHCKUX KOMITAaHHH,
takux kak Coepbank, ['azmpom Hedth, Mera®on n HopHHKeNb, TEMOHCTPUPYIOIINE YCIEIIHOE
NPUMEHEHHE JIaHHBIX  CTPAaTeruil  JJIsl  TOBBIIICHUS  OMNEPAMOHHOW  YCTOWYMBOCTH U
KOHKYPEHTOCIIOCOOHOCTH. B cTarbe moJuepkuBaeTcs BaXHOCTh KOMIUIEKCHOTO TOAX0/Aa K
yTpaBJICHUIO PUCKaMH, BKJIIOYAs aHAJIU3 TaHHBIX, KHOepOe30MMacHOCTh U YIPaBICHUE U3MEHEHHUSIMH.
Take wuccnenyercss BiausgHUE UUGPOBON TpaHchopmaru Ha OOy4YeHME U TOBBILICHHE
KBaJTM(HUKAIMK TIEPCOHANA, YTO UTPAET KIIOUEBYIO POJIb B YCIICIIHOM pearn3aiiy yIpaBIeHYECKIX
cTpaTeruil. B 3akirouenue npeiaraloTcs peKOMEHIAIUK [0 BHEAPEHHUIO U alalTalluy HU(POBBIX
TEXHOJIOTUH IS YIy4IlICHUS KOHTPOJISI U MUHUMH3AIIMK PUCKOB B YCIOBUSX COBPEMEHHBIX BHI30BOB
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1 HEeCTaOMIIBHOCTH phIHKA. JlaHHOE HCccieI0BaHNe MTOTYePKUBACT HEOOX0AUMOCTD JUTS IPEATPUATUN
BHEJIPATH WHHOBAaLlMOHHBIC IOAXOJAbl M aJalTUpPOBaTh CBOM CTPAaTE€ruu i1 JOCTHIKCHMS
YCTOMYMBOI'O pOCTa U KOHKYPEHTHOT'O IIPEUMYLIECTBA.

KiroueBble ci1oBa: omnepaiyioHHbIe PUCKH, IM(poBas TpaHchopmalusi, KuOepOe30macHOCTb,
OOKUEHH.

Introduction

In the context of modern digital transformation, enterprises face new challenges and risks
associated with managing operational activities. The implementation of digital technologies, such as
process automation, cloud computing, and artificial intelligence, contributes to increased efficiency
and competitiveness but also creates new vulnerabilities. Therefore, strategic approaches to managing
operational risks have become a relevant task for company executives.

One of the key elements of successful operational risk management is the development and
implementation of a strategy that includes analyzing potential threats and assessing their potential
impact on the enterprise's activities. It is also important to consider that digital transformation requires
flexibility and adaptability in management decisions to respond quickly to rapidly changing external
conditions.

The aim of this study is to analyze strategic approaches to operational risk management in the
context of digital transformation and to identify key factors influencing the successful implementation
of these strategies. The article examines examples from real companies that apply modern
technologies to minimize risks and enhance the resilience of operational processes.

Main part

Strategic approaches to operational risk management include the use of forecasting
technologies and data analysis. Modern companies, such as Sberbank, use analytical platforms for
monitoring and predicting risks, allowing them to quickly identify potential threats and minimize
their impact. These systems also help adapt management strategies in real-time, increasing the
flexibility of operational processes [1].

Another important aspect is the implementation of comprehensive cybersecurity programs that
protect enterprises from digital threats. Companies like Rostelecom invest in cybersecurity systems
and employee training to minimize the risk of cyberattacks and data breaches. Such measures not
only reduce potential losses but also increase customer and partner trust.

Process automation also plays a crucial role in managing operational risks. For instance,
Gazprom Neft uses automated systems for managing production processes, which reduces the human
factor and increases the efficiency of operations. Implementing such technologies reduces costs and
minimizes the likelihood of errors, positively impacting the company’s overall performance.

Finally, an important element is the development of change management strategies aimed at
increasing business adaptability [2]. In the context of digital transformation, companies must be
prepared for rapid changes in the external environment, including economic and technological
factors. Developing flexible action plans and implementing innovations allow for risk minimization
and ensure long-term business sustainability.

Integration of digital technologies in operational risk management

The integration of digital technologies in operational risk management plays an important role
in ensuring the resilience and competitiveness of modern enterprises. One of the key elements of this
integration is the use of artificial intelligence (AI) and machine learning for big data analysis and
threat forecasting. For example, companies like MegaFon use Al to analyze network data, enabling
them to quickly detect potential failures and vulnerabilities in the system [3].

Moreover, cloud technologies have become an important tool for managing operational risks.
Cloud platforms allow companies to centrally store data and manage processes remotely, enhancing
business flexibility and resilience in the face of unpredictable changes. During the COVID-19
pandemic, many companies, including Yandex, successfully applied cloud solutions to continue
operations, reducing downtime risks and profit losses.
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Digital transformation also requires the upskilling of personnel and the implementation of
training programs aimed at developing competencies in operational risk management. Companies
like Lukoil invest in employee training programs to ensure their readiness to work with new
technologies and minimize the human factor in managing operational processes.

An important direction is the integration of monitoring and risk management systems based on
the Internet of Things (IoT). Such systems enable companies to monitor equipment and production
processes in real-time, significantly reducing the likelihood of accidents and failures. The application
of 0T is especially relevant in the industrial sector, where the risk of malfunctions and downtime can
lead to significant financial losses.

Additionally, the use of blockchain technology is becoming increasingly relevant for ensuring
the security and transparency of processes. Companies like Nornickel use blockchain to track supply
chains, minimizing fraud risks and enhancing trust in business processes. This allows companies to
improve control over their operations and minimize operational risks [4].

Thus, the integration of digital technologies is becoming a crucial component of operational
risk management in the context of digital transformation. Modern enterprises must actively adapt and
implement such technologies to remain competitive and flexible in a changing economic and
technological environment [5].

Key metrics in operational risk management

The integration of digital technologies into operational risk management has led to measurable
improvements across various sectors. Table 1 presents comprehensive metrics from companies that
have adopted tools such as artificial intelligence, automation, blockchain, and the Internet of Things
(IoT) for managing risks [6].

Table 1
Operational risk management metrics for major companies
Company | Risk area |Digital tool Risk Annual cost| Incident | Employee
used reduction savings reduction |productivity
(%) (Million (%) increase
USD) (%)
Sberbank | Cybersecurity | AI/ML 25 200 40 15
Rostelecom | Operational | Automation |30 150 45 20
Efficiency
Gazprom | Supply chain |Blockchain |40 180 35 10
neft
Megafon |Data Cloud 35 210 50 25
Management | Computing
Yandex Human Employee |20 160 30 15
Factor Training
Lukoil Financial Predictive |15 130 20 12
Risk Analytics
Nornickel |Technological |IoT 10 110 15 8
Failure

Each company’s data includes metrics on risk reduction, cost savings, incident reduction, and
productivity increases, highlighting how specific digital tools can address targeted risk areas. For
example, Sberbank leverages Al and machine learning to enhance cybersecurity, achieving a 25%
reduction in associated risks and saving $200 million annually. Meanwhile, Rostelecom’s automation
efforts have improved operational efficiency by 30%, demonstrating the financial impact of digital
transformation on risk management [7].
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One significant finding is the role of these technologies in reducing the frequency and severity
of operational incidents. IoT has enabled companies like Nornickel to monitor equipment in real-
time, reducing technological failures by 15% and supporting maintenance practices that prevent
costly downtimes. Similarly, cloud computing has been a pivotal tool in data management, especially
during remote work transitions, as seen with Yandex [8]. These technologies allow companies to
proactively manage potential risks by maintaining continuous oversight of operational processes,
ensuring timely responses to emerging issues, and adapting workflows to real-time data insights. The
collective reduction in incidents and increased efficiency contribute to greater business resilience and
competitiveness.

The data in Table 1 also emphasizes the importance of employee training and upskilling
programs. Companies such as Lukoil have invested in digital competency training to reduce risks
associated with the human factor, achieving a 20% increase in productivity. By training employees in
using predictive analytics and cybersecurity protocols, these companies mitigate operational risks
related to human error. Consequently, digital transformation is not solely about implementing new
technologies; it also involves fostering a culture of digital readiness among employees [9]. This
combination of strategic technology integration and human capital investment enables enterprises to
build a strong foundation for sustainable growth and adaptability in the face of external challenges.

Conclusion

The results of the study demonstrate that successful operational risk management in the context
of digital transformation requires the use of modern technologies and a comprehensive approach to
data analysis and process management. The implementation of tools such as artificial intelligence,
cloud computing, and blockchain contributes to the flexibility and resilience of enterprises, allowing
them to adapt to rapidly changing conditions and minimize potential threats.

Additionally, the successful implementation of operational risk management strategies depends
on personnel training and the implementation of upskilling programs aimed at developing skills in
digital technologies and cybersecurity. Companies like Sberbank and Lukoil show that investing in
employee training leads to increased operational efficiency and reduced risks associated with the
human factor.

Thus, digital transformation offers enterprises new opportunities to improve operational risk
management. However, for success, it is necessary to strategically approach the implementation of
new technologies and the development of personnel. Comprehensive and adaptive strategies will
allow companies not only to reduce risks but also to establish a foundation for sustainable growth and
competitive advantage in the global market.
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