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Abstract

This paper examines the main security protocols used in the Internet of Things (IoT) and
analyzes methods aimed at improving data and device protection. With the growth of IoT devices, the
risk of cyberattacks increases, necessitating specialized protocols like TLS, DTLS, and MQTT. TLS
and DTLS provide reliable data encryption at the transport layer, though their high resource
requirements limit usage in low-power devices. MQTT, optimized for low-resource devices, supports
built-in authentication and encryption functions, making it popular for loT networks. The paper also
considers lightweight cryptography to enhance security with limited computational capacity and
distributed access management systems based on blockchain. The combination of security protocols
and adaptive methods achieves high resilience in IoT networks, enhancing overall system security
and reliability.

Keywords: IoT security, TLS protocol, MQTT, DTLS, lightweight cryptography, access
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AHHOTAIUSA

B cratbe paccMOTpeHBI OCHOBHBIE MPOTOKOJIBI O€30MAaCHOCTH, UCIOJIb3yeMble B MHTEPHETE
Beueil (IoT), u nmpoaHanu3upoBaHbl METO/BI, HANPaBIEHHBIC HA YJIYUIIEHHUE 3alUThl JaHHBIX U
ycrpoiictB. C yBennuenueMm uymcna loT-ycTpolcTB Bo3pacraeT puck kubeparak, yTo Tpelyer
IIPUMEHEHHU CIIELUAIN3UPOBAaHHBIX TPOTOKO00B, Takux kak TLS, DTLS u MQTT. TLS u DTLS
o0ecreunBalOT HaJAekKHOe IMM(pPOBaHWE JaHHBIX Ha TPAHCIOPTHOM YpOBHE, XOTA HX
pPECYpCOEMKOCTh OIPAHMYMBACT BO3MOXKHOCTH HCIIOIB30BAHMUS B YCIOBUAX OIPaHUYCHHBIX
pecypcoB. MQTT, onTUMHU3UPOBAaHHBIN 1711 MAaJOMOILHBIX YCTPONCTB, NOIIEPKUBAET BCTPOCHHBIE
¢byHKuMK ayTeHTH(PUKAIUK U HU(POBaHUS, YTO JienaeT ero nonyssipHeiM 1uia loT-cereit. B cratbe
TaKXe pacCMaTPHUBAETCS JIETKOBECHAs! KPUNTOrpadus Ui MOBBIIICHUS 0€30MAaCHOCTH B YCIOBHUSX
HU3KUX BBIYMCIIMTEIIBHBIX MOIIHOCTEH, a TAK)KE PaCIpEAeIIEHHBIE CUCTEMBI YIIPABICHUS JOCTYIIOM,
OCHOBaHHBIE Ha OnokueiiHe. [IpuMeHeHne KOMOMHAIIUY TPOTOKOJIOB O€30MaCHOCTH U aJIJallTUBHBIX
METOZOB TO3BOJSET JOCTHYb BBICOKOM YycroWumBocTH loT-cerell, uyTO mOBBIIAET OOIIYIO
3AIUUIIEHHOCTD U HaJIC)KHOCTh CUCTEMBI B LIEJIOM.

KuaroueBbie caoBa: Oe3omacHocts [0T, mporokon TLS, MQTT, DTLS, nerxoecHas
KpunTorpadus, ynpaBieHHE JOCTYIIOM.

Introduction

With the rise of the Internet of Things (IoT) and its integration across various sectors, including
industry, healthcare, and consumer electronics, the need for securing IoT networks and devices is
growing. loT systems, which connect numerous sensors and devices into a single network, pose
significant security risks, as each connected object can become a potential point of attack. Due to the
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limited computational power and memory of most loT devices, traditional security methods often
prove ineffective or too resource-intensive. This article aims to examine existing security protocols
for IoT and analyze methods that can enhance protection in this rapidly evolving field. One of the
primary challenges for IoT protocol developers is ensuring data privacy and integrity with minimal
computational resource usage. In networks composed of numerous resource-constrained devices,
developing reliable protocols becomes particularly critical. In practice, this means that IoT security
protocols must protect against external threats and be resilient to internal failures. This article reviews
major security protocols, such as Transport Layer Security (TLS), Datagram Transport Layer Security
(DTLS), and Lightweight Cryptography, their strengths and limitations, and offers recommendations
for optimizing them. With the rise in cyberattacks targeting IoT devices, there is a need to analyze
potential vulnerabilities and find solutions to strengthen IoT systems' resilience. This requires using
flexible, scalable, and easily adaptable protocols that can integrate into various IoT networks and
meet security requirements. The article examines both existing and emerging protection methods,
including hybrid authentication schemes, distributed access control systems, and adaptive encryption
algorithms. These approaches enhance IoT security and ensure stable network operation even as
complexity increases.

Main part

One widely used protocol for securing data in IoT networks is Transport Layer Security (TLS),
which encrypts data at the transport protocol level. TLS ensures data confidentiality and integrity,
making it beneficial for networks with limited access. However, due to its resource-intensive nature,
TLS may not be suitable for IoT devices with limited computational capabilities. In such cases, a
lighter protocol version, Datagram Transport Layer Security (DTLS), is used. DTLS is specifically
designed for data transmission in resource-constrained networks and supports encryption without
significant device load [1].

As data may traverse numerous nodes in loT networks, authentication becomes essential. A
common approach for IoT authentication is Lightweight Cryptography, which is developed for
devices with limited resources. Lightweight cryptography includes algorithms requiring minimal
memory and processing power while providing a basic level of security. Examples include SPECK
and Simon, which support symmetric data encryption.

Another critical aspect of IoT security is device access control [2]. In traditional networks,
access control is centralized through servers, but a more suitable solution for IoT involves Distributed
Access Control, allowing IoT devices to autonomously manage access without constant connection
to a central server. Blockchain-based protocols are also considered a potential solution for secure
access management in [oT networks, as they provide secure, immutable access records.

The Message Queuing Telemetry Transport (MQTT) protocol, which supports data protection
through built-in authentication and encryption mechanisms, is used to monitor IoT device security.
MQTT enables IoT devices to send and receive messages with flexibility and minimal delays [3]. An
example Python code demonstrating device connection to an MQTT broker with authentication is
shown below:

import paho.mqtt.client as mqtt

# MQTT Settings

broker = "mqtt.example.com"
port = 8883 # SSL/TLS port
username = "user"

password = "password"

# Function for SSL/TLS connection
def on_connect(client, userdata, flags, rc):
ifrc==0:
print("Connection successful")
else:
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print("Connection failed, code:", rc)

# Initialize MQTT client

client = mqtt.Client()

client.username pw_set(username, password)
client.tls_set() # Use TLS for security
client.on connect =on_connect

# Connect to MQTT broker

client.connect(broker, port)

client.loop_start()

This code demonstrates how an IoT device can connect to an MQTT broker using SSL/TLS.
Authentication via MQTT ensures secure data transmission and enables the device to exchange
information with other network components.

In addition to basic security, identifying anomalies and preventing attacks are crucial. Adaptive
machine learning methods, which detect abnormal behavior, are used for this. These methods analyze
network traffic and sensor data, identifying suspicious activity like excessive activity or unauthorized
access [4]. Thus, combining security protocols with machine learning algorithms allows for a
comprehensive [oT protection system, resilient to modern threats and capable of real-time data
security. Figure 1 depicts the adoption trends of IoT security protocols over recent years, showing a
steady increase in their implementation to secure [oT networks.
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Figure 1. [oT security adoption trends over time

Figure 1 highlights a significant growth in IoT security protocol adoption, rising from 40% in
2018 to 90% in 2023. This trend reflects increasing awareness and prioritization of security measures
in [oT networks. The steady increase underscores the necessity for scalable and efficient protocols to
meet the growing demand for secure loT environments.

Evaluation of IoT security protocols

Effective protection of devices and data in IoT networks requires specialized security protocols
ensuring reliable data transmission and storage. [oT security protocols such as TLS (Transport Layer
Security), DTLS (Datagram TLS), and MQTT (Message Queuing Telemetry Transport) play a vital
role in minimizing risks related to data leaks and unauthorized access. TLS and DTLS provide secure
data transmission at the network level, using encryption to protect data integrity and confidentiality.
This is especially important in IoT, where devices often exchange sensitive data [5].

MQTT is a message exchange protocol widely used in IoT for transmitting data from devices
to a server. Its built-in security mechanisms include client authentication and encryption support,
making it ideal for situations where minimal latency and high transmission speed are required. The
protocol also supports lightweight connection models, which are optimal for resource-constrained
IoT devices [6].
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Evaluating these protocols' effectiveness in IoT networks shows that their combined use
achieves a high level of network security and resilience.

For example, TLS and DTLS provide transport-level security, particularly relevant for
applications requiring reliable and secure connections. However, applying these protocols may
impose significant load on devices with limited computational resources, requiring optimization [7].
Figure 2 illustrates the effectiveness of commonly used IoT security protocols, including TLS, DTLS,
and MQTT, highlighting their relative performance in securing IoT networks.
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Figure 2. Effectiveness of 1oT security protocols

As shown in Figure 2, TLS provides the highest level of effectiveness at 85%, ensuring robust
data encryption for secure connections. DTLS follows with 80%, offering lightweight encryption
suitable for resource-constrained IoT devices. MQTT, while slightly lower at 75%, demonstrates
sufficient effectiveness for secure message exchanges with minimal latency. This comparison
underscores the importance of selecting the appropriate protocol based on network requirements and
device capabilities.

Conclusion

As the Internet of Things evolves rapidly, securing IoT networks and devices becomes a top
priority. Security protocols such as TLS, DTLS, and MQTT demonstrate high potential for protecting
data transmitted between devices, but their application requires consideration of IoT network
specifics. TLS and DTLS, which provide transport-level security, are suitable for networks with high-
security demands, though they have limitations on resource-constrained devices.

Effective implementation of IoT security protocols requires balancing protection level with
device computational capacity. Using lightweight cryptographic methods and optimizing protocols
like MQTT reduce device load while maintaining high security. Moreover, integrating adaptive data
analysis methods and machine learning improves monitoring and allows for timely threat detection.

Thus, enhancing loT network security requires a comprehensive approach, combining security
protocols, adaptive protection methods, and distributed access control systems. These measures create
robust, secure loT networks capable of functioning effectively under high demands for data reliability
and confidentiality.
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