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Abstract

Adaptive machine learning algorithms are becoming increasingly relevant in the context of
processing large volumes of streaming data that are constantly updated and contain significant
amounts of noise and outliers. The purpose of this article is to analyze the potential of adaptive
algorithms for real-time streaming data processing, with a focus on their application in areas such as
financial analytics, the Internet of Things, and cybersecurity. Key methods are discussed, including
recurrent neural networks, stochastic gradient descent, and the least squares method, along with their
advantages and limitations. Special attention is given to anomaly detection and error prevention using
regularization and ensemble methods. The presented results highlight the importance of adaptive
algorithms for improving analytical accuracy and system resilience in dynamic environments.

Keywords: adaptive algorithms, machine learning, streaming data, recurrent neural networks,
anomalies, cybersecurity.

AHHOTAIHUSA

AJanTHBHBIE aNTOPUTMBI MAIIMHHOTO OOYYCHHsI CTAaHOBATCA BCE Oojee aKTyalbHBIMH B
YCIIOBUSIX 00pa0OTKH OOJIBIINX 00bEMOB TOTOKOBBIX JAHHBIX, KOTOPBIE MIOCTOSTHHO OOHOBIISIFOTCS U
COJIEp>KaT 3HAYUTEITHHOE KOJIMYECTBO IIIyMa U BEIOPOCOB. Llenb maHHOM cTaThl — MPOAHATH3UPOBATH
BO3MOXXHOCTH aJJalITUBHBIX aJTOPUTMOB JUJIsI 00paOOTKM TOTOKOBBIX JTAHHBIX B PEKUME PeaTbHOTO
BPEMEHH, C aKIEHTOM Ha WX HUCIOJb30BAaHUE B PA3UYHBIX OTPACISAX, TAKUX KaK (UHAHCOBAS
aHAJIMTUKA, MHTEPHET Bellel u kudepbe3onacHocTh. PaccMaTpuBarOTCsl OCHOBHBIE METOBI, BKITIOUAS
PEKyppPEHTHBIE HEHpPOHHBIE CETH, CTOXACTUYECKHHN TpaJMEHTHBIA CIYCK M METOJ HAMMEHBIIUX
KBaJIpaTOB, a TaK)Ke MX MPEUMYIecTBa U orpaHnueHus. OTaenpbHOe BHUMAHKE yIEJICHO BOIPOCAM
BBISIBJICHHSI aHOMAJIMH U TPEJOTBPAIICHUS OLMIMOOK C MOMOIIBI0 PEryJsapHU3alii U aHCaMOJIeBBIX
MeTonioB. [IpencraBneHHbIe pPe3yabTaThl MOTYCPKUBAIOT BAXKHOCTH aJaTUBHBIX AJTOPUTMOB IS
MOBBIIICHUS TOYHOCTH aHANN3a U YCTOMUYMBOCTH CUCTEM B YCIOBHSIX TOCTOSTHHBIX H3MEHEHUIA.

KiroueBble cjioBa: aganTHBHBIE AJITOPUTMBI, MAIIMHHOE OOyuY€HHE, TOTOKOBBIC NaHHBIEC,
PEKyppPEHTHBIE HEUPOHHBIE CETH, aHOMAJIHH, KHOEpOE30IacHOCTb.

Introduction

Adaptive machine learning (ML) algorithms are becoming increasingly significant in the
context of ever-growing volumes of streaming data. Streaming data is characterized by continuous
inflow and high update rates, which make it difficult to process and analyze using traditional methods.
As aresult, there is a need for algorithms that can adapt to data changes in real-time while maintaining
processing accuracy and efficiency. The aim of this article is to analyze the capabilities of adaptive
ML algorithms for processing streaming data, focusing on their applications across various industries
and potential development prospects.
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In recent years, adaptive algorithms have become more popular for analyzing streaming data
due to their ability to respond to changes in data structure. This is particularly important when data
arrives in real-time and contains a significant amount of noise and outliers. Adaptive methods allow
for data processing with minimal resource and time costs, making them ideal for applications such as
financial analytics, the Internet of Things (IoT), and cybersecurity. The core principles of adaptive
algorithm operation include online learning, parameter adjustment, and fast information processing.

This article will also explore the main methods for implementing adaptive algorithms, such as
recurrent neural networks (RNNs) and the least squares method (LSM). Each approach has its
advantages and limitations, depending on the type of data and processing objectives.

Main part

Adaptive ML algorithms for streaming data are designed to enable models to update
dynamically without complete retraining. One commonly used method is the sliding window
approach, where the model analyzes data within a limited time interval. This approach allows the
model to adapt to new data, minimizing the risk of becoming outdated and reducing computational
resource requirements [1].

RNNs are one of the most widely used methods for handling streaming data, especially when
analyzing time sequences. RNNs are effective in systems that require accounting for temporal
dependencies, such as [oT. The ability of RNNs to retain information about previous states enables
the network to adapt to data changes, making it suitable for real-time data analysis. This capability
allows the model to interpret changes occurring in the environment accurately and adjust to current
conditions. Stochastic gradient descent (SGD) is often used to optimize models for streaming data.
Unlike methods that require data accumulation, SGD updates parameters after each new sample,
ensuring high flexibility and model adaptability [2]. This is particularly useful for processing large
data streams where maintaining promptness and accuracy is crucial. Table 1 presents a comparison
between SGD and mini-batch gradient descent, highlighting the advantages of SGD in real-time
applications.

Table 1
Comparative analysis of stochastic and mini-batch gradient descent
Parameter SGD Mini-batch gradient
descent
Parameter updates | After each new sample |After accumulating a
data batch
Computational load |Low Medium
Adaptability to|High Medium
streaming data
Memory requirement | Low Medium
Convergence speed |Fast Medium
Real-time High Limited
applicability
Sensitivity to data|High Low
noise
Convergence Lower, but fast More accurate with
accuracy tuning
Efficiency on large|High High, but resource-
datasets intensive
Computation Low Medium
parallelizability
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Stability under data|Low due to sensitivity to | More stable due to batch
changes each update processing

Applying RNNs and SGD for streaming data involves addressing challenges posed by high data
volume, such as latency, time-varying characteristics, and significant noise. One approach to enhance
RNN resilience to changing conditions is regularization, which reduces model overfitting by adding
a complexity penalty. This is especially important for streaming data, where constant weight updates
can lead to cumulative errors if the data is unstable [3]. Regularization helps stabilize RNN
performance in tasks where accuracy is critical, such as financial forecasting or IoT security
monitoring.

To further improve streaming data processing efficiency, adaptive algorithms can use the
"gradient clipping" method, which limits the gradient magnitude to prevent it from exceeding a
specified threshold. Additionally, ensemble methods like random forests and gradient boosting are
widely used to improve model stability and adaptability. Unlike single models, ensembles use a
collection of models, each trained on small parts of data or solving specific sub-tasks [4]. Ensembles
can enhance prediction accuracy and reduce the likelihood of outliers and anomalies in the data
stream.

The following is a simple code example demonstrating the use of SGD for adaptive model
training on streaming data:

import numpy as np

from sklearn.linear model import SGDRegressor

# Initializing data and model

data_stream = np.random.rand(1000, 5) # data stream

targets = np.random.rand(1000) # target values

model = SGDRegressor(learning_rate="adaptive', max_iter=1, tol=None)

# Step-by-step model adaptation to new data
for i in range(len(data_stream)):

x = data_stream[i].reshape(1, -1)

y = np.array([targets[i]])

model.partial fit(x, y)

# Displaying model parameters after adaptive training

print("Model parameters:", model.coef )

This example uses the SGDRegressor library from sklearn to implement stochastic gradient
descent. The partial fit parameter allows the model to update as new data arrives without needing
full retraining. This approach is useful in scenarios where data arrives in real-time and the model must
adapt quickly to changes.

Application of adaptive algorithms for monitoring and anomaly detection

The use of adaptive ML algorithms in monitoring and anomaly detection allows systems to
process data in real-time, promptly responding to emerging changes and potential threats. One key
area of application for adaptive algorithms is cybersecurity, where timely detection of deviations from
normal system behavior is crucial. Such deviations, whether atypical patterns in network traffic or
anomalous database queries, may indicate potential attacks or threats [5].

Beyond cybersecurity, adaptive algorithms are widely used for anomaly detection in industrial
processes and manufacturing systems. It is important to monitor equipment metric changes to prevent
failures and minimize downtime. For instance, ML algorithms can analyze vibration data from
machine sensors and detect early signs of wear [6]. Techniques such as SGD and LSM with
regularization are often used to increase model robustness against noise and anomalies.

A useful tool in this field is the combination of ML methods with condition monitoring systems,
employing algorithms such as principal component analysis (PCA) to reduce data dimensionality and
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improve prediction accuracy. This approach allows models to more precisely detect deviations and
predict potential failures based on data with numerous variables.

Challenges and future directions in adaptive ML algorithms for streaming data

While adaptive machine learning algorithms provide significant advantages for streaming data
processing, several challenges remain that may impact their effectiveness and implementation. One
primary challenge is the handling of concept drift — an issue that arises when the statistical properties
of the data change over time, which can lead to model degradation. For instance, in financial data or
industrial processes, market conditions or equipment performance may shift due to external factors,
requiring the algorithm to continually adapt to these changes. Solutions for managing concept drift
include implementing periodic retraining or using online learning methods that can dynamically
adjust to new patterns without the need for complete model retraining [7].

Another critical challenge is balancing computational efficiency with accuracy. Streaming data
typically requires real-time analysis, demanding high-speed data processing with limited
computational resources. Adaptive algorithms, while efficient, can still experience delays, especially
when handling high-dimensional data [8]. Techniques like dimensionality reduction, including
principal component analysis (PCA) and autoencoders, can help streamline data processing by
reducing the number of variables the algorithm needs to analyze. However, these techniques may
inadvertently omit important features, impacting model accuracy.

Privacy and data security present significant challenges in adaptive ML for streaming data.
Many applications, such as those in healthcare or finance, require algorithms that comply with strict
privacy regulations, such as GDPR or HIPAA, which restrict data storage and processing. To address
this, federated learning has emerged as a promising approach, allowing models to learn from
distributed data sources without centralizing data storage [9]. This technique enhances data security
but introduces complexities in model coordination and synchronization. Moving forward, improving
adaptive algorithms to meet these privacy standards while maintaining processing speed and accuracy
will be essential for their broader adoption across various industries.

Conclusion

Adaptive ML algorithms provide unique opportunities for real-time processing of streaming
data, ensuring model flexibility and resilience in constantly changing conditions. Through methods
such as recurrent neural networks, stochastic gradient descent, and the sliding window approach,
algorithms can promptly update model parameters, adapt to new conditions, and maintain analysis
accuracy. These approaches help overcome the limitations of traditional methods, which are not
always capable of handling large data volumes and rapid variability.

Adaptive algorithms are especially valuable for anomaly detection, which is crucial in areas
like cybersecurity and industrial diagnostics. Systems built on adaptive algorithms can automatically
detect deviations from normal conditions, alerting to potential threats and ensuring continuous
monitoring. Ensemble methods and regularization improve model resilience to noise, enhancing
accuracy and reducing false alarms.

Future development of adaptive methods will likely focus on integrating them with advanced
technologies such as IoT and big data. These algorithms continue to evolve, increasing their accuracy
and predictive capabilities, making them a vital part of modern intelligent data processing systems.
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Abstract

This article examines methods for integrating machine learning (ML) into big data management
systems to enhance analytical capabilities and optimize data processing. It analyzes algorithms such
as decision trees and deep neural networks, which are applied in tasks like data segmentation,
clustering, and time series analysis. Special emphasis is placed on forecasting based on historical
data, allowing for improved adaptability and accuracy in analytical systems. Challenges related to
computational resources and model robustness against noise and changing data are discussed, with
proposed solutions. The results highlight the role of ML in enhancing the efficiency and reliability of
modern big data management systems.

Keywords: machine learning, big data, time series, neural networks, clustering.

AHHOTAIHSA

B cratbe paccMarpuBalOTCs METOJbI MHTETpalud MammHHOrO oOydyeHus (MO) B cuUCTEMBI
yhnpaBiieHUs] OOJIBIIMMU JAaHHBIMU JUIi TOBBIIEHUS HMX aHAJUTHYECKHMX BO3MOXHOCTEH U
ONITUMM3AIMU TIPOIecCOB 00paboTku mHpopManuu. [IpoaHanu3upoBaHbl aNrOpUTMBbI, TaKHE Kak
JIepeBbsl pEIIeHUl W TIyOOKHe HEWpOHHBIE CETH, KOTOpbIe HAXOIAT IMpHUMEHEHHE B 3aJayax
CerMEHTALMH IaHHBIX, KJIIACTEPU3AIMH 1 aHAIM3a BPEMEHHBIX psiioB. OTaeIbHOE BHUMAHHE YACICHO
3ajjauaM TPOTHO3MPOBAHUS HA OCHOBE HMCTOPUYECKHX JaHHBIX, YTO TIO3BOJISIET MOBBICHTH
aJIaliTUBHOCTh U TOYHOCTh AHAINTHUECKUX cucTeM. OOCYXXHaloTCs CIIOKHOCTH, CBS3aHHBIE C
BBIUMCIIUTENIEHBIMU PECypcaMM M YCTOMYMBOCTBIO MOJENEH K IIyMy M H3MEHUUBBIM JaHHBIM,
NpeJUIaraloTcs BO3MOXHBIE MyTH perieHus. [lomydeHHsle pe3ynbTaTsl HOJUepKUBaoT pois MO B
yay4imeHun 3(QQEKTUBHOCTH U HAAEKHOCTH COBPEMEHHBIX CHCTEM YIIpaBJICHHsS OOJBIIMMU
JTaHHBIMU.

KiroueBble ciioBa: MammHHOE 00yueHHe, OOJIbIINE JaHHBIC, BPEMEHHBIC Psi/ibl, HEHPOHHBIC
CEeTH, KIIaCTEPU3aLUsl.

Introduction

With the increasing volume of data generated from various sources, including the Internet of
Things (IoT), social media, and industrial systems, the need for effective big data management
systems is growing. Big data requires high computational power and complex algorithms to ensure
their analysis and extraction of valuable insights. In such conditions, the integration of machine
learning (ML) methods becomes an integral part of management systems, enabling the automation of
data processing and the identification of complex patterns in large data sets. The goal of this article
is to explore approaches to integrating ML into big data management systems and evaluate their
impact on performance and accuracy.
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Machine learning, which is a set of algorithms capable of learning from data and making
predictions without explicit programming, opens up new opportunities for big data analysis. The use
of ML enhances processing accuracy and speed, as well as uncovers non-obvious dependencies,
which is particularly relevant in fields such as medical diagnostics, financial risk prediction, and
process optimization. This article will also cover a range of methods, including linear models,
decision trees, and neural networks, that have proven effective when working with big data.
Additionally, the main challenges such as model optimization under high loads, adaptation to
changing data, and ways to increase algorithm robustness to noise will be addressed.

Main part

Integrating ML into big data management systems requires the use of specialized algorithms
and architectures that can efficiently process large volumes of information and adapt to changes in
data. One such algorithm is decision trees, which classify data based on sequential decisions and are
well-suited for processing structured data. Decision trees allow data to be effectively divided into
classes, simplifying the process of discovering hidden patterns [1]. However, they can be noise-
sensitive for big data, which is why ensemble methods like random forests, which combine multiple
trees and enhance error resistance, are often used.

Neural networks, particularly deep neural networks (DNNs), are another crucial component in
big data analysis. DNNs with multiple layers of neurons can model complex nonlinear relationships
and identify deep connections in data [2]. For instance, when analyzing textual information, DNNs
can be used for topic detection and sentiment analysis. Such networks' complexity requires significant
computational resources, but using distributed computing and graphics processors (GPUs) helps
accelerate the training and data processing process.

Clustering, which is used for data segmentation into groups with similar characteristics, is
another important direction in integrating ML into big data management systems. Clustering
algorithms like K-means and hierarchical clustering help identify data groups, which is valuable for
marketing analysis, bioinformatics, and other areas. Visualizing clustering results aids in better
understanding the data structure and drawing conclusions about hidden patterns [3].

Below is an example code demonstrating the application of the K-means method for processing
a large data set:

import numpy as np

from sklearn.cluster import KMeans

# Generating random data for clustering
data = np.random.rand(1000, 5)

# Setting up and training the K-means model
model = KMeans(n_clusters=5)
model.fit(data)

# Outputting cluster centers

print("Cluster centers:", model.cluster centers )

In this example, the sklearn library is used to perform clustering with the K-means method. The
model divides the data into five clusters, defining each cluster's centers, which allows analyzing the
characteristics of each data segment.

ML methods are also widely used for classification and regression tasks in big data management
systems. Classification is employed when data needs to be distributed into categories, such as spam
detection in emails or object recognition in images [4]. One popular classification method is logistic
regression, which, despite its simplicity, is highly effective for binary classification tasks. In big data
conditions, this method enables rapid data processing and efficient use of distributed computing.

Another commonly used approach for regression tasks is the support vector machine (SVM)
method, suitable for both linearly and non-linearly separable data. With large data volumes, SVM
demonstrates high accuracy, although its computational complexity can increase. To manage this
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issue, SVM is integrated with dimensionality reduction techniques such as principal component
analysis (PCA), which reduces computational load and improves model performance in regression
and classification tasks.

Optimizing ML models under big data conditions also requires efficient memory and resource
management. One method for optimizing resource use is batch training, where data is divided into
small batches, allowing more efficient processing of large data sets [5].

Application of ML in forecasting and time series analysis

Time series analysis is a key task in big data management, especially in areas like finance,
medicine, and industry, where forecasting indicator behavior based on historical data is required.
Machine learning offers several approaches to time series analysis, enabling models to adapt to
changing conditions and provide more accurate forecasts.

Recurrent neural networks (RNNs), which can process sequential data and account for temporal
dependencies, are one popular method for time series analysis. RNNs are useful for forecasting tasks
such as sales volume prediction, stock market trend analysis, or monitoring equipment state changes
[6]. However, traditional RNNs can encounter difficulties when working with long sequences due to
the vanishing gradient effect. Enhanced architectures like long short-term memory (LSTM) and
attention-based networks are used to solve this problem, allowing better information retention over
long intervals.

Another approach to time series analysis is the autoregression method, based on statistical
modeling of data dependencies. Autoregressive models are used to predict values based on previous
observations and are often combined with ML methods to improve forecast accuracy [7]. For
example, an autoregressive model combined with ML algorithms can predict seasonal sales
fluctuations or temperature variability.

Below is a code example demonstrating the use of LSTM for time series forecasting:

import numpy as np

from keras.models import Sequential

from keras.layers import LSTM, Dense

# Generating time series data
data = np.random.rand(1000, 1) # sample data

# Preparing data for LSTM

X=T]

y=1[

time step = 10

for i in range(len(data)-time_step):
X.append(data[i:i+time_step])
y.append(data[ittime_step])

X,y = np.array(X), np.array(y)

# Creating LSTM model

model = Sequential()

model.add(LSTM(50, input_shape=(time_step, 1)))
model.add(Dense(1))

model.compile(optimizer="adam’, loss="'mean_squared_error")

# Training the model
model.fit(X, y, epochs=10, batch_size=32)

# Forecasting

prediction = model.predict(X[-1].reshape(1, time_step, 1))
print("Forecast:", prediction)
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This example uses the Keras library to build an LSTM model trained on a time series. This
model can analyze sequential data and predict values, making it useful for forecasting based on
historical data.

Conclusion

This article has reviewed approaches to integrating ML into big data management systems. It
has been shown that using ML algorithms such as decision trees, neural networks, and clustering
methods enables efficient processing of large data volumes, revealing hidden patterns, and improving
analysis quality. The application of these methods in various industries enhances productivity and
reduces labor costs in data processing.

Special attention was given to ML's application for time series forecasting and analysis, which
is vital in fields like finance, medicine, and industry. Methods such as recurrent neural networks and
autoregression demonstrate high accuracy and adaptability when working with sequential data. Using
these methods improves forecast accuracy, which is critical under changing data conditions and a
highly dynamic external environment.

The future development of ML integration in big data systems suggests further algorithm
improvements and resource optimization. Advances in distributed computing, the use of GPUs, and
adaptive learning methods open new horizons for more effective analysis and forecasting, making
ML an integral part of modern data management systems.
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AHHOTAIUA

CraTbst aHaNM3UpPYyeT ICICHTPATU3OBAHHBIE METOJbl AyTCHTU(UKAIMH, MPHUMEHSEMbIC B
YCIIOBUAX PACIpEeIEHHBIX CeTel JUIs OBBIMIEHHUS O€30MaCHOCTH M OTKAa30yCTOHUYMBOCTH CUCTEM.
PaccmoTpens! kpuntorpaguueckue METO/Ibl, TakKue Kak aCHMMETpHYHOE MM(poBaHue U OJI0KUCHH,
KOTOpbIe O0ECHEeYMBAIOT 3aLIUTy MAHHBIX M NPEJOTBPALIAIOT HECAHKIMOHUPOBAHHBIA TOCTYII.
Ocoboe BHHMMaHHME YJEJIEHO BONpOCAaM  MAacIITabUPyeMOCTH W  NPOU3BOAUTEIBHOCTU
JCLIEHTPATM30BaHHBIX PEIICHH, a TaK)Ke UX MOTCHUIHANy Ul UCTOIb30BAaHUS B CETSAX WHTEpHETa
BEIIeH U APYTUX BHICOKOHATPYKEHHBIX cucTeMax. JlaHHbIN aHaIM3 BBIIENISET KaK CUIbHbBIE CTOPOHBI
TaKUX MMOJXOJIOB, TAK M UX OIPaHMYCHHS, YTO ITO3BOJIET OLEHHUTH UX MEPCIIEKTUBHOCTh B YCIOBUSX
MEHSIIOIIUXCS CETEBBIX TPEOOBAHUIA.

KiroueBble cioBa: JICleHTpaM30BaHHAs ayTEeHTH(UKaLuUs, pacrpenesi€éHHbIE CEeTH,
OJ10K4eliH, KpunTorpadus, UHTEPHET BEIleH.

Abstract

The article analyzes decentralized authentication methods used in distributed networks to
enhance system security and fault tolerance. Cryptographic approaches, including asymmetric
encryption and blockchain, are reviewed as means to protect data and prevent unauthorized access.
The focus is placed on the scalability and performance of decentralized solutions, as well as their
potential in Internet of Things networks and other high-load systems. This analysis highlights both
the strengths and limitations of these approaches, offering insights into their viability within evolving
network demands.

Keywords: decentralized authentication, distributed networks, blockchain, cryptography,
Internet of Things.

Brenenue

C pocTroM MCHOIB30BaHUS pACHpPENENICHHBIX ceTeil n TexHosoruit uHtepHeTa Bemed (IoT),
ayTeHTU(HUKAIKSA TONb30BaTelel M YCTPOWCTB CTAHOBHUTCA KPUTUYECKH BAXKHOM 3amaueil s
obecriedeHus: 0€30MAaCHOCTH JIAHHBIX W 3allUThl OT HECAaHKUMOHHUPOBAHHOTO JIOCTYTIA.
TpanuioHHbIE IEHTPATU30BaHHBIE METO/IBI ayTEHTHU(HUKALINY, TAKUE KaK CepBEPbl aBTOPU3ALIUU U
YAOCTOBEPAIOIINE LEHTPHI, CTAJIKUBAIOTCA C PSAAOM OrpaHUYEHUM, BKIIIOYAs Y3KHE MecTa
IIPOU3BOAUTEIBLHOCTH, BBICOKYIO 3aBUCUMOCTD OT €IMHOTO LIEHTPA KOHTPOJIA U YSI3BUMOCTbD K aTaKaM.
B ycnoBusix pacnpeneneHHoi ceTu, rie KOJIMYeCcTBO YYaCTHUKOB U 00bEM JaHHBIX YBEIHUUBAIOTCS,
HEOOX0IMMO pa3pabaThiBaTh JCLEHTPATU30BAaHHBIE METO/bI ayTeHTU(UKAIMH, KOTOPbhIE MO3BOJIAT
MOBBICUTH 0€30MacHOCTh W YCTOWYMBOCTh CeTH. Llenblo NaHHON cCTarhbu SBISETCS HU3y4YCHHE
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JELIEHTPAIM30BaHHBIX METO/IOB ay TEHTU()UKALIUH, TTIOIXOSAIINX JIJIsl COBPEMEHHBIX PaCIpeaAeICHHbBIX
CETEM, ¢ aKLIEHTOM Ha MX IPEUMYILIECTBA U OTEHI[UAIbHBIE OIPAaHUYECHHUS.

CoBpeMeHHbIE AeLEHTPATM30BaHHBIC METO/IbI Ay TEHTH(PUKALIMU OCHOBBIBAIOTCS HA PA3JIMYHBIX
KOHIEMIMAX, TAKUX KaK OJOKYEWH, KpUnTorpaduyeckue MpOTOKOJIBI U METOAbl MHOTO(AKTOPHOU
ayTeHTU(HUKanuu. BlIokdeiiH, Kak OCHOBa JCLEHTPATM30BAHHOTO IOJAXOJA, MO3BOJISIET XPAHUTh
3amuCcH ayTeHTU(UKAMu Oe3 eIWHOro IIEHTpa, YTO 00eCleunBaeT HEU3MEHHOCTh JAHHBIX WU
BBICOKYIO YCTOHYMBOCTh K MoAudukanusM. Mcmonb3oBaHue Kpuntorpapuu, B CBOIO O4YEpPEab,
o0ecreyrBaeT Ha/EKHYI0 MPOBEPKY MOAIMHHOCTH YYaCTHHKOB CETH, YMEHBIIAs PHCK IOIMEHBI
JAHHBIX U MPEAOTBpallas HECAHKIIMOHUPOBAHHBIE MOMBITKU AOCTYyNAa. TakXke AeLEeHTPpaIN30BaHHbIE
CHCTEMBl ~AyTEHTU(UKAIIMM MOTYT HCIIOJIB30BAThCS B COUYETAHMM C  MHOTOo(akToOpHOU
ayTeHTHU(HUKanueH, N00aBiss JOMOJHUTENbHBIE YPOBHU O€30MacCHOCTH B CHUCTEMBI, TpeOylomiue
BBICOKOTO YPOBHS 3aLLUTHI.

B nanHO#l cratbe OyayT paccMOTpEHbl OCHOBHBIE TOAXONBI K JEHEHTPATN30BAHHOM
ayTeHTU(HUKAINY, BKIIOYas HMCIOIb30BAHUE KPUNTOTPAPUUECKUX AITOPUTMOB, PACHpPEAETICHHBIX
UACHTU(PUKAIIMOHHBIX CHCTEM U ONOoK4eHHOBBIX pemeHuil. Ocoboe BHMMaHHE OyleT YIAeIeHO
BONPOCAM TOBBIIICHHUS O€30MaCHOCTH M YCTOMYMBOCTH PACIIPEICIIEHHBIX CETEH, a TAK)KE BIMSIHUIO
JELEHTPAIN30BaHHBIX METOJ0B HAa IPOU3BOAUTEIBHOCTD CETH.

OcHoBHas 4yacTh

JlenleHTpaan30BaHHbIE METONbI ayTEHTH(HUKALMU B pACIpEesIeHHBIX CETSAX OMUPAIOTCS Ha
MCTIOJIb30BaHNE KPUNTOTPaPUUECKUX MPOTOKOJIOB M TEXHOJIOTUH, MCKIIIOYAIOMIUX EIUHBIN LIEHTP
YIpaBJIEHUs] U TMOBBIMIAIONINX YCTOWYMBOCTh CHCTEMBI K aTakaM. ACHMMETPUYHOE IU(ppOBaHHE
UTpaeT KIIOYEBYIO POJIb B OOCCIIEUCHUH ayTeHTUYHOCTH TOJIb30BATEICH: KaKIbIH yYaCTHUK CETH
Nojy4aeT mapy Kioded — myOonuuHbld ¥ npuBatHbeIA [1]. IlyOnuuHBI KII0Y MCHONB3yeTCs IS
mu(poBaHUs TaHHBIX, B TO BpeMs KaK NMPHUBATHBINA CIY>KUT JUIA UX paciiuppoBku. Takoi moaxon
UCKJTIOYaeT HEOOXOAUMOCTh XPaHEHHs KIIOYEeH B €JMHOM ILIEHTPE, CHIDKAs BEPOSTHOCTh YTEUKU
MH(OPMALIMH U TIOBBIIIAs 6€30IaCHOCTD CETH.

OnHMM W3 3HAYMMBIX ACIEKTOB SIBISETCS MPUMEHEHUE XJUIMPOBaHUS, KOTOPOE IO3BOJSAET
cO3JaTh YHHUKaJIbHbIE MICHTU(UKATOPHI I KaKAOr0 ydyacTHHKA. B pacmpeneneHHO ceTw 3Tu
UACHTU(UKATOPHl  3alHCHIBAIOTCA B ONIOKYeiiH, oOecrmeuynBas HEM3MEHHOCTb JaHHBIX U
npefoTBpamas MX HOAAENIKY. BaXHO OTMETUTh, YTO JIELEHTPAJIN30BAaHHBIE CHUCTEMBI
ayTeHTU(HUKAINY, HCIOJIB3YIONINe XdUI-(QYHKIMH, CIIOCOOHBI paboTarh 0Oe3 mepenadd JIMYHBIX
JaHHBIX, YTO OCOOCHHO AaKTyaJlbHO B YCIIOBHSX TIIOBBIIICHHBIX TpeOOBaHMN K 3aluTe
koH(puneHmanpbHoi nadopmanuu [2]. Texnonorus Proof-of-Identity, ocHoBaHHast Ha XAIIMPOBAHHH,
MIO3BOJIIET TPOBEPSTH IMOJJIMHHOCTH YYaCTHUKOB, YTO JI€l1Aa€T CETh YCTOMYMBOM K IONBITKAM
HECaHKIIMOHUPOBAHHOTO JOCTYyIA.

bnokueiH-TeXHOIOTUs 3aHMMAET LEHTPAJbHOE MECTO B JCLEHTPAIM30BAHHBIX METOAAX
ayTeHTU(HKALUK, CO37aBas HEU3MEHSIEMbI JKypHaJl BCeX JCHCTBUH, CBS3aHHBIX C
ayTeHTHuKanued. Kaxapiii HOBBIN 3ampoc ayTeHTU(UKAIIMHM 3alUCBIBACTCS B OTACIBHBIN OJOK,
KOTOPBIN CBSI3BIBAETCS C MPEABIIYIUMH. Takas cTpyKTypa OJIOKOB MO3BOJISIET 00€CTIEYUTh BHICOKUI
YpOBEHb 3aIUTHI OT TOAJEIOK U M3MEHEHUU. JaHHBIC, 3amHMcaHHbIE B OJOKYEHH, HEBO3MOXHO
U3MEHHUTh 0€3 01100peHHUsl BCEX YYaCTHHUKOB CETH, YTO JAejaeT €€ YCTOHUMBOM K 3JI0HaMEPEeHHBIM
JEUCTBUSAM.

Kpome Toro, nerneHTpann3oBaHHbIE METOABI ayTEHTHU(PHUKALUN MPUMEHSIOTCS B COYETAaHUH C
MHOTO(aKTOpHOH ayTeHTU(UKaIMeld, KoTopass A00aBisSeT JONOIHUTEIbHBIE YPOBHHU IPOBEPKH,
ycunuBasg 0€30MacHOCTb. JTO OCOOEHHO TOJIE3HO JUIsI CHCTEM C BBICOKMM  YpPOBHEM
KOH(UACHIMAIBHOCTH, TAKUX KaK (PMHAHCOBBIC U MEIUIIMHCKUE CETH, TAe Tpedyercs 3amura oT
MOJJIETIOK M HECAHKIIMOHUPOBAHHOTO AocTtyna [3].

Jns  wumocTpauuu  paboThl  ACLEHTPATM30BAaHHBIX METOJOB ayTEHTH(HKALUU MOXKHO
NPEIOKHUTh CXEMY, JEMOHCTPUPYIOIIYIO MPOLECC BEpHUPHUKALNN YYACTHHUKOB B pacrpeneéHHON
CETH, UCTIONB3YIOMICH OIOKYCHH.

Cxema MOXET BKIIIOUATh CIIEAYIOUTUE 3Tanbl [4]:
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1. 3anpoc ayreHTHUKANUM: YYACTHHUK CETH OTIPABILET 3alpoCc Ha ayTEeHTH(UKALUIO,
npujaras  CBOM  Kpunrorpaduyeckue JaHHBIE —(HampuUMmep,  XdII-UACHTH(HKATOP,
CT€HEpUPOBAHHBIM HA OCHOBE MyOIUYHOTO KIII0Ya).

2. IlpoBepka B y3aax ceru: Kaxnplil y3en pacnpenes€HHON ceTH MPOBEPSIET 3alIpOC, CBEPSI
UACHTU(UKATOp C 3anmucsMU B OnokueiiHe. B cimyuyae coBmajeHus y4yaCTHUK IOJTy4yaeT
MOATBEPKACHUE NOATUHHOCTH, HHAYE 3alIPOC OTKIOHSAETCS.

3. 3ammch ayreHTHgUKanuu: Ecian 3anmpoc 0100peH GONbIIMHCTBOM y3JI0B, OH J0OaBIISETCS B
OJI0KYelH KaK HOBBIN OJIOK C OTMETKOM BpeMeHHU 1 nH(popManueit 00 ydacTHHKE.

4. Pacnpenenenue wuHgopmauuu: HoOBBIE OIOK CHHXpPOHU3UpPYETCS IO BCEH CeTwH,
obecrieunBas, YTO BCE Y3Jbl COAEP)KAaT OOHOBJIECHHBIC NaHHBIE A OyAyIIMX 3alpOCOB
ayTeHTHU(HKALINY.

Ora cxemMa TO3BOJSIET  BH3YQJIM3MPOBaThb  BECh  MPOLECC  JCLEHTPAIM30BaHHOU
ayTeHTU(HUKALNY, TOKa3bIBasi B3aUMOJICHCTBUE YUACTHUKOB C yY3JIaMU CETH U OJIOKYCHTHOM.

IIpenmyuiecTBa U OrpaHUYeHUs I€HEHTPATU30BAHHBIX METOI0B ayTeHTU(PUKALMHT

[TpumMeHeHne NeeHTPpaIN30BaHHbIX METOJ0B ayTEHTH(PUKALIMY MTPEOCTABISIET 3HAYUTEIIbHbIC
NPEUMYIIECTBA AJIS paclpeesEHHBIX CeTel, obecreunBasi BHICOKUN YPOBEHb 3aIlMTHl JAHHBIX U
YCTOMYMBOCTH K arakaM. OJHUM M3 IJIaBHBIX NMPEHMYIIECTB SIBISETCS OTCYTCTBUE €IMHOTO LIEHTpPA
KOHTPOJISA, YTO MCKIIIOYAaET BO3MOXKHOCTD aTaK Ha IEHTPaJbHBIA CEpBEP M MOBBIIIACT YCTOHUYNBOCTD
BCEU cUCTEMBI K OTKa3aM [5]. Kaxplil y3ea B ceTH JEeHCTBYET HE3aBUCUMO, YTO MIO3BOJISIET CUCTEME
NpONODKAaTh  (PYHKIMOHMPOBATH  JaXe  NpPU  OTKIIOUYEHHMM  HEKOTOPbIX  YyYaCTHUKOB.
JleneHTpaau30BaHHasl ayTeHTH(PHUKALUSA OCOOCHHO aKTyajbHa JUIS paclpeneléHHBIX CeTeH, Tnue
JaHHBIE TMOCTYMAIOT W3 MHOXECTBA HMCTOYHHMKOB, MU TpeOyeTrcs HaAEKHOE MOATBEPKICHHE
MOVTMHHOCTH BCEX YYaCTHHKOB.

OnHako, HeCMOTPsI HA 3HAYUTENIbHBIE IPEUMYIIIECTBA, JCIIEHTPATN30BaHHbIE METOBI UMEIOT U
cBou orpaHudeHus. OZHUM U3 OCHOBHBIX SBJSIETCS BBICOKAsh HArpy3ka Ha BBIUYMCIUTEIbHBIC
pecypcbl. O6paboTka 1 poBepKa JaHHBIX, pacpeIeIEHHBIX M0 OJIOKYEHH-y31aM, TpeOyeT O0IbIInX
00bEMOB TaMATH W BPEMEHH, OCOOCHHO B YCJOBUSAX 3HAYMTEIBHOTO YHMCIIA YYAaCTHHKOB. OTO
OTPaHUYMBAET CKOPOCTh OOPAOOTKH 3alPOCOB, YTO MOXKET OBITh KPUTUYHBIM B CUCTEMAX, T/I€ BasKHA
BBICOKAsl NMPOU3BOAUTENILHOCTh M ONEpPaTuBHOCTb. Kpome TOro, MHOTME METOABI, UCTOJb3YIOIINE
OJOKYElH, CTaJKUBAIOTCS C MPOOJEeMOM MacTaOupyeMOCTH, TaK KaK KaKIbIH HOBBIM OJIOK
YBEIUUMBACT OO 00bEM JaHHBIX, YTO 3aTPyAHIET 00pabOTKYy B KPYITHBIX ceTsX [6].

JIpyruM Ba)XHBIM aclleKTOM SIBISETCS oOOecledeHrne KOH(HUICHIMATbHOCTH JaHHBIX. B
JCLIEHTPAIM30BaHHBIX CHCTEMax 3allMCU XPaHATCS B OTKPBITBIX PAaCHpeleNEHHBIX peecTpax, 4To
MOXET MPHUBECTU K IMOTEHIHAIBHBIM PHCKaM YTEUKH HH(DOpMAIMH, €ClIM KpunTorpapuyueckue
JITOPUTMBI HE OyAyT JOJDKHBIM 00pa3oM 3allIMIICHbI. XOTs JEHEHTPAIN30BaHHbIE CUCTEMbI MOTYT
OBITh YCHUJICHBI MEXaHU3MaMHU MIH(PPOBaHUS, 00ECTICUCHUE TMOHON KOH(UICHIINATILHOCTH JTaHHBIX
ocTaéTcs CIOXKHOM 3a/1aueii, 0COOCHHO MPU UCTIONB30BAaHUH MyOTUYHBIX OJIOKYEHHOB.

3akinouenne

B nanHOil crathe OBLIM PacCMOTPEHBI KIIIOYEBBIE ACTEKThI JEIEHTPATU30BAHHBIX METOJIOB
ayTeHTU(HUKAIUN JUISL PACHpeleNCHHbIX CeTed, WX MPUHIMIbBI padoThl M 00JIACTh MPUMEHEHHUS.
[TpuMeHeHHEe aCUMMETPUYHOTO MIM(PPOBAHUSA, XIIIUPOBAHUA U OJIOKYEHH-TEXHOJIOTHIA MO3BOJISIET
CO37aTh YCTOWYMBYIO K OTKa3aM CHUCTEMY, 3alUIIEHHYIO OT HECAaHKIMOHHUPOBAHHOIO JIOCTYNA U C
BBICOKOH CTeNeHbI0 Oe30macHoCcTU. Takue MeTobI MPENOCTABISIOT 3HAYUTEIbHbBIE TPEUMYIIECTBA B
obecriedeHnn 0€30MaCHOCTH JAHHBIX M YCTPAHSIOT 3aBUCUMOCTD OT €IMHOTO LIEHTPa KOHTPOJIS.

BwMmecrte ¢ Tem, JeIeHTpaTN30BaHHbIE METO/IbI CTAIKMBAIOTCS C PSIOM OTPaHUYCHUH, BKIIIOYAs
BBICOKYIO Harpy3Ky Ha BBIYMCIHUTEIbHbBIE PECYPChI U TPOOIEMbI MACIITAOMPYEMOCTH, YTO OCOOEHHO
KPUTUYHO B YCJIOBUSAX KPYHHBIX ceTeid. HecMoTpst Ha 3TO, MpOrpeccuBHBIE TEXHOJIIOTUH, TaKUE KaK
OJOKYElH, TO3BOJSIOT MHMHUMH3UPOBATH YaCTh H3TUX HENOCTAaTKOB U OTKPHIBAIOT HOBBIE
BO3MO)KHOCTH JUISl TOBBIIICHUS! TPOM3BOAMTENBHOCTH. B OymyineM uccienoBaHue THX METOJOB
OyZieT cOCpeOTOUEHO HAa ONTHMHU3ALIUU PECYPCOB U 00ecrieueHNH KOH(DUICHIINATbHOCTH JAHHBIX.

JleleHTpaanu30BaHHbIE METOIbl ayTeHTH(HUKALMU TPOAOIDKAIOT OCTaBaTbCd  BAKHBIM
HarpaBJIEHUEM Pa3BUTHsI OE30MaCHOCTH B pacIpeesieHHbIX ceTsax, Takux Kak loT u Gmokueitn. Mx
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MOTEHIIMAJ 3aKJII0YAETCsl B CO3JAaHUM THOKUX CHCTEM 3alllUThI, KOTOPBIE CMOTYT alalTUPOBAThCA K
BbI30BAM COBPEMEHHBIX CETEeBBIX TEXHOJIOTHH, o0ecreunBas HAACKHYI0O U  0e30MacHylo
ayTEeHTH(HKALIHUIO.
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AHHOTAIUSA

B cratbe paccMaTpuBaIOTCS METOJIbI MOBBILICHUSI HAAEKHOCTH OJIOKYEHH-CETEH B YCIOBUSX
BBICOKOM Harpy3ku. [IpuBosTCS MpUMepHl peaan3alii alroOpuTMOB KOHCEHCYca, TakuX Kak Proof-
of-Work, Proof-of-Stake u rubpuansie moaenu, B cetsx Bitcoin, Ethereum u Solana. O6cyxnatorcs
aJIbTepPHATHBHBIC PELICHUS, BKIIIOYAs IIapUPOBAHNE U TIPOTOKOJIBI BTOPOTO YPOBHS, HAIlpaBJICHHBIE
Ha yJIy4llleHHe MaciuTaOupyeMOCTH M BpeMeHH oOTkiuka ceTH. Ocoboe BHUMaHHE YAETSIEeTCS
METOAaM, IIO3BOJISIONIMM CHU3UTh JSHEPro3aTparbl M TOBBICUTh YCTOMYMBOCTH K aTaKaM.
[IpencraBneHHbI aHAIM3 NOJUYEPKUBACT 3HAYMMOCTb BBIOOpa aJIrOPUTMOB M IMOAXOJOB K
MaciTabupyeMocTH [uis oOecleyeHus CTaOWIBHOCTH M 0O€30MacHOCTH OJIOKYEHH-ceTeil mon
BBICOKOM Harpy3Kou.

KuroueBsblie cioBa: OnokueitH, Hané&xHocTh, Proof-of-Work, macmrabupyeMocTs, BhICOKas
Harpys3kKa.

Abstract

The article examines methods for improving blockchain network reliability under high load
conditions. Examples of consensus algorithms such as Proof-of-Work, Proof-of-Stake, and hybrid
models in Bitcoin, Ethereum, and Solana networks are presented. Alternative solutions, including
sharding and second-layer protocols, are discussed to enhance network scalability and response times.
Special attention is given to methods that reduce energy consumption and increase resistance to
attacks. The presented analysis emphasizes the importance of algorithm selection and scalability
approaches to ensure the stability and security of blockchain networks under heavy load.

Keywords: blockchain, reliability, Proof-of-Work, scalability, high load.

Brenenue

C pa3BuUTHEM TEXHOJOTHHA pacHpeAeTEHHBIX PEECTPOB U POCTOM MOIMYISPHOCTH ONOKYEHH-
ceTell obecrieueHre HaIEKHOCTH JAHHBIX CTAHOBUTCS OJHOW M3 KIIIOYEBBIX 3aja4 JJISl TOBBILICHUS
YCTOMYMBOCTU CHCTEMBI. biokuelH-ceTn, H3HaYaIbHO pa3pabOoTaHHbIE JUIS JIEIEHTPATIN30BAHHOTO
XpaHeHus1 HH(POPMALIUH, CETOAHS IIUPOKO UCTIONB3YIOTCS sl 00pabOTKU U nepeaayn (pUHAHCOBBIX
TpaH3aKIMid, a TaKKe B NPWIOKEHHUIX, TPeOyIOIIUX MOBBIIIEHHONW Oe3omacHocTd. OmHaKo ¢
yBETMUEHUEM Harpy3ku Ha OJOKYEHWH-CeThb BO3HMKAIOT HOBBIC BBI3OBBI, BKIIIOYAs CHMKCHHE
MIPOM3BOJUTEIBHOCTH, 3aJCPKKH B O00pabOTKE TpaH3aKIMA W TOTCHUUAIbHBIE PUCKH IS
COXPaHHOCTH JaHHBIX. B yCI0BUSAX BBICOKOI HArpy3KH KPUTUYECKU BaXKHO 00€CIICUNTh HAAEKHOCTh
paboThl ceTH Jsl COXpaHEeHUs1 €€ MPOU3BOAUTEIILHOCTH U CTa0MIbHOCTU. Llenbio maHHOW cTaThu
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SIBIISIETCS OlLIEHKA HAaJIEKHOCTHU OJIOKYCHH-CETEH B yCIIOBHUSIX BRICOKOW HATPY3KH U aHAIIU3 METO/IOB €€
TIOBBIILICHUS.

CoBpemeHnHble OnmokyeiH-ceTH, Takue Kak Bitcoin u Ethereum, aemoncTpHpyroT
orpeaesi€HHbIE OTPAHUYCHUSI B YCIOBHUAX BBICOKOW HArpy3KH, YTO MOXKET IMOBIHUSATH Ha CKOPOCTh
MOATBEPXKACHUS TPaH3aKIUKA M 0e30MacHOCTh NaHHBIX. ONHONW U3 KITIOYEBBIX MPOOJIEM SIBISETCS
MacITabupyeMoCTh CETH, TO €CTh €€ CIIOCOOHOCTh 00padaThIBaTh 0OJIBIIOE KOJIUYECTBO TPAH3AKIIUN
3a orpaHW4eHHOe BpeMs. PemieHne naHHOH mpoOieMbl TpeOyeT MCIONb30BAHUS JOMOTHUTEIBHBIX
MEXaHU3MOB, TaKUX KaK aJIrOpUTMbl KOHCEHCYCa, METOAbI IIApIUPOBAaHUA M ONTHMH3ALUS
00pabOTKN JaHHBIX, MO3BOJIIONIME CHU3UTH HArpy3Ky Ha OTIENbHBIC y3ibl. B 1gaHHOH cTarbe
paccMaTpuBalOTCS MOAXOABI K YIYUIICHUIO HaI&KHOCTH ONOKYEHH-CeTel C aKIIeHTOM Ha HuX
CIOCOOHOCTH COXPaHTh MPOU3BOJUTEIHHOCTh B YCIOBHIX BO3POCILEH HArpy3KH.

[ToMumo MacIITaOUPyEeMOCTH, BaXKHBIM aCIIEKTOM SIBJISIETCS yCTOMYMBOCTD K aTakaM U COOsIM.
Bricokast Harpy3ka MOXKET MOBBICUTH YS3BUMOCTb CETH K pa3IMYHBIM BUAAM aTaK, TAKMM Kak araka
51% wunu araka otkasa B oociykuBanuu (DoS). Micnionb30BaHKe alrOpuTMOB KOHCEHCYCa, HAllpUMep
Proof-of-Work (PoW) u Proof-of-Stake (PoS), a Takxe nux mogudukaiuii, noMmoraet OJ0KIeHH-CeTIM
MOJIEP>KUBATh CTAOMIIBHOCTD M CHUXKATh BEPOATHOCTD aTakK.

OcHoBHas 4yacTh

HanexHocTts OnmokyeiH-ceTel 1Mo BHICOKOW HArpy3Koil BO MHOTOM 3aBHCHUT OT BBIOpaHHBIX
QJITOPUTMOB KOHCEHCYCa, KOTOphle O0ECIeYMBAIOT COIVIACOBAHHOCTh MJAHHBIX W 3alUTy OT
3n0ymblUIeHHUKOB. Proof-of-Work (PoW) sBnsieTcs ogHUM K3 NEpBBIX aJITOPUTMOB KOHCEHCYCA,
YCIIEIIHO TPUMEHEHHBIX B OlOKUeHH-ceTsX, Takux Kak Bitcoin. Jlanublii anroputm Tpedyer
BBITOJIHEHHSI CIIOKHBIX BBIYMCIMTEIBHBIX 3a7a4 Ul NOATBEPXKICHHUS TPAaH3aKIMK, YTO JEJaeT ero
YCTOWYMBBIM K OOJBIIMHCTBY aTak. OHAKO BHICOKAs BEIYMCIUTEIbHAS CIIOKHOCTD i SHEPTOEMKOCTD
PoW co3maroT 3HauMTENbHYI0 HArpy3Ky Ha CETh, YTO CHHXKAET €€ MPOIYyCKHYI0 CHOCOOHOCTh W
YBEIUYMBACT 3aJICPXKKU TPU TOATBEPKACHUU TpaH3akiuid. [lo Mepe yBenMuyeHHMsS KOJIWYECTBa
YYaCTHHKOB M TpaH3akiuii PoW wmoxeT oka3zarbcsi HeI((EKTHUBHBIM, 4YTO TpeOyeT IoHcKa
albTEPHATUBHBIX peteHui [1].

Proof-of-Stake (PoS) npencrasnsier co00i OMH U3 METOAOB, TPU3BAHHBIX PEIIUTH IPOOIEMBI
MacmTabupyemoctd u sHeprodpdextuBHoctH PoW. B ormmume or PoW, rae ywacTHuku
COPEBHYIOTCSI 32 BO3MOXXHOCTB MTOJATBEPANUTH TPaH3aKIMI0, POS ncnosnp3yeT Moaens, OCHOBaHHYIO Ha
CTaBKaX YYaCTHHKOB. DTO TMO3BOJISAET 3HAYMTEIBHO CHU3UTH HHEPronoTpeOICHHE MU TOBBICUTH
MPOMYCKHYIO CITOCOOHOCTH ceTH. OnHako PoS Taxke moiBep:keH pUCKY LEHTPATU3AIHMH, TI0CKOIbKY
KpYITHBIE YYaCTHUKH, 001agaromuye OOIbIIMMU CTaBKaAMHU, MOTYT OKa3bIBaTh 3HAYUTEILHOE BIIHSIHHUE
Ha TMPOLECC MOATBEPKACHUS TpaH3akIHid. PazpaboTka ruOpUIHBIX aqrOPUTMOB, KOMOMHHPYIOLTIX
PoW u PoS, MoxxeT MoBBICUTH HaJIEKHOCTD OJOKYCHH-ceTel 3a cCu€T coxpaHneHus 6ezomacHoctu PoW
U ynyuiieHHoi mMacmrabupyemoctu PoS [2].

MeToa mapaMpoBaHus IPUMEHSETCS 171 YITyqIIeHUS IPOU3BOAUTEILHOCTH OJIOKUEHH-ceTe
nyTéM pasleNieHHsl CeTH Ha CErMEHTHI, KaXIbli M3 KOTOphIX 0OpalarbiBaeT CBOM TPAaH3AKIIUU
He3zaBucumo. [llapaupoBaHue TMO3BONSET YBEIMYMBATH IPOIMYCKHYIO CIIOCOOHOCTh CETH U
pacrpenenaTs Harpy3Ky MEXIy y3JdaMH, CHIDKas PHUCK IEperpy30K U yiydmias BpeMsi OTKIIHKA.
Onnako mapaupoBaHue TpeOyeT BHEAPEHHS OTOJHUTEIbHBIX MEXaHU3MOB KOOPAMHAIIUN MEXIY
CEerMEHTaMH, YTOOBI IPEJOTBPATUTD AyOIHPOBaHUE TPAH3AKIUN U COXPAHUTH LIETOCTHOCTD JTAHHBIX.
Hanpumep, MexmrapaoBble TpaH3akuuu TpeOyroT oco0oii 00paboTku, YTOOBI 00ecreduTh
KOPPEKTHOE MepEMENICHUE JAHHBIX MEXIY Pa3IuYHBIMU CETMEHTAMHU CEeTH [3].

CeTeBble NPOTOKOJbI BTOPOr0 YPOBHSl TaKXKe WIPAIOT BAXHYIO pOJIb B IOBBIIICHUU
HaEKHOCTH OnokueiH-ceTei. [IpoTokonsl Broporo ypoBHs, Takue Kak Lightning Network,
MO3BOJISIIOT 00pabaTkIBaTh TPAH3AKIIMKA BHE OCHOBHOM IIETIOYKU OJIOKOB, YTO CHM)KAET HArpy3Ky Ha
CeTh M YMEHBINIACT 3aJCP KKK MPHU MOATBEPKICHUH TPAaH3aKIUH. DTH pelIeHNs] 0COOCHHO MOJIE3HbI
JUIL ceTell ¢ BBICOKOW Harpy3koi, MOCKOJBbKY OHH oOecneunBaroT Oojiee OBICTPOE BBIOJHEHHE
TpaH3aKIMii 1 YMEHBIIAIOT 3aTPaThl HAa X 00paboTky [4]. OgHako paboTa TaKUX MPOTOKOIOB TpeOyeT
JOTIOJTHUTENBHBIX Mep 0€30MacHOCTH, YTOOBI IPEIOTBPATUTh MOILICHHUYECTBO U COXPAHHUTD JJaHHBIC
B I[EJIOCTHOCTH MIPU NEPEMEIEHIH MEX/Ty OCHOBHBIM U BTOPUYHBIM YPOBHSMHU.
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Kpome Toro, BasKHBIM acreKTOM HaJI&KHOCTH ONOKYEHH-CeTel SBIAETCS MX YCTOHYHMBOCTH K
pa3IMyYHBIM arakaM, TakuM Kak araka 51%, araka JBOMHOIO pacxoloBaHMs M aTaka OTKa3a B
obciyxuBanuu (DoS). B ycioBusix BBICOKON Harpy3Kd CETH CTAHOBATCSA OoJiee YSI3BUMBIMU K
arakaM, 4To TpeOyeT BHEAPEHHS JIOTOJIHUTEIBHBIX Mep 0e30MmacHOCTH. J[JIsi MOBBIICHHUS 3aIlUTHI
O70K4YeHH-ceTel UCIOJBb3YIOTCS MEXaHW3MBl aBTOMAaTHUECKOTO OOHApY)KEHHUsI aHOMAJMH, a TaKkKe
QJIITOPUTMBI 3aIIUTHI OT DOS, KOTOphIe OJIOKUPYIOT MO03PUTENIbHBIE TPAH3AKIUU U IPEAOTBPAIIAIOT
neperpysKy y3710B. COBpeMEHHBIE AITOPUTMbI KOHCEHCYCa TAK)KE€ BKIIFOUAIOT MEXAHU3MBI 3AIUTHI OT
arak 51%, KOTOpbI€ YCIOKHSIIOT BO3MOKHOCTb 3aXBaTa KOHTPOJIS Haj CEThIO [S].

Jis wmroctpanuu ucnonb3oBaHuss PoW u PoS B OnokdeifH-ceTsSX MOXKHO MPEICTaBUTh
npuMep uX paboThl C MOMOIIBIO KOJA, IEMOHCTPUPYIOIIETO 0a30BYI0 CTPYKTYpPY MOATBEPKIACHUS
TpaH3aKLHHU:

class BlockchainNetwork:

def init (self):
self.chain =[]
self.pending_transactions = []

def proof of work(self, previous_hash):

nonce = 0
while not self.valid proof(nonce, previous hash):
nonce += 1

return nonce

def valid proof(self, nonce, previous_hash):
# [Ipocras mpoBepKa JUIsl UIUTIOCTPALIUU
return (str(nonce) + previous_hash).startswith('0000")

def add transaction(self, transaction):
self.pending_transactions.append(transaction)

def confirm_transactions(self, previous hash):
proof = self.proof of work(previous hash)
block = {'transactions": self.pending_transactions, 'proof': proof}
self.chain.append(block)
self.pending_transactions = []

OTOT KO JEMOHCTpPUpYET 0a30ByI0 pealn3alldio TOATBEPXKACHUS TpaH3aKUui ¢
ucnonb3oBanueM PoW. B HEM coznarorcs OnOKM, KaXIbli M3 KOTOPBIX BKJIIOYAET TPaH3aKIUH,
MIPOBEPEHHBIE C UCTIOIB30BAaHMEM BbIUMCINTENbHOU 3a1aun (proof of work).

IIpumepsl peaJn3anuu U OLEHKH HAIEKHOCTH 0JIOKYEHH-ceTell PU BHICOKOM HArpyske

bnokueiin-cetu, Takue kak Bitcoin u Ethereum, npenocTaBisioT HarIs,IHBIE TIPUMEPHI PaOOTHI
QJITOPUTMOB KOHCEHCYCa B YCIIOBHSIX BBHICOKOW Harpy3KHd U CIOXKHBIX TpeOOBaHUH K 0€30MacHOCTH.
Cers Bitcoin, paboratomas Ha anropur™Me PoW, obGecrieunBaeT BEICOKUI YpOBEHb O€30MACHOCTH 32
CU€T 3HAUYUTENIBHBIX BBIYHUCIUTENBHBIX PECYpPCOB, HEOOXOAMMBIX JJISI TOATBEPKIACHUS TPAH3aKIIHH.
OnHako ¢ yBeTMYEHUEM KOJIMUECTBA MTOJIB30BATENICH U TPaH3aKIUN BpeMsl MTOATBEPKACHUS OJIOKOB B
cetu Bitcoin moxer Bo3pact g0 10 muHyT wMam OGombme [6]. Jns pemeHuss mpoOiembl
MacmTabupyemoctd paspaboran Lightning Network — mpoTokoa BTOpPOro YpOBHS, KOTOPBIH
1o3BoJIsIeT 00padaTbIBaTh TPaH3aKLIWK BHE OCHOBHOM IIETIOYKM OJOKOB. DTO pelIeHHE YMEHbLIAeT
Harpy3Ky Ha CeTb, yCKOpsisi 00pabOTKy M CHMXKasi CTOMMOCTb TPaH3aKLUH, YTO 0COOEHHO Ba)KHO B
YCIIOBUSAX MHUKOBBIX HArpy3o0K.

Ethereum, omHa w3 Hambonee NOMYNIAPHBIX ONOKYEHH-TIATGOPM, HM3HAYAIBHO TaKXKe
ucnonb3oBana PoW s noctmwkenns koHceHcyca. OHAKO ¢ POCTOM HOIMYJISIPHOCTH IIaT(OPMBI U
yBEeIMUEHUEM Harpy3ku paszpadorunku Ethereum cronkuymnuce ¢ nmpobiemMoit MacTabupyeMoCcTH U
BBICOKOH SHEProéMKOCTH. B OTBeT Ha 3TH BBI3OBBHI ObUIa MHUIIMMPOBAHA MOJEPHU3ALUS CETH J0
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Ethereum 2.0 ¢ nmepexonom Ha anroput™ PoS, KOTOPBIN CyIIECTBEHHO CHM)KAeT 3HEPro3arparsl U
MOBBIIIACT IPOIYCKHYIO ClIOCOOHOCTS [ 7, 8]. [Tepexox Ha PoS mo3Bonui cetn 0O6padaTeiBaTh OOJbIIIE
TpaH3aKIHMi B CEKYHIY M CHU3UTH BpeMs MonaTBepxaeHus O6iaokoB. Ethereum 2.0 Taxxke BHeOpuMI
[IapAMpOBaHKE, YTO MO3BOJISET JETUTh CETh HA CETMEHTHI IS YIIy4lIeHUs €€ MPOU3BOAUTEIEHOCTH
U YCTOMYUBOCTU B YCIIOBUSIX BBICOKOW HArpy3KHU.

Jpyrum mpumepoM sBisieTcs OnokueiH-ruiargopma Solana, kotopast Obuta paspaboTaHa c
aKIIEHTOM Ha BBICOKYIO IPOITYCKHYIO CIIOCOOHOCTh M HU3KYIO 3aJIEpKKy Ipu 00paboTKe TpaH3aKIIHi.
Solana ncrnonb3yeT yHUKaIbHBIN alrOpUTM KOHCEHCYca, ocHoBaHHBIN Ha Proof-of-History (PoH) —
MeXaHH3Me, KOTOPBIH MpeIBAPUTEIBHO YIIOPII0YMBAET COOBITUS B CETH, YTO MO3BOJISET YIyUILIUTh
s dexkTuBHOCT, 00paboTku. JlaHHBI anroputM pabotaer B koMmOuHammu ¢ Proof-of-Stake,
obecrieunBasi BBICOKYIO HAAEKHOCTh M CKOPOCTh 00paboTku TpaH3akuuid. Solana cmocoOHa
obpabareiBath 10 65 000 TpaH3aKIMA B CEKYH/TY, UTO AeaeT e€ OHOM 13 CaMbIX IPOU3BOAUTEIBHBIX
onokueitH-cereit. [IpenmymmectBo Solana 3akimrodaercs B €€ CIIOCOOHOCTH CIIPABIATHCS C BBICOKON
Harpy3Kkoil 6e3 3HaYMTEIBHOTO YBETUUEHUS 3aTpar Ha BEIYMCIUTENBHBIE pecypchl [9].

OTH IpUMEPHI MOKA3bIBAIOT, KaK pa3IMyHble OJIOKUYEHH-CETH MPUMEHSIOT YHHUKAJIbHBIE METO/IbI
U aJTOPUTMBI Ul TOBBIIICHHUS HAAE&KHOCTH M Macimrabupyemoctd. HecMoTpst Ha pa3nuuus B
MOJXO/IaX, BCE pPACCMOTPEHHbIE CETH CTPEMATCS MHHHUMHU3HUPOBATh BpEeMsl TOATBEPKIACHUS
TpaH3aKIHMi U CHU3UTH 3aTPaThl HA UX 00PaOOTKY.

3akiaouenune

B nanHO# cTarbe OBUIM PAacCMOTPEHBI pa3lIUYHBIC MOAXOAbI K OOecneueHHIo Hal&KHOCTH
O10K4elH-ceTell MpH BBICOKOM Harpyske. IIpumeps! cyliecTBYIONMX ONOKYEHH-CeTel, TaKhuX Kak
Bitcoin, Ethereum u Solana, npogeMoHCTpHpPOBaIN, YTO BHIOOP aJroOpUTMa KOHCEHCYCa M METO.
MacIITabupyeMOCTH HampsIMylO0 BIHSIOT Ha IPOU3BOIUTENBHOCTh CETH U €€ YCTOHYHMBOCTH K
neperpyskam. Hcnonbs3zoBanne PoW oOecneunBaeT BBICOKYIO 3alllUTy OT arak, HO CHHUXKAeT
3G PEKTUBHOCTH MPH BBICOKMX HAarpy3kax m3-3a 0oipiioro o0béMa BeIYMCICHUN. B cBOIO ouepensp,
PoS u rubpuaHbie MOIENN MO3BOIMIN OJOKYEHH-CETAM MOBBICUTH MAacIITaOUPyeMOCTh U CHU3HUTH
SHEPromnoTpedIeHre, YTo 0COOEHHO BaKHO B YCIOBUAX MHTEHCUBHOTO POCTA YUCIIA TPAH3AKIUI.

AJBTEepHATUBHBIC TIOAXO/IbI, TAKHE KaK IapAUPOBAHUE U CETEBBIE IIPOTOKOJIBI BTOPOTO YPOBHS,
TaK)Ke CBIFpajd BaXHYIO pOJb B ONTUMHU3aIMK paboTel ceteil. lllapaupoBanue mMO3BOIMIIO
pacrpeneuTh Harpy3Ky MeX/1y CETMEHTaMH, YAYUIIUB IIPOMYCKHYIO CIOCOOHOCTh U BpeMsI OTKJIMKA
cetu. Ilporokonsl Broporo ypoBHs, Takue kak Lightning Network, nmpenocraBuim BO3MOXHOCTh
00pabOTKM TpaH3aKUWii BHE OCHOBHOHM IIETIOYKH, 3HAYMTEIBHO CHMYKAs 3aJCPKKM U TOBBIIIAsS
y100CTBO UCIIOIB30BaHUS OIOKUEIHA B YCIOBUAX BHICOKHX TPEOOBAaHUN K CKOPOCTH.

[lepciekTHBBI pa3BUTHUS TEXHOJOTHH OJOKYCHH Jiekar B JallbHEHIIEH ONTUMHU3ALNN
JITOPUTMOB KOHCEHCYCa M YIy4IIeHUH MacTabupyeMocTH. Vcnoap30Banne THOPUIHBIX MOJEIeH
Y MHHOBAITMOHHBIX IIPOTOKOJIOB CIIOCOOHO MOBBICUTH HA/IG)KHOCTH OJIOKUEHH-ceTel, clienaB ux oonee
YCTOWYMBBIMU K BBICOKMM Harpy3kaM M aTakaM, YTO OTKPBIBAeT HOBBIE BO3MOXXHOCTH Ui HMX
pUMEHEHHS B (PMHAHCOBOM M JPYTUX OTPacisX.
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AHHOTAIUA

JlaHHas cTaThsd TOCBSIIEHA AaHATU3y ITIOBEJCHUYECKMX IIa0JOHOB TOTpedHuTenel ¢
MCTIOJIb30BAHUEM TEXHOJIOTUH 00paboTku Oonpmux AaHHbix (Big Data) u MeTo0B MammHHOTO
obyuyerus (MO). Onrcanbl alTOPUTMBI KJIACTEPHOTO aHAM3a U KiaccuuKauy, BKIodas K-means
U CIlydyallHBIN Jiec, JUId CerMEHTAallMW ayJUTOPUU M TPEICKa3aHus TMOBEJICHUS MOJb30BaTEICH.
[IpoBeneH YacCTOTHBIM aHANW3 pPACIpPECIICHUS] JAHHBIX, MO3BOJIIOUIMN BBISBUTH AHOMAIUU U
BBIOPOCHI, YTO BXKHO JIJIsl IOCTPOCHHUSI TOUYHBIX MOJENeH nmporHo3upoBanus. [lokasana 3HaYMMOCTb
pa3NUYHBIX TNPU3HAKOB B aHANW3€, TaKMX KaK YacTOTa IOCEIICHWH W BpeMs Ha CTpaHUIE.
[TonmyuyeHHbIe pe3yabTaThl MOAYEPKUBAIOT BAXKHOCTh UCIIOJIB30BAHUS COBPEMEHHBIX aHATUTHYECKUX
WHCTPYMEHTOB Ui TOBBIIMIEHUS KOHKYPEHTOCIIOCOOHOCTH U aJanTaluu OW3HEC-CTpaTerHid.
[IpencraBneHHble METOJBI MO3BOJISIOT TIy0)Ke MOHATH MOBEACHHE MOTpPeOUTENedl M yIydlINTb
NEPCOHAIM3AIMI0O MApKETUHTOBBIX TpEJIOXKEHUH. B crarbe paccMaTpuBaiOTCs MNEPCHEKTHBBI
JambHEUITNX UCCIeIOBAaHUN IS TIOBBIICHUS AP PEKTUBHOCTH aHAIIN3A.

KiroueBble ciioBa: OonblIve JaHHBbIC, NMOBEACHYECKHE IIA0MOHBI, MAalIMHHOE OOyYeHHE,
KJIACTEPHBIN aHAJIN3, YACTOTHBIN aHAJIU3.

Abstract

This article focuses on the analysis of consumer behavior patterns using Big Data technologies
and machine learning (ML) methods. It describes clustering and classification algorithms, including
K-means and Random Forest, for audience segmentation and user behavior prediction. A frequency
analysis of data distribution is conducted to identify anomalies and outliers, which is essential for
accurate forecasting models. The significance of various features in the analysis, such as visit
frequency and time spent on pages, is highlighted. The results emphasize the importance of modern
analytical tools to enhance competitiveness and adapt business strategies. The presented methods
allow for a deeper understanding of consumer behavior and improved personalization of marketing
offers. The article discusses future research directions to further improve analysis efficiency.

Keywords: big data, behavioral patterns, machine learning, clustering analysis, frequency
analysis.

Beenenue

CoBpeMeHHOE pas3BUTHE TEXHOJOTU 00paboTku Oonbmmx maHHbX (Big Data) mo3BomsieT
aHAIM3UPOBATh MOBENCHYCCKUE IMA0NIOHBI TOTPeOUTENe C BBICOKOW CTEIMEHBIO TOYHOCTH U
JeTaIu3alui. JTU JaHHBIE UTPAIOT BAXHEHUIYIO posib B (DOPMUPOBAHUU CTPATETHN MapKETHHTA U
MIEPCOHATM3UPOBAHHBIX TIPEUIOKEHUH, UTO BEIET K YBEIMUYCHUIO KOHBEPCUU U YOBIETBOPEHHOCTH
notrpebureneii. OCHOBHAS LIeTb TAHHOW CTaThbH — MUCCIIE0BATh METOMBI aHaIN3a OONBIINX JaHHBIX
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JUIL BBISBICHUS W WHTEPHpETAllMM TOBEIEHYECKHX MAaTTepHOB B cdepe MHOTpeOUTETHCKOTO
MOBEJICHUS, OLIEHHUB UX 3()(HEKTUBHOCTH M IPUMEHUMOCTh B COBPEMEHHBIX pEaIUsiX.

Hcnonb30BaHue OONBIINX JaHHBIX MO3BOJSET HE TOJIBKO (PMKCUPOBATh OTACIbHBIC IEHCTBHSA
I10JIb30BATENIEN, HO U BBISABIIATH CKPBITHIE B3aUMOCBSI3U MEXAY UX NPEANOYTEHUIMHU, UHTEPECAMU U
npuBblukamu. [Ipumenenne MetonoB MammHHOro o0ydenus (MO) B naHHON 0071acTH 3HAUUTEIEHO
YCKOPSIET MPOLIECCHl aHAJIN3a U MOBBIIIAET UX TOYHOCTh. BBenEHNE aNropuTMOB KJIacTEpU3ALUHU U
KJIaccu(UKAIMKM JTaeT BO3MOXXHOCTh CETMEHTUPOBATh AyAMTOPHUIO M TPEICKa3bIBaTh JajbHEUIINE
JeUCTBUS OTPEOUTENEH, UTO SBISETCS KIIOUEBBIM (DAaKTOPOM ycrexa JUIsi KOMIIAHHH, CTPEeMSIINXCS
YBEJIIMYUTH CBOIO KOHKYPEHTOCIOCOOHOCTD.

Tekymue uccienoBaHus MOKa3bIBAIOT, YTO BHEIPEHHE aHAIUTUYECKUX PELIEHUI HAa OCHOBE
OOJIBIIMX JaHHBIX CIIOCOOHO 3HAYUTENHHO YITYYIIUTh MOHUMaHHUE MPEAIOYTEHUH moip30Bareneii. B
9TOM CTaThe pacCMaTPUBAIOTCS OCHOBHBIE METO/Ibl AHAJIN3A IAHHBIX, UX IPUMEHEHHUE JUIsl BBISIBICHUS
NOTPEOUTENBCKUX MATTEPHOB U IPUMEPHI UCIIOJIB30BAHUS HA MIPAKTUKE.

OcHoBHas 4yacTh

AHanu3 NoBeIeHYECKUX M1a0JIOHOB TpeOyeT MCIONB30BaHUS CIOKHBIX aJrOPUTMOB, BKIIIOUYast
METOABl MAMMHHOTO 00ydeHus [1]. OmMHUM U3 TaKUX METOMOB SIBISETCS alTOPUTM KJIACTEPHOTO
aHaJIM3a, MO3BOJIAIOIIMN TPYNIIMPOBATh JAHHBIE II0JIB30BATENEH IO ONPEIECIIEHHBIM IPU3HAKAM.
Knactepusanusi npenocTaBisieT BO3MOXKHOCTb CETMEHTHUPOBATh ay[IWTOPUI0 W aHAJIW3MPOBATh
0COOEHHOCTH KaXK10# rpymnmbl. [IppMepoM Takoro moaxofa MOXET CIyXUTh anroputMm K-means,
KOTOpPBIM HAaXOAMT LEHTPbl KIACTEPOB M pACHpENesseT JaHHblE Ha OCHOBE MMHHMMAJIBHOIO
PAcCTOSIHUS 10 ATUX LIEHTPOB [2].

from sklearn.cluster import KMeans

import pandas as pd

# 3arpy3ka JaHHBIX
data = pd.read_csv('consumer_behavior.csv')

# Ilpumenenue anropur™a K-means ais kinactepuzanuu
kmeans = KMeans(n_clusters=5, random_state=42)
clusters = kmeans.fit_predict(data)

# JlobGaBneHue KiacTepoB B TaOIHUILy

data['Cluster'] = clusters

JIaHHBIN KOZ MMO3BOJISIET CErMEHTHPOBATh JaHHBIC T10 MATH KJIacTepaM, YTO IOMOTaeT BbISIBUTD
TPYIIBI TOTpeduTeNell ¢ o0ImUMHU XapakrepucTukamu. [lociie BBIMOIHEHHs KIaCTEPHOTO aHaJIN3a
pe3ysbTaThl HEOOXOJMMO BH3YaJIM3UPOBATh JJIsl UHTepIpeTanun. I paguk pacrpenesieHus KIacTepoB
IIPEJICTABIIEH HA PUCYHKE 1.
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PI/IcyHOK 1. BHByaJII/IBaLII/ISI KIIAaCTCPOB HAa OCHOBC IMMOBCACHUCCKUX TAaHHBIX
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Ha rpaduxe oroOpaskeHbI TPYIIBI MOJIB30BaTeNeH, BBICTICHHBIE ¢ MOMOIIBI0 anropurMa K-
means. Kaxxgas Touka mnpencTaBisieT HMHIUBHIYaJbHOTO IMOTpeOMTENs, a IIBET yKa3blBaeT Ha
MPUHAAIICKHOCTD K OTPENICTICHHOMY KIIACTepy.

Kpome xkmacrepuzanuy, BaXHBIM 53JEMEHTOM aHaju3a SBISETCS NPUMEHEHHE METOJI0B
KiIaccu(UKaluy, TaKUX Kak pelaromme JepeBbs W ciydaidHelid jec (Random Forest). Dtun
QJITOPUTMBI TO3BOJISIIOT MPEACKA3bIBaTh IMOBEJCHHE MOTPEOUTENeH Ha OCHOBE MX MPEIbITyLINX
neiicteuii [3]. IlpeuMymiecTBO MeTOAa CIy4allHOTO Jieca 3aKJIIOYaeTCs B €ro CHOCOOHOCTH
oOpabareiBaTh OoONbIIME OOBEMBI JaHHBIX C BBICOKOM TOYHOCTBIO M YCTOHYHMBOCTBIO K
nepeoOydeHuIo.

Vcnonb30BaHNe MOJAEIHM CIy4YailHOTO Jieca IMO3BOJSIET BBIABIATH KIIOUYEBBIE (DAKTOPBI,
BIMSIONINE Ha MPUHATHE pelieHuid noTpedburensmu. Hanpumep, aHanu3 noBeaeHHs MMOJIb30BaTeIen
B UHTEPHET-Mara3uHe MOXKET IM0Ka3aTh, YTO Hanbosee BaKHBIMU MapaMeTpaMH SBISIOTCS 4acToTa
MIOCEIIEHNH caliTa U CpeiHee BPeMsl, IPOBEEHHOE HA OTACIBHBIX CTpaHuLax [4].

from sklearn.ensemble import RandomForestClassifier

# OOydeHue MOJIeNIM Ha OCHOBE JIaHHBIX

model = RandomForestClassifier(n_estimators=100, random_state=42)
X = data.drop('Purchase’, axis=1) # Ynanenue 1eneBoii mepeMeHHOU

y = data['Purchase'] # lleneBas nepemenHas

model.fit(X, y)

# OLleHKa 3HaYMMOCTH IIPU3HAKOB

importance = model.feature importances

3HAYMMOCTb NIPU3HAKOB IOMOTAET JIy4llIE MOHATh, KAKHE NTapaMeTPhbl UTPAIOT KIIFOYEBYIO POJIb
IIPU IPUHATHH PELICHUS O MOKYIIKE.

AHAJIM3 YaCTOTHOI'O pacrnpeiesieHusi JaHHbIX

AHanu3 4acTOTHOTO PACIIPENEICHMS JaHHBIX [T03BOJISIET OLEHUTH IJIOTHOCTh U BAPUATUBHOCTD
3HaYEHUH B KaXIOM Kiactepe. JlaHHBIM MOAXOJ Ba)KEH ISl MOHUMAaHHs TOro, KaKUe JMAINa3OHBI
3HauUEHUH MpeoOIaIatoT B TaHHBIX, U MOXKET CIYKHTh OCHOBOH /17151 60Jiee eTaaIbHOro UCCIeIOBAHUS
aHomanuii u oTkioHeHu# [5]. Pacnpenenenune nannbix mo Ilpusnaky 1 u [pusnaky 2 (puc. 2)
CBHUJIETEJILCTBYET O PA3IUYMAX B IUIOTHOCTH TPYII, YTO MOXET YKa3blBaTb Ha OCOOEHHOCTHU
MIOBEJICHUS KXKJIOM TPYIIITBI MOTPEOUTENCH.

YacTtoTHoe pacnpegenenne 3HaveHunin no NpusHaky 1 YacTtoTHoe pacnpenenenune 3HayeHni no Mpuilnaky 2

m— Kracrepl 12 - Knactep 1
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Pucynok 2. YacToTHOE pacnpejeneHue no npu3Hakam
PaccMoTpeHne 4YacTOTHBIX XapaKTEPUCTUK IIOMOTaeT BBIIBUTH BO3MOXKHBIE AHOMAJIUH,
KOTOPBIE MOT'YT IOBJIMATH HA INOCIEAYIOMMKM aHanu3. Hampumep, BbICOKas INIOTHOCTb JAHHBIX B
OZHOM KJIaCTepe MOXKET yKa3blBaTh Ha CHJBHYIO KOPPEJSIHI0O MEXIY MPHU3HAKAMHU, YTO Tpedyer
JalbHEHIIEro n3yueH st Ui OLIEHKU €ro BIMSHUS Ha OOLIYIO CTPATEeTHIO aHaJHM3a JaHHbIX.
YacTOTHBIN aHaNW3 JaHHBIX MPEJOCTaBIseT LEHHYI0 HH(OpMAIMIO O pachpeneleHun
3HAUEHUH M MO3BOJISIET ITyOKe MOHATH MOBEACHHE MOJIb30Barenell. JlanHble, crpynnupoBaHHbIE MO
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KJIacTepaM, MOTYT IOKa3blBaTh Pa3IUuYUsl B AKTUBHOCTHU IOTpeOUTENEH, MX MPEANOYTECHUSIX WU
BO3MO)KHBIX aHOMAJIMAX B MoBeneHUH. Hampumep, ecnu oauH Ki1acTep IEMOHCTPUPYET BBICOKYIO
KOHIIEHTPAIMIO 3HAYE€HUI B ompenesreHHOM nuana3oHe [Ipu3Haka 1, 3T0 MOXeT O3HauaTh, YTO
M0JIH30BATENH ¢ OOIIMMHU XapaKTEPUCTUKAMHU MTPEAIIOUYUTAIOT ONPE/IeTICHHBIC TOBAPHI MIIH YCIIyTH.

AHanM3 4YacTOTHOTO pACIpeleNeHHsT TaKKe I03BOJSET BBIABUTH BBHIOPOCHI — 3HAYEHUS,
CHJIBHO OTJIMYAIOIIMECcs OT OCTaJbHBIX JaHHBIX [6]. Hannume Takux aHOMalbHBIX 3HAYEHUH MOXKET
CUTHAJIN3UPOBATh O MOTPEOUTENISAX C YHUKAJIHHBIMH MOBEACHYECKUMH XapaKTEPUCTHUKAMH MU 00
omnOkax cOopa naHHbIX. [loHMMaHUe 3TUX BHIOPOCOB BAXKHO JJIs1 (JOPMUPOBAHUS TOUHBIX MOJIEIEH
MIPOTHO3UPOBAHHUS U KOPPEKTUPOBKH CTPATETUH 00pabOTKH JaHHBIX.

Kpome Toro, 4acTOTHBII aHAaTU3 MOMOTAET BAIUAINU THIIOTE3 O TIOBEACHYECKUX MaTTepPHAX.
Hanpumep, ecnu mpeanonaragoch, 4To MOJB30BATEIM C ONPEACICHHOW XapaKTepUCTHKOM OyayT
PaBHOMEpHO paclpesiesieHbl M0 KJIacTepaM, HO aHalu3 IMOKa3all 3HaYUTEeNIbHOE OTKJIOHEHHUE, 3TO
TpeOyeT JabHEHIIero NCCIeA0BaHMS IPUYMH TAKOTO SIBICHHS.

3akiouenne

AHanu3 TOBEJEHYECKUX IIa0JIOHOB MOTpeOHTENeil Ha OCHOBE OONBIINX JaHHBIX HIPacT
BAXHYIO pOJib B pa3paboTke 3(p(heKTUBHBIX MApPKETUHTOBBIX CTPATETMH M ONTUMHU3AIMH OH3HEC-
nporieccoB. [IpuMeHeHre METO0B KJIACTEPHOTO aHAIN3a U KITacCU(HUKAIMU, TAKUX KakK anroputv K-
means U CIIydallHBIN Jiec, MO3BOJISIET CErMEHTHPOBATh ayAUTOPHIO M TPEICKA3bIBATh IMOBEICHUE
noTpeOuTeNneil ¢ BHICOKOH TOYHOCTBIO. DTO CIIOCOOCTBYET JIydllleMy MOHUMAHUIO MPEATOYTCHUN
noJIp30BaTeneil u 6osee TOUHON MepCOHATM3AINN TTPEATIOKEHUH.

JIONIOJTHUTENBHO, YACTOTHBIN aHAN3 pacHpeAeIeHNs JaHHBIX TIOMOTaeT BBISIBUTH aHOMAJIUU
BBIOPOCHI, KOTOPBIE MOTYT CYIIIECTBEHHO IMOBJIUATH HAa TOYUHOCTh MOl TporHo3upoBanus. O1eHka
3HAUMMOCTU TPU3HAKOB, TAKWX KaK YacTOTa MOCEUICHUH M BpeMs, NMPOBEACHHOE Ha CTpPaHUIIE,
MO3BOJISIET ~ COCPENOTOYMTHCS HA  KIIOYEBBIX  IAapaMeTpax, ONpENeNsioluX  IOBEJICHUE
I0JIb30BATEIICH.

BHeznpeHne KOMIUIEKCHBIX aHAJIMTHYECKHX IOAXOJ0B, PacCMaTpHUBAEMbIX B JIAHHOW CTaThe,
o0ecreynBaeT KOMIIAaHUSAM KOHKYPEHTHBIE NMPEHMYIECTBa, YIy4dllas MPOrHO3UPOBaHUE TOBEIACHUS
U aJanTauuio CTpaTeruil Moj TeKylIHe TeHICHIMH pPbhIHKA. Bymnylue ucciienoBaHus MOTYT OBITh
COCpEIOTOYECHbl Ha COBEPIICHCTBOBAHMM METONOB 00paOOTKM JaHHBIX JJIs JajdbHEUIIEro
NoBbIIIEeHUS 3()()EKTUBHOCTH aHAM3a U MPEACKa3aHus NOTPEOUTEIbCKIX MaTTePHOB.
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Abstract

The article discusses the main approaches to storing unstructured data using NoSQL databases,
including document-oriented databases (e.g., MongoDB) and key-value stores (e.g., Redis).
Examples of practical applications of both technologies are provided, along with code snippets and
explanations. The advantages of MongoDB, such as data structure flexibility and horizontal scaling,
are highlighted, as well as the benefits of Redis, including high-speed access due to in-memory data
storage and support for various data structures. Key differences between these databases and their
suitability for different use cases are analyzed. The article emphasizes the importance of choosing the
right database according to system requirements. Future research prospects involve integrating
NoSQL solutions and creating hybrid architectures to enhance data storage and processing efficiency.

Keywords: NoSQL databases, MongoDB, Redis, data storage, data optimization.

AHHOTAIHUSA

B craTthe paccMaTpuBarOTCsS OCHOBHBIE ITOJIXO/IbI K XPAHEHUIO HECTPYKTYPHUPOBAHHBIX TaHHBIX
¢ ucronp3oBaHueM NoSQL 6a3 naHHBIX, BKIIOYAs TOKYMEHTO-OPHEHTHPOBAHHBIE 0a3bl JaHHBIX
(mampumep, MongoDB) u 0a3bl JaHHBIX THIA «KIIOY-3HAYeHHE» (Hampumep, Redis). Onucanbl
MIpUMEephI IPUMEHEHUST 00€UX TEXHOJIOTHI C IPUBEICHUEM KoJla U 00BICHEHUEM 0COOCHHOCTEH UX
ucnonb3oBanus. Ilokasansl npeumymniectBa MongoDB, Bkitodas ruOKOCTh CTPYKTYPBI JaHHBIX U
TOpPU30HTAIFHOE MAacHITA0MPOBAaHUE, a TaKKe MpenMyliecTBa Redis, Takue kKak BbICOKasi CKOPOCTh
nocTyna Ojaronaps XpaHeHHIO JAaHHBIX B ONEPATUBHON MaMSTH U TOAJIEP’KKA PA3IUUHBIX CTPYKTYP
naHHbIX. OOCYXIAIOTCS KIIIOUEBBIE PA3NUUUs MEXIY 3TUMHU 0a3aMu JaHHBIX U UX MPUMEHUMOCTb
JUISL pa3MUYHBIX crieHapueB. CTaThs aKIIEHTUPYET BHUMaHKUE Ha BHIOOPE MOIXOASAIIEH 0a3bl JaHHBIX
B 3aBUCHUMOCTH OT MOTpeOHOCTEH cucTeMbl. [lepcrnekTHBBI NadbHEUIINX UCCIIEJOBAHUIN CBSI3aHbI C
uHTerpanueir NoSQL pemenuit u co3naHueM THOPUIHBIX aApXUTEKTYp JJs  IOBBILICHHUS
3G HEKTUBHOCTH XpaHEHHUS U 00paOOTKHU TaHHBIX.

KiaroueBbie caoBa: NoSQL 6a3er nmanueix, MongoDB, Redis, xpaneHue maHHBIX,
ONTUMHM3ALIMS JaHHBIX.

Introduction

The modern increase in data volumes generated by various sources, including the Internet of
Things (IoT), social networks, and industrial systems, calls for the development of effective solutions
for data storage and management. Unlike traditional relational databases, which work well with
structured data, processing and storing unstructured data require specialized technologies. One
approach that enables efficient management of such data is the use of NoSQL databases, which offer
flexibility and scalability when handling various formats and large data volumes. The aim of this

Kypnan «HpopMarimoHHbIE TEXHOJIOTUU U Oe30macHOCTh Ne3/2024 25



Hayunoe nznarensctBo «lIpodeccrnoHanbHblil BECTHUK»

article is to explore optimal approaches for storing unstructured data using NoSQL technologies and
to determine how they can contribute to improving the performance and reliability of systems.

NoSQL databases encompass a diverse range of technologies, including document-oriented,
graph-based, and wide-column databases. These systems provide flexible data management and
adaptation to changing business requirements. One of their key features is horizontal scaling, which
makes them particularly useful for processing large volumes of data generated by modern applications
and services.

Current research and practical use of NoSQL solutions demonstrate their ability to address
challenges in handling unstructured data, such as text files, multimedia elements, and other formats.
This article examines the main architectural approaches for optimizing data storage using NoSQL
technologies, including their advantages and limitations compared to relational systems.

Main part

One popular approach to storing unstructured data is the use of document-oriented databases
such as MongoDB. These databases store data in JSON-like documents, which allows for flexible
data management [1]. The example below demonstrates the creation of a collection and the addition
of a document to a database using Python.

from pymongo import MongoClient

# Connect to the local MongoDB database
client = MongoClient('mongodb://localhost:27017/")

# Create a database
db = client['example database']

# Create a collection
collection = db['example collection']

# Add a document to the collection
document = {

"user_id": 1,
"name": "Ivan Ivanov",
"age": 29,

nn nn

"preferences": ["movies", "music", "sports"]

}

# Insert the document
collection.insert_one(document)

print("Document successfully added to the collection.")

In this code, the pymongo module is used to interact with the MongoDB database. The code
includes connecting to the database, creating a new collection, and adding a document with
unstructured information. The advantage of this approach is the ability to dynamically change the
data structure without compromising system integrity, which is especially useful when dealing with
diverse information [2].

The use of document-oriented databases allows for optimized storage by supporting
hierarchical and semi-structured data. This approach facilitates the management of data with diverse
structures and allows systems to adapt to changing business requirements without needing to modify
the entire database [3].

Another example of an effective approach to storing unstructured data is the use of key-value
databases like Redis. This database is known for its high performance and ease of use, making it
suitable for storing frequently requested data or data requiring quick access. The example below
demonstrates how to work with Redis using Python.
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import redis

# Connect to the local Redis server
client = redis.StrictRedis(host="localhost', port=6379, db=0)

# Add data to Redis
client.set('user:1', '

Hsportsﬂ]}l)

"

"name": "Ivan Ivanov", "age": 29, "preferences": ["movies", "music",

# Retrieve data from Redis
data = client.get('user:1")

# Decode the data

print("Retrieved data:", data.decode('utf-8'))

In this code, a connection is established with a local Redis server, and data is stored in JSON
string format. The set method is used for data entry, where the key is user:1, and the value is a JSON
string. The get method retrieves the data, which is then decoded for display.

Redis is ideal for caching, session management, and temporary data storage that requires quick
access. Unlike document-oriented databases, Redis does not offer complex data structures but
compensates for this with high operation speed and support for various structures like lists and sets
[4].

Advantages and disadvantages of MongoDB

One of the main advantages of MongoDB is the flexibility of its data structure. This database
allows for storing data in JSON-like documents, enabling the storage of unstructured information
without a strict predefined schema. This approach simplifies data integration and management,
especially when the structure requirements frequently change. Another key advantage of MongoDB
is its support for horizontal scaling. The system enables sharding, which distributes data across
multiple servers, allowing for efficient processing of large data volumes. MongoDB's high read and
write performance, aided by indexing and optimization mechanisms, positively impacts data access
speed [5].

However, MongoDB has its drawbacks. The absence of a strict data schema can lead to data
inconsistencies, particularly in systems with highly complex relationships. This can complicate data
management and analysis. Additionally, despite high performance with scaling, MongoDB may
require significant resources to maintain performance when handling very large data volumes and
complex queries. Effective use of MongoDB capabilities requires specific knowledge and skills for
configuration and administration, which may involve additional time and training [6].

Comparison of MongoDB and Redis

MongoDB and Redis are two popular NoSQL databases, each with its strengths and
weaknesses, making them suitable for different use cases. MongoDB is a document-oriented database
that supports storing data in JSON-like documents. The main advantage of MongoDB is its flexible
data structure, which allows unstructured information to be stored and managed without a strict
schema [7]. This makes MongoDB an excellent choice for applications where data changes frequently
or has a complex hierarchical structure. It also supports horizontal scaling and ensures high
performance for read and write operations with the use of indexes.

Redis, on the other hand, is a key-value database known for its extremely high performance due
to storing data in memory. This makes Redis ideal for tasks requiring ultra-fast data access, such as
caching, session management, message queues, and temporary data. It supports various data
structures, including strings, lists, sets, and hashes, which expand its data storage capabilities.
However, Redis is less convenient for working with complex hierarchical information compared to
MongoDB [8].

The main difference between MongoDB and Redis lies in their approaches to data storage.
MongoDB handles larger data volumes better, where data must be persistently stored on disk, while

Kypnan «HpopMarimoHHbIE TEXHOJIOTUU U Oe30macHOCTh Ne3/2024 27



Hayunoe nznarensctBo «lIpodeccrnoHanbHblil BECTHUK»

Redis, due to its in-memory architecture, is faster and more efficient in processing operations but
requires additional mechanisms for long-term data storage. Additionally, MongoDB can process more
complex queries thanks to its built-in indexing and advanced querying capabilities, whereas Redis is
best suited for simple operations with instant response.

Redis has several advantages over MongoDB, particularly when it comes to tasks involving
high performance and fast data access. First, the primary advantage of Redis is that it stores data in
memory, which ensures extremely fast data access compared to systems using disk storage, including
MongoDB [9]. This makes Redis an ideal choice for scenarios where minimal latency is crucial, such
as data caching, session management, and message queue processing.

Another significant advantage of Redis is its support for various data types, including strings,
lists, sets, and hashes, which allows for efficient handling of different use cases with minimal latency.
Due to its architecture, Redis also supports atomic operations, making it suitable for applications
where data integrity must be guaranteed during complex operations.

Redis is also known for its simplicity in installation and use. It has an intuitive command-line
interface and relatively simple architecture, which facilitates deployment and management.
Additionally, Redis can be used as a cache with an automatic data expiration feature (TTL), enabling
convenient management of temporary data and ensuring memory is freed as needed [10, 11].

Thus, if the main priority is fast data access and support for simple data structures, Redis offers
significant advantages over MongoDB. It is better suited for tasks that require immediate response
and where data may not need long-term storage, while MongoDB is more applicable for long-term
storage and managing complex data structures.

Conclusion

Optimizing unstructured data storage using NoSQL databases provides new opportunities for
enhancing system performance and flexibility. The examples of MongoDB and Redis illustrate how
choosing the right database depends on the tasks and data processing speed requirements. MongoDB
is suitable for storing data with a changing structure and processing large volumes of information
requiring long-term storage. In contrast, Redis, due to its in-memory data storage, ensures instant
access, making it ideal for caching and temporary data storage.

The main differences between these systems lie in their data processing approaches: MongoDB
offers storage and management of complex hierarchical information, while Redis focuses on high-
speed operations and support for simple data structures. This allows system developers and architects
to choose the most appropriate solutions based on the specific needs of their applications.

Future research in this field may focus on integrating various NoSQL databases to create hybrid
solutions that combine the strengths of different systems. This will enable even greater efficiency and
better system adaptation to growing data volumes and processing requirements.
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AHHOTAIHSA

B nanHOl crartbe paccMaTpuBaIOTCS METOJAbI U TE€XHOJOTHUM, HANpPABICHHbIE HA CHUXKCHUE
sHepromoTpeOnenus B ycTpoiictBax Matepnera Bemeid (IoT). Ommcanbl  mpumepsl
sHeprocOeperaonMx MPOTOKOIOB cBsi3u, Takux kak BLE, Zigbee um LoRaWAN, ¢
XapaKTEPUCTUKAMU M OCHOBHBIMH MPUMEHEHUSIMHU. AHAJIU3UPYETCS HCIOIb30BAHUE PEKUMOB
MTOHIKEHHOTO YHEPronoTpedIeHUsT MUKPOKOHTPOJUIEPOB U MIPOrPAMMHBIX METOJIOB ONMTUMHU3AINH
JUTS COKpateHus 23Heprozarpat. Ocodoe BHUMaHKE YACIECHO aJalTHBHBIM aITOPUTMaM YIIPaBICHUS
Y4acTOTOM MpoLeccopa U COOBITUIHO-OPUEHTHPOBAHHOM apXUTEKTYpPE, O3BOJISIIOIIUM YCTPOicTBaM
3¢ (}HEeKTHBHO HCIONB30BaTh pecypchl. [IpeacTaBiieHbl pEeKOMEHAANWUA IO BBIOOPY METOAOB IS
paznuyHbiX TUIOB [0T-ycTpoiicTB B 3aBUCMMOCTH OT MX 3aja4. CTaThsi MOJYEPKUBAET 3HAYUMOCTh
KOMIUIEKCHOTO TMOJAX0Jla K TMOBBIIIEHUIO JHEProdh(HEKTHBHOCTH U OMpENeseT HalpaBICHUS
JNanbHEHIINX UCCIeAOBaHUM, HAPABIICHHBIX HA YIYULIEHUE CYIIECTBYIOIIMX TEXHOIOTUM.

Kirouesrble cioBa: 10T, sneprocOepexeHue, MpoTOKOJIBI CBA3U, IPOTPaMMHAsi ONTUMHU3AINS,
MUKPOKOHTPOJIIIEPHI.

Abstract

This article examines methods and technologies aimed at reducing energy consumption in
Internet of Things (IoT) devices. Examples of energy-efficient communication protocols such as
BLE, Zigbee, and LoRaWAN are described, along with their characteristics and primary applications.
The use of low-power modes for microcontrollers and software optimization techniques to reduce
energy expenditure is analyzed. Special attention is given to adaptive frequency management
algorithms and event-driven architectures, enabling devices to use resources -efficiently.
Recommendations are provided for selecting methods suitable for various IoT devices based on their
specific tasks. The article emphasizes the importance of a comprehensive approach to improving
energy efficiency and identifies future research directions for enhancing current technologies.

Keywords: IoT, energy saving, communication protocols, software optimization,
microcontrollers.

Brenenue

B nocnennue ronel TexHonorun Murtepnera Bemieit (Internet of Things, [oT) pa3BuBarorcs
OBICTpBIMU TEMIIAMM, HAXO[sd MPHUMEHEHHE B pPa3lIMYHBIX O0JacTAX, BKJIOYas yMHBIE JIOMa,
MPOMBIIIIJICHHYI0 aBTOMAaTHU3aLMI0 M CHCTEMBl YIPABICHHUS TOPOICKUM XO03s1icTBOM. OCHOBHBIM
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BBI30BOM IIpH TpoeKkTHpoBaHuM loT-ycTpolcTB siBisercss s3HeproapekTuBHOCTh, TaK KaK MHOTHE
yCTPOHCTBa pabOTalOT Ha AaBTOHOMHBIX HMCTOYHHMKAX MUTAHUA C OrPAaHUYEHHOH EMKOCTBIO.
Ontumu3zanus norpednenus sueprun B loT-ycTpolicTBax KpUTHUECKH BajkHA JUIS 00ECIIeYeHUsT UX
cTaOMIIbHOM pabOTHI U MPOJTICHNS] BPEMEHH aBTOHOMHOTO (DYyHKITMOHUpOBaHus. L{enb naHHo# cTarbu
— paccMOTpeTh METOIbI U TEXHOJIOTHH, TIO3BOJISIONINE CHU)KATh SHEPronoTpedlieHHe B yCTpOcTBaxX
0T, 1 oIeHUTH UX IPUMEHUMOCTD U 3(H(HEKTUBHOCTE.

OHeprorgpekTuBHOCTH [0T-yCTpOiiCTB HANPSAMYIO CBSI3aHA C APXUTEKTYPOIl U 0COOCHHOCTAMU
X KOMIIOHEHTOB, BKJIIOYas MHKPOKOHTPOJUIEPHI, MOAYJIH OECIpPOBOAHOM CBS3M U JATUYUKH.
CoBpeMeHHBIE TOIXOABI K CHUKEHHUIO SHEPronoTpeOIeH s BKIIIOYAIOT ONTUMH3AIIMIO allllapaTHBIX U
IpOTpaMMHBIX perieHuid. Pa3paboTka sHeprosh(HheKTUBHBIX AITOPUTMOB YIIPABICHUS H IPUMEHEHUS
TEXHOJIOTHI 3HEprocOepekeHUs] UrPpaeT KIIOYEBYIO POJIb B IMOBBIMICHUH OOIIEH 3(PPEeKTUBHOCTH
ycrpoiictB. Ha done pacryiero urcna NOAKIIOUEHHBIX YCTPOMCTB BAXKHOCTh 3TUX METOIOB TOJILKO
BO3pacTaer.

B crarbe aHanM3MpYIOTCS OCHOBHBIE CTPATETMH CHUXKEHUS SHEPrONOTpeOsICHHs, TaKue Kak
UCTIOJIb30BAaHUE HHEProcOEperaromux pekuMOB  paboThl, MPOTOKOJIOB CBSI3M € HU3KUM
SHEPronoTpedICHUEM U TMPOrPAaMMHBIX METOJOB ONTHUMM3alMU paboTel mporeccopoB. Ocoboe
BHUMAaHHUE YJIEJISIETCsl CPAaBHUTEIBLHOMY aHAU3y UX A3PPEKTUBHOCTH U IPUMEHEHHUIO Ha MPAKTUKE.

OcHoBHas 4yacTh

DHeprocOeperaronie NPOTOKOJIBI  CBA3M  HUTPAlOT  KIIIOUEBYIO pPOJIb B CHIDKCHHUHU
sHepronorpednenus loT-ycTpoiicTB, MOCKOIBKY OecpoBOAHAS Tepeaada JAHHBIX YacTO SIBISETCS
OJTHUM U3 CaMBbIX pECYpCOEMKUX IpoueccoB. OgHUM U3 TaKuX IPOTOKOJIOB siBisieTcs: Bluetooth Low
Energy (BLE), xotopbiii Obul pa3paboTaH CHEIMAIBHO Il OOECHeYeHUS MHHHMAIBLHOTO
SHEPronOTPEONICHHUS MIPU COXPAHEHUHU JTOCTATOYHON CKopocTH nepenayn naHHbX. BLE ncnonssyer
aJlanTHBHbIC MHTEPBAJbl Nepefaynd U (GYHKUUU MOHMKEHHON aKTMBHOCTH, MO3BOJISS YCTPOHCTBaM
MIEPEXOJNTD B CIIIUNA PEKUM B TIEPUOABI O€3eCTBUS, UTO 3HAYUTEIBHO CHUKAET YHEPTo3aTparhl.
DTOT NPOTOKOJ 0COOCHHO MOMYJISIPEH B HOCUMBIX YCTPOMCTBAX U IaTUMKaX Il YMHBIX TOMOB [ 1].

Eme omuuMm npumepom  sBusercs  Zigbee, KOTOpblii  MOAAEP)KUBAET  CO3/aHUE
sHeprocoOeperaroIux ceTeil ¢ HU3KOH CKOPOCThIO Mepeaun JaHHbIX. Zigbee NCIOoNb3yeT MEXaHU3M
nepeaayd Ha OCHOBE IAKETOB ¢ MUHUMAIBHON 3aJIepKKOM M BO3ZMOXHOCTBIO TMOKOTO Tepexosa B
peXUMBI CHa. [laHHAs TEXHOJIOTHS YacTO NPUMEHSETCS B YCTPONCTBaX aBTOMATH3allUU 31aHUU U
CUCTEMAaxX MHTEJUIEKTYaJIbHOT'O OCBEILEHUS, T/I€ BayKHA BBICOKAs Ha/I€KHOCTH MEpENAaYM JaHHBIX NpU
HU3KOM SHEPronoTpedneHuu [2].

ITporokon LoRaWAN (Long Range Wide Area Network) Taxke 3acimyxuBaeT BHUMaHHSA
Omaromapst CBOeH CIIOCOOHOCTH OOECIeUYMBaTh IIMPOKYIO 30HY MOKPBITUS C MHHUMAJIbHBIMU
3atpatamu SHepruud. OH TO3BOJSIET NepeAaBaTh JaHHbIE Ha OOJIBIIME PACCTOSHHUS C HU3KOU
CKOPOCTBIO, 4YTO OCOOEHHO TMONIe3HO s yhaneHHbIX  loT-ycTpoHcTB, Takux — Kak
CEJIbCKOXO3SIIICTBEHHbIE JaTYMKW M CHCTEMBl MOHMTOPHMHIa OKpyxatomed cpeasl. LoRaWAN
UCTIONB3YeT TEXHOJOTMM MOIYISUM C  PACHIMPEHHBIM  CIEKTPOM, YTO  CIIOCOOCTBYET
sHeprod3(dexkTuBHON nepenaye AaHHBIX M MPOUICHUIO BPEMEHH aBTOHOMHOW paboThl yCTpoMCTBa
[3].

JIpyruM Ba)KHBIM TOAXOIOM K CHMKEHHUIO 3Hepromnorpebdienus B loT-ycTpoiicTBax sBisercs
UCTIOJIb30BaHUE PEXKMMOB MOHMKEHHOTO JSHEPronoTpedIeHuss MHUKpPOKOHTpOJUIEpoB. MHorue
COBPEMEHHBIE MHUKPOKOHTPOJIJIEPHl OCHAIIEHBI (YHKLIUSAMHU YIPABICHHUS SHEProONOTpeOICHHUEM,
KOTOPBIE MO3BOJISIIOT MEPEKITIOYAThCS MEXY Pa3IHYHBIMU PEKUMaMH pabOTHl B 3aBUCHMOCTH OT
Harpysku. Hanpumep, MUKpOKOHTPOJIIIEPH! MOTYT NIEPEXOAUTD B PEKUMBI CHA WIIM OKUJAHMsI, KOTa
YCTPOWCTBO HE aKTHUBHO, a IPU HEOOXOIUMOCTH OBICTPOTO BBHIIIOJIHEHUS ONEpaluii BO3BpAIAThCs B
aKTHBHBIN pEXHUM. DTO TO3BOJISAET 3HAYUTEIHHO SKOHOMHUTH 3apsia Oaraped, yBEIUYHBas CPOK
CITy>KOBI YCTPOHCTBA.

IIpuMepoM HCIONB30BaHUS 3TUX BO3MOKHOCTEH CIIy’KaT MUKPOKOHTPOJLIEPHI € MOMAEPIKKON
pexxuma Deep Sleep, KOTOpBIit OTKITIOYAET OONBIIMHCTBO MEpU(EPUHHBIX YCTPOUCTB U YMEHBIIACT
norpellieHHue 0 MHHUMAJIBHOTO ypOBHA. JlaHHBIE METOABI OCOOCHHO IOJIE3HBI B YCTPOMCTBAX C
JaTYNKaMHu, KOTOpble coOMparoT MH(OPMALMIO C ONPEACTICHHOW NepHonM4YHOCThIo. Hampumep,
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crucTeMa MOHMTOPHHTA TeMIEepaTypbl MOXKET OCTAaBaThCs B PEXKHMME CHA OOJIBIIYIO YacTh BPEMEHH,
AKTUBUPYSCH TOJIBKO JUUISl BBITTOJIHEHUSI U3MEPEHUHN U TIEpeaady JaHHBIX.

[IporpaMMHass  onTUMH3alMs — TakKEe  WIpaeT  BaXHYKO  poJib B IOBBIIIEHUU
sHeproaddexruBnoctn loT-ycrpoiictB. Pa3paboTka aiaropurMoB, KOTOpPbIE MHUHUMH3HPYIOT
MCTIOJIb30BaHKE MPOIIECCOPa M YMEHBIIIAIOT KOJIMYECTBO BHIUMCIUTENBHBIX OTEpalHii, ClIOCOOCTBYET
CHIDKEHUIO sHepro3arpar. IIpuMepoM MOXKET CIyXUTh HMCIIOJIB30BAaHUE AJAlTUBHBIX aJITOPUTMOB,
KOTOpBIE IO3BOJISIIOT YCTPOMCTBY H3MEHSTHh YacTOTy OOHOBIICHHH JAaHHBIX B 3aBUCHMOCTH OT
M3MEHEHUH B OKpY>KaloLIel cpenie. ITo CHIKAeT Harpy3Ky Ha IpoLeccop U yMEHbIIAaeT NoTpebieHe
sHepruu [4].

IIpuMepsI NPpOrpaMMHOI ONTHUMHU3ALMHU

[IporpammHas onTUMH3aNKA B KOHTEKCTE dHEprodpdekTuBHOCTH [0T-yCTpoilcTB BKIIOUaET
pa3iauyYHbIE METOJbl, HAIIPABICHHBIE HA CHIKEHHE HArpy3kd Ha IIPOLECCOpP M MHUHHUMU3ALHIO
sHepronorpediaeHus. OAHUM U3 TaKUX METOJIOB SIBIISETCS MCHOJIb30BAHHE COOBLITHITHO-
OPHEHTHPOBAHHON APXWTEKTYPbI, INpU KOTOPOM IpoLECcCOp AaKTUBUPYETCS TOJBKO IpHU
BO3HHKHOBEHUH COOBITHH, TpeOyromux o0padboTku. Hanmpumep, BMeCcTO MepruoMuecKuX MPOBEPOK
COCTOSIHMSI [1aT4YMKA HCIOJB3YyEeTCSl MEXAHM3M IIPEPHIBAHUM, KOTOPBIA IO3BOJSET YCTPONCTBY
0CTaBaThCA B PEKHUME CHA U MPOCHIATHCS TOJIBKO MO MEpe HEOOXOJMMOCTH.

Eme omHuM npumepoM IpOrpaMMHOM ONTMMU3ALUU SBISETCS ajalTHBHOE YNpaBJIeHHe
4acToTOH mpoueccopa. OTa TEXHUKA IPEIoIaraeT JMHaAMUYECKOe U3MEHEHUE TaKTOBOM YaCTOTHI
MUKPOKOHTPOJJIEPA B 3aBUCHMOCTH OT TEKYIIMX BBIYMCIUTENBHBIX 3ajad. [Ipum HHM3KON Harpyske
94acToTa MPOoILecCcopa YMEHBIIAETCS, YTO IMO3BOJISIET 3HAYUTEIBHO COKPATUTh dHEpronoTpedneHue. B
OTIEPALIMOHHBIX CHCTEMax peaibHOro BpeMeHu Aiisi [oT yacTo mpuMeHsIoTCcst BCTpOeHHBIE (DYHKIIUN
yIOpaBI€HHUs] 4acTOTOM Ipoleccopa, 4TO IO3BOJSET aBTOMAaTHMYECKH pETYIMpOBaTb MOLIHOCTH
ycTpoiicTsa [5].

OnTumu3zanusi  HMCHOJNB30BAaHMA ~ NAMATH M PECcypcoB  TaKkKe  BaxHa UL
sHeprocoepexkenus. CokpalleHue  omepauuii  BBOJA-BbIBOJA IOMOTaeT  MHHHUMHU3HPOBATh
B3auMoJeiicTBUe ¢ TepuepuidHbIMU yCTPOWCTBAMM M TEM CaMbIM CHH)KAeT HHEPro3arparsl.
Hanmpumep, B mnpuioxkeHusx, rae TpeOyeTcss Ieperada JJaHHBIX [0 CETH, IeecooOpa3Ho
IpyNNUpOBaTh JAaHHBIE U OTIPABIATh UX AKETAMH BMECTO YaCThIX OJMHOYHBIX COOOIIEHUH.

Hcnonb3oBanue 3Heprod@@eKTuBHBIX  AJITOPUTMOB  00pa0OTKM  JAHHBIX TAKXKE
CIOCOOCTBYEeT CHIDKEHMIO »Hepromorpednenus. IIpocreiimmii mpumep — 53T0 HpUMEHEHHE
QJITOPUTMOB KOMIIPECCUU JITAaHHBIX MEepe UX Nepefadeii mo CeTH, YTO MO3BOJISET COKPATUTh 00beM
nepeaaBaeMoil HHPOPMAIUH U, KaK CIEICTBUE, YMEHBIINTh SHEPro3aTpaTsl Ha nepeaaqy [6].

Hwxke mnpencrasnena tabmuma | ¢ XapakTEpUCTHKAMM MOMYISPHBIX YHEProcOeperaromumx
potokonoB ais loT-ycrpoiicts.

Tabmuna 1
XapaKTepUCTUKU SHEProcOeperaonx NpoToKoaoB cBs3u it loT-ycTpoiicTB
IIporoxosa | MakcumanbHas | [lanbHOCTH | JHepronorpediaeHue OcHoBHBIE
CKOPOCTH nepeaayu NPUMEHeHHU
nepeaayu
JAHHBIX
BLE Jlo 2 Mowut/c o 100 | Huzkoe Hocumele ycTpoiicTsa,
(Bluetooth METPOB YMHBIE JOMa
Low
Energy)
Zigbee Jlo 250 Kout/c | o 100 | Huzkoe ABTOMaTH3anus
METPOB 31aHUH, CHUCTEMBI
OCBEILIEHUS
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LoRaWAN | lo 50 Kout/c Jo  15-20|Ouyenp HH3KOE CenbCKOX03MCTBEHHbBIE
KM JaTYUKH, MOHHUTOPHUHT
OKPY’KAKOLIEH Cpeabl

Wi-Fi Jlo 347 Mout/c |o 1 kxm Cpennee [TpompblnieHHbIE
HaLow CUCTEMBI, JHaT4YUMKH C
OOJIBIINM 00BeMOM
JAHHBIX
Tabnwua, MpUBEICHHAS BBIIIIC, JEMOHCTPUPYET  KJIIOUEBBIE  XapaKTEPUCTUKH

sHeprocOeperaromux IMPOTOKOJIOB CBA3HM, MpuMeHseMbix B loT-ycTpoiictBax. CpaBHeHHe
[IapaMeTpoB, TAKUX KaK CKOPOCTb I€pelauyd JaHHbIX, JaJIbHOCTh JEHCTBUSI M YPOBEHb
SHEPronoTpedIeHus, MO3BOJISET BBHIOpaTh HauOojee MOAXOASIINN MPOTOKON Ui KOHKPETHOTO
npumenenus. Hanpumep, BLE u Zigbee oGecnieunBaroT HU3K0€ 3HEPronorpediieHue 1 MpUMEHSIOTCS
B YCTPOMNCTBaX C OrPaHUYEHHBIM PaJNyCOM JIEHCTBUS, TAKUX KaK JaTYMKU U HOCHUMBIE YCTPOICTBA.
B 10 )¢ Bpems LoRaWAN Bbizensercss cBoeil CIIOCOOHOCTBIO IepeaBaTh JaHHbIE Ha OOJbIINe
paccTossHUs C MHUHUMAJbHBIMU 3aTpaTaMU D3HEPIMM, 4YTO JI€JaeT €ro WACaJbHbIM JUId
pacrnipenenieHHbIX cucteM MoHuTopunra. Wi-Fi Halow, o0nanasi BBICOKOM CKOPOCTBIO Tepenay,
MOAXOAUT JJIs IPUIIOKEHUH C YBETMUCHHBIM 00bEMOM JJAHHBIX, TAKUX KaK IIPOMBIIIUICHHBIE JaTYUKH,
Tpebyromue 6ojee MUPOKOTO OXBaTa U MPOU3BOAUTEIHLHOCTH [7].

3akiouenune

CHuxenue 3Hepronorpetnenus B ycrpoiictBax [oT sBinsieTcss o1HOM U3 KIIIOYEBBIX 3a]au NPU
MPOEKTUPOBAHUU COBPEMEHHBIX CHCTEM, OOECIIEUMBAIOLIMNX ABTOHOMHOCTh M HAJIEKHOCTh HX
paboTel. PaccMOTpeHHBIE METOABI, BKIIOYAs HCIIOIb30BAHHE JHEProcOeperarouux MpPOTOKOIOB
CBSI3M, OINTHUMH3AIMIO TPOTPaMMHOrO oOecneyeHus | YIpaBJICHHE HSHEPronoTpedIeHuEM
MUKPOKOHTPOJIJIEPOB, JEMOHCTPUPYIOT  BBICOKYIO 3G PEKTUBHOCTD B MOBBILLIEHUHU
sHeprodddexkruBHOCTH yeTpoiicTB. [Ipumepsl mpotokonoB BLE, Zigbee u LoRaWAN mokassiBaror,
YTO BHIOOp MOAXOSIIETO PEUICHUs 3aBUCUT OT TPeOOBAaHUH K JaIbHOCTH Nepeiadd, CKOPOCTH U
YPOBHS DHEPTONOTPEOICHMS.

Ontumuzaiust paboOThl MHUKPOKOHTPOJIEPOB M IMPOTPAaMMHOE YIIpaBlICHHE pecypcaMu
YCTPOWCTBA MO3BOJIAET 3HAYUTEIBHO CHU3UTH NOTpedieHne sHepruu. Mcmnonb3oBanue coOBITHITHO-
OPUEHTUPOBAHHOMW ApXMUTEKTYypbl M aJalNTHUBHOIO YIPABJIEHUS YacTOTOM Ipolieccopa IOMOIaeT
MOJICP>KUBATh OalaHC MEXY NMPOU3BOIUTENFHOCTBIO U 3HEPro3aTpaTaMu. IT0 0COOEHHO BaXKHO B
cucTeMax, riue Tpedyercs JUIMTeIbHOe aBTOHOMHOE (DYHKIIMOHUPOBAaHHE.

[lepcrieKTHBBI JaNbHEHIINX HMCCIENOBAHUNA MOTYT BKJIIOYaTh pa3pabOTKy THOPUIHBIX
pelieHuii, KOMOMHUPYIOMIKUX MPEUMYIIECTBA PA3TUYHBIX METOJOB M TEXHOJOTHH. DTO MO3BOJIUT
co3narh OoJee CIOKHBIE M HHEProd(h(HEeKTUBHBIE CHCTEMBI, KOTOPBIE CMOTYT OTBEYaTh PACTYIIUM
TpeOOBaHUSAM COBPEMEHHBIX NMpHIOKEeHNH MHTepHEeTa Belei.
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CTPATETUU MOAYJIBHOTO TECTUPOBAHMUS JIUISI COCTABHBIX
MNPUJIOKEHUN
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MODULAR TESTING STRATEGIES FOR COMPOSITE APPLICATIONS

Kasatkin V.
bachelor’s degree, Samara National Research University named
after academician S.P. Korolev (Samara, Russia)

AHHOTAIUSA

B cratee paccMaTpuBAarOTCS CTpaTErMd MOAYJIBHOTO TECTHPOBAHUS, HCIONIB3yEeMbIE s
MIPOBEPKH COCTABHBIX MpHIOXKEHUH. Onucanbl HHCTpYMeHThI, Takue kak JUnit, PyTest, NUnit, Jest
1 Mocha, kaxaplii U3 KOTOphIX 00JalaeT CBOMMH OCOOCHHOCTSMHU M TpeumyinectBamu. Ocoboe
BHUMaHUE yjelieHo MHCTpyMeHTy Mocha, KOTopsIii ucmonb3yercs Ais TecTupoBaHusi JavaScript-
MPWIOKEHUN, BKIIOYas AaCHHXPOHHBIC onepanud. [IpuBeeHBl MPaKTUYECKHE MPUMEPHI
ucnonb3oBanuss Mocha ans tectupoBanus monyneit u APl ¢ mommep)kkoit OuOIMOTEK, TakUX
Kak supertest. PaccMOTpeHBI MOAXOABI K HAMHMCAHUIO TECTOB C HCIIOJIB30BAHUEM acCepPTOB H
(YHKITMOHATBHBIX METOJIOB, YTO MTOMOTAeT aBTOMATU3UPOBATH MPOIECC TECTUPOBAHMS U TIOBBICUTH
kKauecTBO Kojaa. CTarbs MOJYEPKUBAET 3HAYMMOCTh MOJYJIHLHOTO TECTHPOBAHHS B COBPEMEHHBIX
MPOEKTax U HeOOXOUMOCTh BBIOOpA MOAXOISAIINX HHCTPYMEHTOB I 00eCTICUeHUsI CTA0MIbHOCTH
Y HAJIC)KHOCTH MPHUIIOKEHHM.

KiaroueBbie ciaoBa: MomaynbHOE TecTHpoBaHwe, Mocha, cocTaBHbBIE MPUIOKECHHUS,
aBTOMATH3AIHs TECTUPOBAHUS, MHCTPYMEHTHI TECTUPOBAHUS.

Abstract

The article discusses strategies for unit testing used to validate composite applications. It
describes tools such as JUnit, PyTest, NUnit, Jest, and Mocha, each with unique features and benefits.
Special attention is given to Mocha, a tool for testing JavaScript applications, including asynchronous
operations. Practical examples of using Mocha for testing modules and APIs with support for libraries
such as supertest are provided. Approaches to writing tests using assertions and functional methods
are reviewed, highlighting how to automate the testing process and improve code quality. The article
emphasizes the importance of unit testing in modern projects and the need for selecting appropriate
tools to ensure application stability and reliability.

Keywords: unit testing, Mocha, composite applications, test automation, testing tools.

BBenenue

B YCHOBI/IHX COBpeMeHHOFO HpOFpaMMHOFO 06€CHCLIGHI/ISI, A€ CJI0XKHBIC HpI/IHO)KeHI/I}I COCTOAT
U3 MHOXCCTBAa KOMIIOHCHTOB, MOILyJIBHOC TGCTI/IpOBaHI/Ie CTAHOBUTCA KpI/ITI/I‘IeCKI/I BAaXHBIM 3TaliOM
nporecca pazpaboTku. MoaylnbHOE TECTHPOBAaHHE HAMPABICHO HA MPOBEPKY OTACIBHBIX YacTeu
MIPOTPaAaMMHOTO KOJIa, YTOOBI rapaHTHPOBATh MX IMPABHIBHYIO pabOTy A0 HMHTETpalud B OOLIYIO
cucTeMy. DTO MO3BOJISICT MUHUMHU3HPOBATh KOJUYECTBO OIIMOOK, KOTOPhIE MOTYT BOHUKHYTH IpU
COBMGCTHOfI pa60Te KOMIIOHCHTOB. LIGJII: ,Z[aHHOfI CTaTbn — HCCJICOOBATH CTpaTeFI/II/I MO,Z[YHLHOFO
TeCTI/IpOBaHI/ISI, HpI/IMeHSICMBIe K COCTaBHBIM HpI/IJIO)KeHI/IﬂM, U OILICHUTH UX B(I)q)eKTI/IBHOCTB "
MIPUMEHUMOCTb.
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MonynapHOE TECTHpPOBAaHHE MMEeT 3HAYMTEJbHBIC TNPEUMYIIECTBA, BKJIIOYas paHHee
oOHapy»XeHHe oUIMOOK, CHI)KEHHUE 3aTpaT Ha UCTpaBiIeHue 1e(heKTOB U o0ecredeHrne CTabMIbHOCTH
Kofa. B coCTaBHBIX MPUIOKEHUSX, TJ€ B3aUMOJCHCTBHE MEXIy KOMIIOHEHTaMU MOXET OBbITh
CIIOKHBIM, B&)KHO HE TOJBKO INPOTECTHPOBATH OTAEIbHbIE MOIYIH, HO U YOEIUThCS, YTO OHHU
KOPPEKTHO paboTaloT Mpu HHTErpanuu. lcmonp3oBaHue CTpaTerdii MOIYIHHOTO TECTHPOBAHUS
MIOMOTAET He TOJBKO BBISIBUTH OIMIMOKM Ha PAaHHUX 3Tamax pa3paboTKH, HO U YIYUIIUTh CTPYKTYPY
KOZIa, ieJast ero 0ojee MOIYJIbHBIM U MOIAIOIIUMCS TIOBTOPHOMY HCIIOIb30BAaHUIO.

Pazpabotka 3¢ (eKTUBHBIX CTpaTeruii MOIYIHHOTO TECTUPOBaHHMA TpeOyeT MOHUMaHHA
APXUTEKTYPhl PUIIOKECHUI U OCOOCHHOCTEH B3aWMOJEHCTBUS MEKIy KOMIIOHEHTamu. B maHHOMN
CTaTh€ pacCMATPUBAIOTCS KIIOUEBBIE TOAXOABl K MOAYJIBHOMY TECTUPOBAaHHIO COCTaBHBIX
NPUIOKEHUH, BKIIIOYash MCIOIb30BaHWE OMOIMOTEK W HMHCTPYMEHTOB Ui aBTOMaTH3allud
TECTHUPOBAHUS, & TAKXKE MPUHIUIIBI pa3pabOTKHU TECTOB C YUETOM CIIEHU(PUKU MOIYIbHBIX CUCTEM.

OcHoBHas 4yacTh

MonynbHOE  TECTHUPOBAaHHME B  COCTaBHBIX INPHIOKEHHUAX TpeOyeT  HCIOJIb30BaHHSA
CMELUMATU3UPOBAHHBIX ~ MHCTPYMEHTOB, OO0ECIEUMBAIOUIMX  YI0OCTBO M 3((EeKTUBHOCTH
TectupoBaHus. Haubosee nomynsipHbIMH HHCTpYMEHTaMU JUTst 3TUX Lenelt sisitorces JUnit, PyTest,
NUnit, Jest 1 Mocha, xax7iplii U3 KOTOPBIX 001a71a€T CBOUMHU OCOOCHHOCTSIMU M ITPEUMYILIECTBAMH.

JUnit — 5T0 OAMH U3 caMbIX pPAcCIpPOCTPAHEHHBIX HMHCTPYMEHTOB JUISI TECTUPOBAHHSA
NpUIOKEHUH Ha a3bIke Java. OH npenocTaBiseT IpoCcToil M yIoOHbINH HHTEepdEeic s HamUCaHus U
BBITIOJIHEHHUSI TECTOB, TOAJACPKHBAECT AHHOTAIMM JJIsi OOO3HAYEHUS TECTOBBIX METOAOB U
obecrieynBaeT TMOKOCTh IMpPH pa3pabOTKe TeCTOBbIX cueHapueB. JUnit Takxke HHTETpUpyeTcs C
pa3IMYHBIME CHCTeMaMu cOOpku, TakuMu kak Maven u Gradle, uyTo nemaer ero He3aMEHUMBIM
WHCTPYMEHTOM B TIpoliecce pa3paboTku KpymHbIX Java-mipoektoB [1]. PyTest — 310 MomrHbIi
MHCTPYMEHT JUIsl TECTUPOBaHMs INporpamMm Ha s3bike Python. OH mo3Bomser jerko mucarbh U
MOJICP’KUBATh TECThI OJarofaps JaKOHUYHOMY CHHTAKCUCY U BCTPOCHHOM MOAJCPKKE Pa3INUHbBIX
rwiaruHoB. PyTest mommep)kuBaeT mapaMeTpU3alldio TECTOB, YTO OOJIErYaeT CO3JaHHE TECTOB C
pa3HBIMHU BXOAHBIMU JAHHBIMH, a TAKXKE UMEET Pa3BUThIC MEXaHU3MBI JUIsl yIPaBICHUS (PUKCTypamMH
u uckaoueHussMu [2]. NUnit ucnionb3yeTcs A1 TECTUPOBAHUS NPUIIOKEHUM Ha s13blke C# U Ipyrux
A3bIKax, nomnepkuBaeMbix Iwiatgopmoit .NET. DToT HMHCTpyMEHT NpeaocTaBiseT OOIIMPHBIHA
(GyHKUIMOHAN A HaMCaHUS MOIYJIBHBIX TECTOB, BKJIIOYAs MOIJIEPXKKY Pa3IMYHBIX acCepTOB U
arpuOyTOB 1151 0003HaueHHsI MeTo10B TecTupoBaHus. NUnit jerko uarerpupyercs ¢ Visual Studio
APYTUMH WHCTpyMeHTamMu pa3pabotku mig .NET, uto genmaer ero momyssipHbIM BBIOOPOM cpenu
pa3pabotunkoB Ha dToi Tuatdopme [3]. Jest sBIsIeTCS COBPEMEHHBIM WHCTPYMEHTOM JUIS
TecTupoBaHus JavaScript U 0COOCHHO TOMYNIAPEH Ccpeau pa3paboTYMKOB, pabOTaroIUX C
oubnuorexkamu U GppeliMBOpKaMH, TAKUMHU Kak React. Jest oOecrieunBaeT BCTPOCHHYIO MOIICPKKY
TECTHUPOBAHUS KOMIIOHEHTOB, SMYJISALIMIO CPEIbl BHIIIOJHEHUSI U T€HEPAIMIO OTYETOB O MOKPBITHH
Kofa. DTO YIPOIIAET MpPOIECC TECTUPOBAHHMS B COBPEMEHHBIX BEO-NPHIOKEHUSAX M TOMOTaeT
pa3paboTuyrkaM OBICTPO HAXOAUTHh M UCHPaBIATH omnOKku [4]. Mocha — eme onuH MOmynspHBIHA
MHCTPYMEHT ISl TeCTUpOBaHus JavaScript, IpeaocTaBIsIONMi THOKOCTh M PACHIMPSEMOCTD 32 CUET
MOJIEP’KKK MHOXKECTBa OMOIMoTeKk accepToB, Takux kak Chai. Mocha ncnonb3yercs a1 HanucaHus
KaK CHHXPOHHBIX, TaK U ACHHXPOHHBIX TECTOB, YTO JIEIAET €r0 YHUBEPCAIbHBIM HHCTPYMEHTOM ISt
Pa3IMYHBIX TUIIOB NIPUWIIOKEHUH [5].

OTH HMHCTPYMEHTHI IIOMOTalOT aBTOMATHU3UPOBAaTh IMPOIECC MOAYJIBHOIO TECTUPOBAHMS,
YBEIUYNBasi CKOPOCTh U Ka4eCTBO MPOBEPKHU KOJIa.

IMogpo6uee 0 Mocha

Mocha — 3To HHCTPYMEHT JJIs1 MOIYJIBHOTO TECTHPOBaHUs JavaScript, KOTOPbI HCTIONB3yeTCs
Il HAITUCAHUS ¥ BBITIOJHEHUSI CHHXPOHHBIX U aCHHXPOHHBIX TecToB. Jlis Hayana pabotsl ¢ Mocha
HEOOXOIMMO YCTaHOBUTH €T0 C TIOMOIIBIO NpM, UCHOJIB3Ys KoMaHay npm install --save-dev mocha.
[Toce ycTaHOBKHM MOXKHO 3aITyCKaTh TECTHI C TIOMOIIBIO KOMaH bl npX mocha [6, 7].

Hammcanue tecroB B Mocha ocymectsisiercs ¢ ucnonb3oBaHueM (yHkmmii describe u it,
KOTOpBIE TO3BOJISIIOT IPYNIUPOBATh TECTHI U OINPEICINIATh OTIENbHBIE TeCTOBbIe ciyyau. [Ipumep
MPOCTOr0 TECTa BHIVISIUT CIACTYIONIUM 00pa3oM:
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const assert = require('assert');

describe('Maremarnueckue onepauuu’, function() {
it('JlomkHO MpaBUIILHO CKIIAbIBATh ABa yKcia', function() {
assert.strictEqual(2 + 3, 5);

1
1

B nannom mpumepe describe ucmonb3yercs ais OomMCcaHHWsS TPYNIBl TECTOB, a it — JUId
orpeesieHs] KOHKPETHOTO TecTOBOro ciydas. @ynkuus assert.strictEqual mposepsiet, uto pe3ynbrar
BBIPAKEHHS COOTBETCTBYET OKUAAEMOMY 3HAYEHMIO [§].

Jlnst TecCTUpOBaHUSI aCMHXPOHHOTO koga Mocha moazepkuBaeT MCHOIb30BAaHUE MapaMmerpa
done, xoTopsIii IepeaaeTcst B (DyHKITMIO OOpaTHOTO BBI30BA M BBI3BIBACTCS MPHU 3aBEPIICHUU TECTA.
AJBTEpHATUBHO MOKHO MCIIOJIb30BaTh Promise uin async/await Juist ynpoIeHus TeCTUPOBAHUS:

describe('Acunxponnsie oneparuu', function() {

it('JomkHO 3aBepinarbes yepes 3aaannoe Bpems', function(done) {
setTimeout(function() {
assert.strictEqual(true, true);
done();
}, 1000);

1)

it('/lomkHO BO3BpaIaTh pe3yabTaT ¢ UCIOIb30BaHHEM async/await', async function() {
const result = await someAsyncFunction();
assert.strictEqual(result, 'expectedResult');
1)
});

Mocha npenocTaBinsieT ruOKrue BO3MOKHOCTH JIJIs1 TECTHPOBAHUS aCHHXPOHHBIX OIEpaluii, 4To
JIEJIaeT €r0 YHUBEPCAIBbHBIM HHCTPYMEHTOM JJIsl IPOBEPKU Pa3INYHbIX TUIIOB PUIOKEHUH.

IIpaktnueckoe wucnonb3oBaHue Mocha B peanbHBIX NPOEKTaxX BKIIOYACT TECTUPOBAHUE
Pa3NUYHBIX KOMIIOHEHTOB MPUJIOKEHUH, BKItouas QpyHKIMoHanbHble Moy, APl u acuHxpoHHbIE
ornepauuu. PaccMoTpUM HECKOJIBKO TPUMEPOB MpuMeHeHus: Mocha Ha nmpakTuke.

[lepBbIit mpuMep — TecTUpoBaHKE (DYHKIINH, BHITOTHSIOMIEH MaTeMaTH4ecKie orepauu. JTo
MOXeET OBITh MPOBEPKA KOPPEKTHOCTU PaOOTHI (PYHKIIUH CIOKEHUS:

const assert = require('assert');

const mathOperations = require('../src/mathOperations');

describe('TectupoBanue QpyHKIMI MaTeMaTH4IeCKuX oneparuii', function() {
it("omKHO MpaBUIIBHO CKJIaAbIBATh JBa uncia', function() {

const result = mathOperations.add(2, 3);

assert.strictEqual(result, 5);

1)

it('JlomkHO BO3BpaIaTh OMMOKY MPU HEKOPPEKTHBIX NaHHBIX', function() {
assert.throws(() => mathOperations.add(2, 'a"), /HekoppekTHbie 1aHHbIE/);

1
1

B nannom mpumepe Tectupyercs momyns mathOperations, e IpoBepseTCs] KOPPEKTHOCTD
CJIOKEHUS YHCEeN U BBIOPOC OMIMOOK MPH HEKOPPEKTHBIX BXOIHBIX TAHHBIX.

Bropoii npumep aeMoHCTpHpyeT ucnonb3oBanue Mocha s rectupoBanus API ¢ momobio
O6ubnuoTeku supertest, KoTopas nomoraet BoinosHATs HTTP-3ampockl u mpoBepsTh OTBETHI:

const request = require('supertest’);

const app = require('../app'); / npunoxenue Express
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describe('TectupoBanue REST API', function() {

it('lomkHO BO3BpaIaTh CHUCOK Moyib3oBatenei', async function() {
const response = await request(app).get('/api/users');
assert.strictEqual(response.status, 200);
assert(Array.isArray(response.body));

1)

it('JomkHO co3maBaTh HOBOTO MoJb30Barens', async function() {
const newUser = { name: 'Ban’, age: 30 };
const response = await request(app).post('/api/users').send(newUser);
assert.strictEqual(response.status, 201);
assert.strictEqual(response.body.name, 'MBan');

1
1

3necs Mocha ucnonb3yercs B cBs3Ke C supertest [uist TecTupoBanusi MapupyToB API, uroOsr
yOeuThCs, UTO CepBEP BO3BpAIACT OKUAAEMbIE JaHHBIE U KOPPEKTHO 00padaThIBaeT 3ampocChl.
Tperuii mpakTudeckuii mpuUMep KacaeTcs TECTHPOBAHUS ACHMHXPOHHBIX (yHkmmid. Mocha
MO3BOJISIET UCIIONIB30BATh async/await, 4to JefaeT TeCThl Oonee YNTadeIbHBIMU:
describe('Acunxponnsie ¢pynkuun', function() {
it('JlomkHO BO3BpaIaTh pe3yabTar uepes onpeaeraeHnoe Bpems', async function() {
const result = await asyncFunctionThatDelays();
assert.strictEqual(result, 'ycmex');

1
1

AcuHXpoHHbIe TecThl B Mocha mone3nsl 11 mpoBepku paboThl ¢ 0a3aMu JaHHBIX,
B3auMOJIeiicTBUs ¢ BHEIIHUMH API miu BbImonHeHUs oneparuii, TpeOyonmx BpeMeHu. ITo JeaeT
Mocha yHuBepcalbHbIM HHCTPYMEHTOM ISl CO3/1aHUs KaYeCTBEHHBIX M HAJECKHBIX TECTOB I BEO-
MIPUJIOKEHUHN U CEPBEPHOM JIOTUKH.

3akinouenne

MonynabHOE TECTUPOBAaHME WUIPACT BAXKHYIO POJb B 00ECIIEUEHUHM HAJESKHOCTH M KauyecTBa
COBPEMEHHBIX NMPHIIOKEHUH, 0COOCHHO COCTaBHBIX CUCTEM, I7I€ KOMIIOHEHTHI TECHO CBSI3aHBI MEXKIY
coboii. Mcronp3oBanue crieualn3upoBaHHBIX HHCTPYMEHTOB, Takux kak JUnit, PyTest, NUnit, Jest
u Mocha, no3Bonser paspaborunkam 3()(HEKTUBHO aBTOMATU3UPOBATh MPOBEPKY Kojia U OBICTPO
HaXOAMUTH OUIMOKM Ha paHHUX dTanax pazpadorku. MHcTpymeHnT Mocha neMoHCTprpyeT ruOKOCTh U
YHHUBEPCAIBHOCTh TIPU TECTUPOBAHUU KaK CHHXPOHHBIX, TAK M ACHHXPOHHBIX ONepanui, 4To Jeiaet
€ro BOCTpEOOBaHHBIM B BeO-pa3pabOTKE U CEPBEPHBIX MPUIOKEHHUSIX.

[IpakTudeckue npuMepsl UCmob30BaHus Mocha MOKa3bIBaloOT, YTO MHCTPYMEHT YI0OCH IS
TecTUpoBaHUs (PyHKIMOHANBHBIX Moxayneil, APl u acunxponnoro kona. IlpumeHenue accepToB u
MOJIeP’KKA MHTETPALMK C APYTUMU OMOIMOTEKaMH, TAKUMH Kak supertest, 00eCreqrBaoT BHICOKYIO
TOYHOCTh MPOBEPKH DPAOOTHl KOMIIOHEHTOB M WX B3aUMOJCHCTBUH. DTO TOMOTraeT HE TOJIBKO
YIYYIIUTh KaueCTBO KOZa, HO M YCKOPUTH MpoLecC pa3paboTKH 3a CUET aBTOMATHU3allUU TECTOB.

B 3akiroueHre MOXKHO OTMETUTh, 4TO 3(PPEKTUBHBIE CTPATErMy MOIYIBHOTO TECTUPOBAHHS
TpeOyIOT KOMIUIEKCHOTO IMOJXO0/a, BKIIIOYAIOLIETO BBHIOOP MOAXOAIINX MHCTPYMEHTOB U METOJOB.
OTO TO3BOJIAET CO3aBaTh HAJEKHBIE M MAacCIITaOHpyeMble NPUIOKEHHS, MHUHUMU3UPYS PHUCK
OIMOOK M MOBBIIIAsE OOIIYI0 CTAOMIIBHOCTD CUCTEMBI.
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Abstract

This article discusses data protection methods for distributed cloud systems (DCS), including
symmetric, asymmetric, and hybrid encryption, multi-factor authentication, and distributed access
control systems. Key characteristics of encryption methods are presented, along with an analysis of
their advantages and limitations. Notable data breaches in major companies such as Capital One,
Facebook, and Uber are described, emphasizing the importance of robust security measures and
regular audits. Modern data protection technologies and their applications in the context of increasing
cybersecurity threats are explored. The article highlights the importance of a comprehensive approach
and the integration of new methods to enhance the reliability of cloud systems.

Keywords: data protection, distributed cloud systems, encryption, multi-factor authentication,
access management.

AHHOTAIUSA

B nanHO#l cTaThe paccMaTpUBAIOTCS METOABI 3AIUUTHl JAHHBIX IS JAUCTPUOYTHUBHBIX
o6maunbix cuctem ([JOC), BkIItoYask CAMMETPUYHOE, aCHMMETPUIHOE U THOpHIHOE mU(pPOBAHHE,
MHOTO()aKTOpHYIO ayTEHTH(PUKALMIO M pPaCHpeeNieHHbIe CHUCTEMbl YIPABICHHUS JOCTYIIOM.
[TpuBeneHb! KITIOYEBBIE XApPAKTEPUCTUKU METOAOB IM(POBAHUS M AHAIU3 UX MPEUMYIIECTB U
orpanudeHuil. OMUCaHbl cay4yan yTeUYeK JaHHBIX B KPYMHBIX KOMIaHUAX, Takux kak Capital One,
Facebook u Uber, uto neMOHCTpHpYET BaKHOCTh HAJEKHBIX Mep O€30MacCHOCTH U PETYJSPHOTO
ayauta. OOCyKIAI0TCsl COBPEMEHHBIE TEXHOJIOTMHU 3aIUTHl JaHHBIX M UX MPUMEHEHHUE B YCIOBHIX
pactymux yrpo3 kubepoesomnacHoctd. CTaThsl MOJYEPKUBACT 3HAUMMOCTb KOMITJIEKCHOTO MOIX0/a
Y MHTETPaIMy HOBBIX METOOB /IS MOBBIICHUS HA/ICKHOCTH 00JTaYHBIX CUCTEM.

KiroueBble cjioBa: 3amiuTa JaHHBIX, JUCTPUOYTHBHBIE OOJAaYHbIE CHUCTEMBI, HIH(pOBaHUE,
MHOTO(AKTOpHAs ayTeHTU(DHUKAIMSA, YIIPABICHHE JOCTYIIOM.

Introduction

With the development of cloud technologies and distributed computing systems, data protection
has become increasingly relevant. Modern distributed cloud systems (DCS) provide users with the
ability to process and store data on remote servers, enhancing application flexibility and performance.
However, these benefits come with new security challenges. Given the high degree of distribution of
such systems, ensuring the confidentiality, integrity, and availability of data is a complex task. The
goal of this article is to explore modern approaches to developing data protection methods in DCS
and to analyze their effectiveness and applicability in various usage scenarios.
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The main security threats in distributed cloud systems include unauthorized access, data
leakage, and data integrity violations. Various methods are used to prevent these, including
cryptographic algorithms, authentication and authorization mechanisms, as well as segmentation and
access control strategies. One of the key aspects of data protection is the use of encryption during
both data transmission and storage. It is also essential to consider challenges related to encryption
key management and security in multi-tenant environments, where the same resources may be used
by different users.

The article reviews the main data protection methods in DCS, including symmetric and
asymmetric encryption, multi-factor authentication (MFA) mechanisms, and distributed access
management systems. The advantages and limitations of these methods are analyzed considering
current performance and security requirements.

Main part

Data encryption methods play a crucial role in protecting information transmitted and stored in
distributed cloud systems [1]. Various encryption approaches offer different levels of security and
performance, allowing the selection of the most suitable method depending on system requirements.
Table 1 below presents the characteristics of the main encryption methods.

Table 1
Characteristics of data encryption methods

Encryption Main Advantages Disadvantages
Method Algorithms

Symmetric AES, DES,|High speed, efficiency with large data|Issues with secure key
encryption 3DES volumes management

Asymmetric  |RSA, ECC [High security level, convenient key|High computational load
encryption transmission

Hybrid SSL/TLS |Combines advantages of symmetric| Complex implementation,
encryption and asymmetric encryption infrastructure needs

The table outlines the main data encryption methods, their advantages, and disadvantages.
Symmetric encryption is characterized by high speed, making it suitable for handling large volumes
of data, but it requires reliable key management methods. Asymmetric encryption provides a high
level of security but imposes significant computational loads. Hybrid encryption, represented by
algorithms such as SSL/TLS, combines the advantages of both methods, although its implementation
can be complex and require developed infrastructure [2].

In modern DCS, data encryption remains the primary method for ensuring confidentiality.
Symmetric encryption, using a single key for encryption and decryption, demonstrates high
performance and is often applied to secure data during storage [3]. For example, the AES (Advanced
Encryption Standard) algorithm is widely used due to its reliability and speed. However, the main
issue remains secure key management, especially in distributed systems where keys may be
vulnerable to leaks and compromise. To address these issues, distributed key management methods
and secure key exchange protocols are implemented.

Asymmetric encryption, which uses a pair of keys (public and private), ensures a higher level
of security during data transmission between different network nodes. Algorithms such as RSA and
ECC (elliptic curve cryptography) enable encryption with fewer risks associated with key exchange.
However, this type of protection requires significant computational resources, which can slow down
data processing in real-time and increase latency in system component interaction [4]. As a result,
asymmetric encryption is often used to secure communication channels, after which data transmission
continues using symmetric encryption.

Hybrid encryption combines the advantages of symmetric and asymmetric methods. This
allows asymmetric encryption to be used for key exchange and symmetric encryption for data
encryption. The most well-known example of this approach is the use of SSL/TLS protocols, which
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ensure data protection during transmission over the network. SSL/TLS is applied everywhere, from
websites to corporate systems, to protect data from interception and tampering.

Besides encryption, an essential element of data protection in DCS is multi-factor
authentication (MFA). MFA includes additional verification layers, significantly reducing the risk of
unauthorized access. The combination of a password and biometric data or one-time codes provides
more reliable user authentication, especially in distributed systems.

Access management systems also play a crucial role in data protection. Modern methods
include using roles and access policies that define which users or nodes can access certain data. The
role of access management can be enhanced by using distributed access control systems based on
blockchain technology, where information about access rights is recorded in a distributed ledger,
preventing unauthorized changes [5, 6].

An important addition to data protection strategies is the use of encryption protocols during
data transmission. Protocols such as [IPSec and VPN provide secure tunnels for data transfer between
nodes, eliminating the possibility of interception and packet analysis. These technologies are
particularly relevant for the transmission of confidential data between different regions where
communications pass through public networks.

Real cases of data breaches and their consequences

Real cases of data breaches in distributed cloud systems demonstrate the importance of reliable
information protection. One well-known example is the 2019 data breach at Capital One. An attacker
gained access to information of more than 100 million customers due to a vulnerability in the Amazon
Web Services (AWS) cloud infrastructure settings. The main cause of the breach was improper access
management and firewall configuration, allowing the attacker to exploit vulnerabilities to gain access
and extract data [7].

Another notable case was the data breach at Facebook. In 2019, it was discovered that the data
of millions of users was publicly available on cloud servers managed by third parties. The cause of
the breach was insufficient access management and the lack of strict control measures when working
with partners, leading to inadequate protection of user data [8].

A significant incident also occurred with Uber in 2016, when attackers gained access to the
data of 57 million users and drivers. The main reason was the use of vulnerable access tokens and
weak account protection in the cloud infrastructure. Uber paid substantial fines and committed to
strengthening data protection measures, including the implementation of stricter access management
mechanisms and audits [9].

These cases show that even leading companies can fall victim to data breaches due to
insufficient protection of their distributed cloud systems. The main lessons that can be learned from
such incidents include the need for proper security configuration, regular audits, the use of encryption,
and access control at all levels of cloud infrastructure [10].

Conclusion

Data protection in distributed cloud systems requires a comprehensive approach that considers
a variety of threats and the specifics of distributed architecture. The reviewed methods, including
symmetric, asymmetric, and hybrid encryption, as well as multi-factor authentication mechanisms
and distributed access management systems, confirm their effectiveness in various application
scenarios. These methods help not only protect data during transmission and storage but also
minimize the risks of unauthorized access.

Practical examples of data breaches in major companies such as Capital One, Facebook, and
Uber emphasize the importance of proper security configuration, regular audits, and effective access
management strategies. These incidents serve as a reminder that even industry leaders can face
breaches if their infrastructure is insufficiently protected. The lessons learned from these cases
contribute to increased awareness of the need for enhanced security measures.

Future developments in data protection methods should focus on the integration of new
technologies such as blockchain and artificial intelligence to automate monitoring and threat
prevention. These approaches will help create more secure and attack-resistant distributed cloud
systems.
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