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AHAJIN3 BO3MOKHOCTEN UICKYCCTBEHHOTI'O UHTEJUIEKTA B
MEJIULIMHCKON TUATHOCTUKE

Kupnainos C.M.
bakanasp, Janvnesocmounsiil hedepanvHulll yHugepcumem
(Braousocmok, Poccus)

ANALYSIS OF ARTIFICIAL INTELLIGENCE CAPABILITIES IN MEDICAL
DIAGNOSTICS

Kirillov S.
bachelor’s degree, Far Eastern Federal University
(Vladivostok, Russia)

AHHOTAIUA

B crarbe npexacraBieH aHaIW3 BO3MOMKHOCTEW M BBI30BOB INPUMEHEHMSI MCKYCCTBEHHOI'O
unreiekta (MM) B MeAWIIMHCKOM JAMAarHOCTHKE. PaccMOTpeHbl OCHOBHBIE HANpaBIICHUS
ucnonb3oBanuss MU, Bxmoyas o00pabOTKy TEKCTOBOM HH(MOpMAIMK, aHATU3 MEIULIUHCKUX
n300pakeHU M TpelCKa3aHue KIMHUYECKHX HCXO0J0B. B Xxome paboThl OBIJIO OTMEYEHO, UTO
aBTOMATHU3alMsl JMAarHOCTUKHM TO3BOJSET IIOBBICUTH CKOPOCTH U TOYHOCTh MEAMIIMHCKHX
3aKJIIOYEHUH, OJHAKO CYIIECTBYIOT 3HAUUTENIbHbIE BbI30BBl. K HHM OTHOCATCS BOIPOCHI
MHTEPIPETUPYEMOCTH, KOH(MUIACHIMAIBHOCTH JAaHHBIX H BO3MOXHBIC OSTHYECKUE AaCIEKTHI.
BrisBrieHbl mepcrieKTHBBI  UIA  JaibHedmero pasputus WM B MenuiuHe, Takue Kak
COBEpPILIEHCTBOBAHME MO/IETICH U MOJTOTOBKA CIICIUATUCTOB Il paOOThI C HOBBIMU TEXHOJOTHSIMH.
JlaHHasi cTaThg MOAYEPKHMBAET 3HaYMMOCTh MM B MeauuuHe M HEOOXOIUMOCTH TIIATEIHLHOTO
[I0/IX0J1a K €r0 BHEAPEHHUIO.

KiroueBble  cjioBa:  WCKYCCTBEHHBIH  WHTEIUIEKT,  MEAWIIMHCKAs  JHUAarHOCTHKA,
HHTEPIPETHPYEMOCTh, 00padOTKa JaHHBIX, O€30MACHOCTh TaHHBIX.

Abstract

The article presents an analysis of the capabilities and challenges associated with the use of
artificial intelligence (Al) in medical diagnostics. Key applications of Al, such as text information
processing, medical image analysis, and clinical outcome prediction, are examined. The study
indicates that diagnostic automation enhances the speed and accuracy of medical decisions, yet there
are significant challenges, including interpretability, data confidentiality, and potential ethical issues.
Prospects for further Al development in medicine are identified, including model improvements and
specialist training for working with new technologies. This article highlights the importance of Al in
medicine and the need for a careful approach to its integration.

Keywords: artificial intelligence, medical diagnostics, interpretability, data processing, data
security.

Brenenue

HckyccrBennslit nHTemnekT (M) akTUBHO BHEApSETCS B pas3IW4HbIE OTPACIM, BKIOUAs
MEIUIMHY, Tl €ro MOTEHIMal B JAMAarHOCTHYECKHUX IIpoleccax BBI3BIBAET OCOOBIN HHTEpec.
Cospemennbie anroputmbl MU ciocoGHBI 00pabaTeiBaTh OrpOMHBIE 00BEMBI TaHHBIX U BBISBIIATH
NaTTEPHBI, HEAOCTYITHBIE YEIOBEYECKOMY BOCHPHUSATHIO, YTO OTKPHIBAET HOBBIE BO3MOXXHOCTH IS
pPaHHEro BBISBICHUS M MOHUTOpPHHTA 3a0oneBanuil. Tem He MeHee, IS MOTHOLECHHOTO BHEAPCHHS
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WU B KIMHUYECKYIO IPAKTUKY TPeOyeTCsl YeTKoe MOHUMAaHUE €r0 BO3MOXKHOCTEH U OTpaHUYeHUH, a
TaKXke CHeU(pUUECKUX yCIOBUNA NPUMEHEHUS B MEUIIMHCKUAX YUPESIKICHUSAX.

B nocnenHue roapl NOSBUIINCH MHOTOYHMCIIEHHBIE NCCIIEOBAHNS, IOCBSIICHHbBIE IPUMEHEHUIO
METO/IOB MAIIMHHOTO OOyuYeHHs U IITyOOKOro oOydeHHs B AMArHOCTHKE TaKuUX 3a00JeBaHUi, Kak
OHKOJIOTHSI, KapAUOJIOTHsI, HEUPOJIOTHS U JIp. DTU METObI, OCHOBAaHHbIC HAa aHAJN3€e U300paKeHUH,
CUTHAJIOB M JPYTUX KIMHUYECKUX JAHHBIX, IEMOHCTPUPYIOT BHICOKYIO TOUHOCTh U 3()(hEeKTUBHOCTB,
OZIHAKO BONPOC HAJEKHOCTH U TOYHOCTH OCTAeTCS OTKPBHITHIM, OCOOCHHO B CIy4yae CIOXHBIX
KIIMHUYECKUX CIIy4aeB. BayKHBIM aCIIEKTOM TaKKe SIBIISIETCS MHTEPIIPETUPYEMOCTh MOJZIETIEH, TaK KaK
Bpauy M MalUEHTHI JOLKHBI IOHUMAaTh, HA KAKUX JIaHHBIX OCHOBaHbI Mporao3sl NU.

Ilenp MaHHOM CTAaTbU COCTOMT B aHAIU3€ TEKYIUMX BO3MOXKHOCTEH M orpanudenuii UM B
MEAMIMHCKON TUarHOCTUKE, a TaKXE B BBIBICHUM KJIIOUEBBIX HANPABICHUHN Ul JalbHEUIINX
HCCIIEIOBAHUN U PAa3BUTHS.

OcHoBHas 4yacTh

Passutne metonos MM B MEIUIIMHCKON JUArHOCTUKE 3HAYUTEIBHO PACIIUPSAET BO3MOKHOCTHU
COBPEMEHHBIX TEXHOJIOTHI B 001acTu 31paBooxpaHeHus. Hanbosee nepcrneKTHBHBIC HAPaBICHUS
CBSI3aHBI ¢ 00pabOTKON OONBIIMX MACCHBOB JAHHBIX, aHAIM30M MEIUIIUHCKUX H300paKeHUH W
TEeKCTOBOW MH(pOpMAIMK, a TakXKe IpeACKa3aHueM KIMHUYECKUX MHCX0J0B. B pesynbrare
npuMmeHeHusa MU ymydmaercs TOUHOCTh M CKOPOCTh JAMAarHOCTUKH, YTO MO3BOJSET MEAULUHCKUM
crienyanucTaM ObIcTpee NPUHUMATh OOOCHOBAHHBIE PEIICHHS Ha OCHOBE Oojiee MONHBIX U
CTPYKTYPHUPOBaHHBIX JaHHBIX [1].

IlepBpIM BaKHBIM HalpaBI€HHEM sIBigeTca Hcnosb3oBaHne VW 11 aHanm3a TEKCTOBBIX
JAHHBIX, COJIEPKAIIMXCS B AMEKTPOHHBIX MEIUIIMHCKUX KapTax [2]. ABTOMaTHUYECKUN aHAU3 TAKUX
JAHHBIX TO3BOJIIET YCKOPUTH M3BJICUEHUE MH(OpPMALMK O CUMIITOMAaX, Ha3HAYCHUSAX U JUArHO3aX.
Hampumep, UM Moxer aHanu3upoBaTh 3allMCH Bpadya U aBTOMATHMYECKU BBIAEIATH KIIIOYEBBIC
CHUMIITOMBI, HA OCHOBaHHMU KOTOPBIX (POPMHUPYIOTCSI NMEPBUYHBIC TUATHOCTUYECKHE BBIBOIBI. DTO
0COOEHHO Ba)KHO JJIS1 CTPYKTYPHUPOBAaHUS OONBIINX 0OBEMOB JaHHBIX, TOCTYMAIOUINX OT HAllUEHTOB,
U JUId aBTOMATM3allMM IEPBUYHOIO aHalM3a Iepel KOHCynbTanuedl Bpada. llpakruueckoe
NPUMEHEHHE TaKOTO IOJAXOJa IMO3BOJSET 3HAYUTENIBHO COKPaTHTh BpeMs Ha cOop aHamHe3a U
MOBBICUTH TOYHOCTh AUATHOCTHUKHU.

import spacy

from spacy.matcher import Matcher

# 3arpys3ka MOZENIN AJi aHaJIM3a PyCCKOTo TEKCTa
nlp = spacy.load("ru_core news md")

# OnpeneneHue madioHa sl OOHAPYKEHUSI CUMIITOMOB

matcher = Matcher(nlp.vocab)

pattern = [ {"LOWER": "60omp"}, {"LOWER": "B"}, {"LOWER": "rpynun"}]
matcher.add("SYMPTOM_DETECTION", [pattern])

# TexcT MEIUIIMHCKOM 3aIIuCh
medical text = "[lanuenT xanyercss Ha O0JIb B TPYIU U MOBBIIICHUE JaBJIeHUS."

# [IpuMeHeHre MOJIeNTH K TEKCTY M IMOMCK 11a0JIOHOB
doc = nlp(medical_text)
matches = matcher(doc)

# BriBoa HalileHHBIX CUMIITOMOB
for match _id, start, end in matches:
span = doc[start:end]
print(f"Cumnrom oOHapyx)eH: {span.text}")
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OTOT KO aHAJIM3HUPYET TEKCT MEIULMHCKUX 3allUCel M BBIAEISAET yKa3aHHbIE CHUMIITOMBI,
aBTOMAaTH3HMPYsl MPOIECC BBIABICHUS KIIIOUEBOW HMH(poOpManuu u3 O0onbIMX 00bEeMOB AAaHHBIX. B
peasbHBIX YCJOBUSX IpOrpaMMa MOXKET OBITh pacIIMpeHa Ui paclo3HaBaHMUSA pa3IMYHBIX
MEIUIIMHCKUX TEPMHUHOB, YTO 0OecrednT OoJiee NeTaaTu3upOBaHHbIN aHAIN3 CUMITOMATHKH [3].

Bropoe nanpaBnenue npumenenusi MU cBs3aHo ¢ aHaIM30M METUIIMHCKUX H300pa)KeHUH,
TaKUX KaK pEHTIeH, KOMIbIOTepHas ToMorpaduss M MarHUTHO-PE30HAHCHAs TOMOrpadusl.
Ceéprounsie Heliponusle cetd (CHC), ucnonb3yemsbie 11t 00paboTku n300paKeHUH, MTOKa3bIBAIOT
BBICOKYIO TOYHOCTh B JJMarHOCTUKe 3aboneBanuii. Hanpumep, anroputmsl Ha ocHoBe CHC moryT
aBTOMaTHYECKU CETMEHTHPOBAaTh CHUMKH, BBIJIENAS IMOJO3pUTENbHBIE OOJIACTH, KOTOPBIE MOTYT
yKa3bIBaTh Ha HOBOOOPA30BaHUsI MJIH JIPYTHe MaToloru. BHeIpeHne Takux TeXHOIOTUN MO3BOJISIET
aBTOMAaTH3MPOBAThH MPOLIECCHl MEPBUYHOTO CKPUHHMHIA U YCKOPSICT BbISBICHHE 3a00J€BaHUH, YTO
0COOCHHO BaKHO JJIS1 PAaHHEW JUATHOCTHKU OHKOJIOTUYECKUX 3aboieBanuii [4].

Kpome toro, U npumMeHnsiercs s NpeacKa3aHus KIMHUYECKUX UCXOJ0B HAa OCHOBE aHAIN3a
CTPYKTYpUPOBaHHBIX IaHHBIX HalMeHTOB. Mcmonb3yst Oonbiune 0a3bl AAHHBIX C METUIIMHCKOU
uHpopmanueit, anroputmsl MM MOryT mporHo3upoBaTh BEPOSTHOCTh Pa3BUTHs 3a001e€BaHUN U
IIPOTHO3UPOBATh UCXOABI JiIeueHus. Harpumep, Ha OCHOBE JAHHBIX O MMALIMEHTE, TAKUX KaK BO3PAacT,
aHaMHe3, MOKa3aTeld aHAIW30B U APYTHX ()aKTOpPOB, CUCTEMA MOXET OIICHUTh PUCK CEpIEUHO-
COCYAMCTBIX  OCJIOKHEHHUH  WIM  pEeUuAMBOB  3a0oieBaHuil. DTO  TMO3BOJISIET  BpadyaMm
NIEPCOHAIIM3UPOBATH MOAXOJ K JICYEHUIO U YIIy4dIlaTh IPOrHO3UPOBAHUE UCXOOB.

Ha pucynke 1 npencrasieHa cpaBHUTENIbHAs TOUHOCTh MOJIENIEH HCKYCCTBEHHOTO MHTEIIEKTA
IIPU TUATHOCTHKE 3a00JIeBaHUN B Pa3HBIX METUIIMHCKUX 00acTsIX. Bbicokas To4HOCTH Habmomaercs
B OHKOJIOTHH, TO TIOATBEPKIAET BOSMOXKHOCTH WH B C0XKHBIX JUarHOCTHYECKHX 3aa4ax.

80

60

To4HoCTb (%)

40

20

OHkonoruns Kapanonorus Hesponorusa
O6nacTb ANArHOCTUKM

Pucynoxk 1. Tounocts UM B iuarHocTHke pa3indHbIX 3a00eBaHU

W3 quarpamMMbl BUTHO, 9TO HAanOOJIee BBICOKAsi TOUHOCTH JOCTUTAeTCs B oHKonoruu (92%), 9to
CBSI3aHO C OOJBIIUM KOJMYECTBOM JIOCTYITHBIX JAHHBIX JJis oOy4deHus! Moneseil. OQHaKo B IPyTrHX
obmactsix, Takux Kak kapauonorus (88%) u HeBposnorus (85%), TOUHOCTh HECKOIBKO HIDKE, YTO
MOYEPKUBAET HEOOXOAMMOCTD YIYUIICHUS aJITOPUTMOB U JAHHBIX B TUX HAIIPABICHUSX.

Haxonen, mnepcrneKkTHBHBIM HamlpaBiI€HUEM SBISIETCA ucnonb3oBanue MW miga  aHanusa
CUTHAJIOB, TAKUX KaK 3JIEKTPOKapaAroTrpamMma u aiekrpodniedanorpamma. CHUCTEMbI, OCHOBaHHBIC Ha
HEHPOHHBIX CETSIX, CIIOCOOHBI BBISIBIIATH AaHOMAJINH, YKA3bIBAIOIINE Ha BO3MOXKHBIC TTATOJIOTHUH.

BbI30BbI M MEePCNEeKTUBBI NMPUMEHEHUS HCKYCCTBEHHOI0 HMHTEJIEKTAa B MeIUIUHCKOM
JHATHOCTHKE

HecMoTpss Ha BBICOKME NOCTHKEHUS M BO3MOXKHOCTH, NpuMmeHeHune MU B meauuumHCckou
JMATHOCTUKE CTaKUBAETCS C PSAIOM BBI30BOB, KOTOpBIC TPEOYIOT TIIATEIBHOTO PACCMOTPEHHSL.
OmHUM W3 OCHOBHBIX IIPETISATCTBUIA SIBISIETCS HEOOXOAUMOCTh 00€CTICUCHHSI TOYHOCTH U HAJIE)KHOCTH
MOJIeNiei, 0COOCHHO MpHu paboTe C AMATHOCTHKOW CIOXHBIX 3aboneBanuit. MM-monenu yacto
TpeOyIOT OONBIINX 00bEMOB Ka4eCTBEHHBIX JAHHBIX N7 00yUeHUs, U OTCYTCTBHE TaKUX JTAHHBIX
MOXET CHHU3UTh TOYHOCTb TpeAcKazaHuil. Jlns mnpeomoieHuss STOH MpoOIeMbl HEOOXOIUMO

Kypnan «HpopMarmoHHbIe TEXHOIOTUHU 1 Oe30macHoCTh Nel/2024 5



Hayunoe nznarensctBo «lIpodeccrnoHanbHblil BECTHUK»

pa3paboTarh CTaHAAPTHI U MPOTOKOJIBI, KOTOPHIE MOMOTYT PEryJlupoBaTh KaueCTBO U CTPYKTYpY
UCIOJIb3YyEMBIX JAHHBIX [5].

BTOpoii BayKHBIN aClIeKT — UHTEPIPETUPYEMOCTD pelieHui, npuauMaemsix M. B Mequnune
KpaifHe Ba)KHO, YTOOBI JUarHo3 ObUT 0OOCHOBAH M MOHATEH MEIUIIMHCKOMY NepcoHaty. B ormnnune
OT TpPaIUIMOHHBIX METOJO0B, MHOrue airoputMel MM, ocobeHHO mIyOOKOrO 0O0YyYeHus,
NPEACTABISIIOT COOO0M «YEpHBIA ALIMK», TJE TPYIHO ONPEHCTUTh, Kakhe (PaKTOphI MOBIUSIM Ha
KOHEUHOE pelIeHHe. JTO CO3JaeT TPYAHOCTH B MOHMMAHHHM MOJEIU M MOXET CHIKaTh JOBEpHE
CTELMATNCTOB. PemeHreM MOXeT CTaTh pa3BUTHE METOAOB oObsicHUMOro MU, cnocoOHBIX naBaTh
MPO3pavyHbIe U TOHATHBIE OOBSICHEHNUS TI0 KQXKIOMY Pe3yJIbTary.

TpeTbuM BBI30OBOM SIBIISICTCSI HEOOXOAWMOCTH COOJIONEHHUS HOPM KOH(PHMICHIMAIBHOCTH U
0€30IacHOCTH JAHHBIX MAlMeHTOB. MEIUIIMHCKUE TaHHBIE OTHOCATCS K 0CO00 YYBCTBUTEIHHBIM
KaTeropusM, M JI0ObIe YyTEUKH MOTYT MPUBECTH K CEPbE3HBIM rnocieacTBusM. Mcnonp3zoBanue MU
TpeOyeT XpaHEeHUsT U OOpabOTKM OONBUIMX MACCHBOB JAHHBIX, YTO YBEJIWYMBAET PHUCKH. J[ns
obecriedeHus 0€30MacHOCTH TpeOyeTcss BHEIPEHHWE METOAOB IM(GPOBAHHMS W CTPOTHX IPaBHII
XpaHEeHHUs JAHHBIX, a TAK)KE TIOCTOSHHBIH MOHUTOPUHT CUCTEM Ha MPeIMET ySI3BUMOCTEH.

Kpome Toro, 3HaunTeNbHOE BHUMAHUE CIIEAYET YACIUTh 3TUYECKHM BOIIPOCaM, CBA3aHHBIM C
npumenenueM M. IIpumenenue anroputmoB MM B MequLMHE BBI3BIBACT ONIACEHUs, CBA3AHHBIC C
BO3MO)KHOCTBIO BOBHUKHOBEHHS IPEAB3ATOCTH B MPEACKA3aHHUIX, YTO MOXKET IOBJIUATH HA KAaU€CTBO
MeIUIMHCKOro oOcmyxuBanus [6]. Hampumep, ecinu anroputMm oOydeH Ha JAHHBIX, KOTOpbIE HE
YUUTBIBAIOT pPa3HOOOpa3ue B TMOMYJSIMHM, OH MOXET JaBaThb HEBEpHBIE pe3ylbTaTbl s
OTIpeJeNICHHBIX TPYII MalMeHTOB. PemeHneM MoXeT crarh obOs3arenbHoe TecThupoBanue MU Ha
JAHHBIX, OTPAXAIOIIUX JeMorpaduyeckoe pazHooOpasue, YTOObI HCKIIOYHMTH MPEIAB3ATOCTH B
NpeACKa3aHUsAX.

Ha pucynke 2 mokaszaHo pacmpesiesieHHe OCHOBHBIX BBI30BOB, C KOTOPBIMH CTaJKHUBAIOTCS
pa3pabOTYMKM M MEAMLMHCKUE YUPESKICHUS TPU BHEAPEHHUH TEXHOJOTHHA HCKYCCTBEHHOTO
MHTEJUIEKTa. IHTepIpeTHpyeMOCTh MOJIENIEH OCTAETCsI KITIOUEBBIM OapbepoM.

KoHduaeHUnansHocTb U 6e3onacHoCcTb

25.0%

35.0% 40.0%

KayecTBO JaHHbIX VHTepnpeTnpyeMocTb

Pucynoxk 2. OcHoBHbIe BbI30BH BHeApeHus U B 3npaBooxpaneHnn

CornacHO JaHHBIM, HauOOJee CEphE3HBIM BBI30BOM SIBIISICTCSI HHTEPIPETHPYEMOCTh MOJIENIEH
(40%), Tak KaK BpadW HYXIAIOTCS B OOBSICHUMOCTH BBIBOJOB, caenanHbix MU, KauecTBo maHHBIX
3aHuMaeT Bropoe Mecto (35%), ykaspiBasg Ha HEOOXOAUMOCTh CTaHAAPTH3AIMK JaHHBIX. Bompocsl
KoH(UIEHIIMATBHOCTH U Oe3omacHocTH (25%) TpeOyroT co3laHusi HOBBIX TEXHOJOTHHA 3alllUThI
MHGOPMALUH JUTSI MUHUMH3ALUN PUCKOB.

Haxkowner, narerpamus MU B cymecTBYIOIIYIO CUCTEMY 31paBOOXpaHEeHuUs TpeOyeT MOATOTOBKH
CIEIMAJINCTOB, KOTOPbIE CMOTYT padOTaTh ¢ HOBBIMHU TEXHOJIOTUSMHU U aHAJIM3UPOBATH PE3YJIbTATHI,
npemanaraempie UM, [l 3Toro BaKHO pa3BUBaTh o00pa3oBaTeNbHBIE MPOTPaMMbI U KypCHI
MOBBIIIEHUS KBaTH(PHUKALINHU, KOTOPbIE IIO3BOJISAT BpayaM U TEXHUUYECKHUM crieranucTam 3hHeKTHBHO
B3auMozeiictBoBate ¢ cucreMamu HWMU. IlomroroBka crenumanuctoB K padore ¢ MM Takxke
crnocoOcTByeT Oosiee TOUHOW U OBICTPOM MHTErpallMy TEXHOJIOTUN B MEJUIIMHCKYIO TPAKTHKY.

3akiouenune

BHenpeHne HCKyCCTBEHHOIO MHTEIIEKTa B MEAMIMHCKYIO IUAarHOCTUKY OTKPBIBAET HOBBIE
BO3MOXKHOCTH Ul YJIY4YLICHUS KAa4eCcTBa MEIMLMHCKUX YCIyr W COKpalleHUS BpPEMEHM Ha
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MOCTaHOBKY auarHo3a. MU crnocoOGeH aBTOMAaTtu3mpoBaTh psii MPOIECCOB, BKJIIOYas 0OpabOTKY
TEKCTOBBIX JIaHHBIX, aHAJIN3 W300paKeHUH U MpeAcKa3aHue KIMHUYECKUX MCXOA0B, YTO MOMOTAeT
MEIUIMHCKUM CIIEHUAINCTaM NpUHUMAaTh Oosiee OOOCHOBaHHBIC pelIeHHs. TeM He MeHee,
UCTIOJIb30BAaHUE ATUX TEXHOJOTHH TpeOyeT pa3pabOTKM HalleKHBIX MOJENEW M COONIONEHUS psija
CTaHJApPTOB JJIi MUHUMHU3AIH PHCKOB.

OnHoMl W3 KIIOUEBBIX 3a4a4 Ha myTu pasButus MM B MeauumHe OCTaeTcsi MOBBILLIEHUE
MHTEPIPETUPYEMOCTH M OOBSICHUMOCTH MOJEINeH, YTO 0COOEHHO Ba)KHO JUIsl JOBEPUS CO CTOPOHBI
MEIUITMTHCKOTO NepcoHalia 1 nauenToB. Pemenus, npeanaraemsie MW, 10mKHBI OBITH TPO3PauHBIMU
Y TIOHSATHBIMH, YTOOBI CIICIIMATIMCTHI MOIVIA IPUHUMATh UX BO BHUMAaHHE B KIIMHUYECKOM MPaKTHKE.
Kpome Toro, cobmioneHne KOHGHUAESHIMATFHOCTH U 0€30MaCHOCTH JTaHHBIX TPEOyeT MOCTOSTHHOTO
KOHTPOJISL ¥ YIy4IIeHUs] HHQPACTPYKTYPHI A7l paboThl ¢ MEIUITMHCKOM HHpOpMaLueii.

st monmHoueHHoro mHTerpupoBanust M B cucremy 31paBooXxpaHeHHsT HEOOXOIMMO TaKkKe
YAETUTh BHUMAHHUE MOJTOTOBKE KBATU(HUIIMPOBAHHBIX KaJgpoB. OOpa3zoBaTesibHbIe TPOTrPAMMBI ISt
Bpayell M TEXHUYECKUX CICIHATUCTOB MOMOryT UM 3¢ ¢dektuBHO padorats ¢ MU-cuctemamu u
MaKCHMaJbHO HCIIONB30BaTh UX MOTEHIMAN B AuarHoctuke. Takum oOpazom, MW mpexncrasiser
cO0OW MOIIHBIA MHCTPYMEHT IJIsl MEAWLUHBI, CIOCOOHBIM M3MEHHMTH MOAXOJ K JHATHOCTUKE U
JICYCHUIO, HO €T0 BHEAPEHHE JOJKHO ObITh OCO3HAHHBIM M TIIATEIFHO CINIAHUPOBAHHBIM.
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Abstract

The article explores the possibilities and challenges of using blockchain technology in the
financial sector. It describes the main applications of blockchain, such as international transfers,
identity verification, and business process automation through smart contracts. The study highlights
blockchain's advantages, including decentralization, increased transparency, and reduced operational
costs. Major challenges, such as scalability, security, and regulatory compliance, are identified as
limiting factors for the widespread adoption of this technology in traditional financial structures. In
conclusion, the article emphasizes that successful blockchain integration in the financial sector
requires the development of security standards and adaptation to legal requirements.

Keywords: blockchain, finance, smart contracts, data security, scalability.

AHHOTAIHUSA

CraTbsi TIOCBSIIICHA MCCIIEOBAHUIO BO3MOXKHOCTEH W BBI30BOB HCIIOJIb30BAaHHS OJOKUYECHH-
TEXHOJIOTUH B (PMHAHCOBOM cekTope. OmnHcaHbl OCHOBHbBIC HANpaBJICHUS NMPUMEHEHHs OJIOKYEiH,
TaKMe KaK MEXAyHapoJIHbIC IEepeBObl, BepUPHUKAIMA JUYHOCTH U aBTOMATU3alUs Ou3Hec-
MPOIIECCOB C IMOMOIIBIO CMAapT-KOHTPAKTOB. PaccMOTpeHbl mpenMyInecTBa OJOKYEHH, BKIOYast
JELEHTPAIM3AlIMIO, TOBBIIICHUE TPO3PAYHOCTH M CHUKEHUE OTEPAIMOHHBIX U3JIEpiKEeK. BhIsBICHBI
OCHOBHBIC BBI30BBI, TAKWE KaK MacCHITa0MpPyeMOCTb, 0€30MacHOCTh M COONIOIEHHE HOPMATHBHBIX
TpeOOBaHUH, KOTOpPHIE OTPAHWYMBAIOT I[IMPOKOMACIITAOHOE BHEAPEHUE TEXHOJIOTMU B
TpaaUIMOHHbIE (MHAHCOBBIE CTPYKTYphl. B 3aKiIOYeHMHM TOJYEpPKUBAETCS, YTO YCIEUIHAs
MHTErpanus OJIOKYEHH B (DUHAHCOBBIA CEKTOp TpeOyeT pa3pabOoTKU CTaHAAPTOB OE30MaCHOCTH U
aJlanTalyy K IpaBOBBIM TPEOOBAHHSIM.

KuaroueBbie cjioBa: OiokyeiitH, (HUHAHCH, CMapT-KOHTPAKThI, OE30MACHOCTh JAaHHBIX,
MacITabupyemMocCTh.

Introduction

The blockchain technology, initially used exclusively for cryptocurrency transactions, has
acquired a much broader application scope in recent years, particularly in the financial sector.
Blockchain offers a decentralized, secure, and transparent system for transaction recording that
eliminates the need for intermediaries. Such a system has become especially relevant in the context
of digitalizing financial processes and seeking more efficient ways to manage financial assets.
Numerous organizations and banking institutions are actively exploring blockchain integration into
their operations, aiming to reduce costs and enhance transaction security.
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Significant attention to this technology is also due to its ability to ensure data immutability and
prevent transaction manipulation. This is achieved through cryptographic algorithms, creating a
resilient, tamper-resistant data management system. In the financial sphere, such advantages can
foster increased trust in processes and reduce the level of financial crime. Blockchain integration in
the banking sector also opens up opportunities for improved client interactions, simplifying data
verification and accelerating processes related to credit issuance and identity verification.

The purpose of this article is to explore the potential of blockchain in the financial sector,
analyze existing and possible applications, and identify the main challenges associated with
integrating this technology into traditional financial systems.

Main part

Applying blockchain technology in the financial sector opens up significant prospects for
improving existing processes such as international transfers, identity verification, and asset
management. Using a distributed ledger enables a transparent and tamper-resistant system where each
transaction is recorded without the possibility of subsequent modification. This not only reduces the
time needed to process operations but also minimizes the risk of human error and data manipulation
— an aspect that is critically important for financial institutions [1].

One of the most promising applications of blockchain is international money transfers. In the
traditional banking system, such transfers can take several days and involve high fees. Blockchain
allows for near-instant transfers with minimal fees. Figure 1 illustrates the international transfer
process using both the traditional banking system and blockchain technology.

5| . Traditional System
Blockchain System

Score (Higher is better)

Transaction Time Fees Transparency Automation
Criteria

Figure 1. Comparison of international transfer processing in traditional and blockchain systems

The figure demonstrates the differences in processing international transfers between a
traditional system, which includes several intermediaries, and a blockchain system, where
transactions occur directly between participants. This greatly reduces costs and shortens processing
time [2].

Additionally, blockchain also supports the use of smart contracts—algorithmic contracts that
execute predefined terms without third-party involvement. In the financial sector, this can include the
automation of credit operations, such as automatic loan issuance and payment tracking, which reduces
operational costs and minimizes the risk of errors. Smart contracts eliminate a significant number of
intermediaries, making processes more efficient and faster.

Using blockchain for identity verification is also an emerging trend in the financial sector.
Blockchain enables secure and immutable client data storage, which simplifies verification processes
and reduces fraud risks [3]. Implementing a distributed ledger system for data verification expedites
identity verification during account opening, loan issuance, or other operations.

Advantages and challenges of implementing blockchain technology in the financial sector

One of blockchain’s key advantages is decentralization, which makes the system more resilient
and reduces dependence on central authorities. In the financial sector, this opens up new possibilities
for creating independent payment systems where transaction control is distributed among network
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participants. This approach increases system reliability and reduces risks associated with human error
or abuse of power. This is particularly important for data protection and financial information, making
blockchain attractive to financial institutions.

Blockchain also enables the use of smart contracts, a key technological element for automating
business processes. Smart contracts are programmable agreements that automatically execute under
specific conditions, reducing the need for intermediaries and minimizing the risk of unforeseen
contract changes [4]. In the financial sector, smart contracts can be valuable for automatic payment
calculation and distribution, especially in insurance and lending.

Data transparency, provided by blockchain, is another significant advantage for the financial
sector. In a blockchain system, each transaction is accessible to all network participants, which
eliminates unauthorized changes and minimizes fraud risk. This feature is particularly useful for
organizations that work with large volumes of data and require a transparent system where every
transaction is traceable. For example, blockchain can ensure complete transparency and data
protection during audits and transaction verifications.

However, despite these advantages, blockchain faces several challenges when implemented in
traditional financial structures. One key challenge is scalability: as the network grows and transaction
volume increases, processing times may lengthen, which could limit blockchain’s application in
large-scale projects [5, 6]. Financial organizations considering blockchain must factor in the potential
increase in data processing time and plan additional solutions to maintain operational speed.

Another important aspect is regulatory compliance, as blockchain lacks a central regulatory
body. Financial institutions must adapt their processes to regulatory requirements that can vary
depending on the country and the specific blockchain application area. This adds complexity to
implementing this technology in large banking structures, where each transaction must comply with
regulatory standards. In some cases, this could be a significant barrier to blockchain use in financial
organizations.

Finally, security remains a significant concern when using blockchain [7-9]. Although this
technology is highly resistant to hacking, blockchain networks are still susceptible to certain types of
attacks. For example, a 51% attack (when a majority of the network is controlled by a single entity)
could allow attackers to alter the data ledger. Therefore, financial organizations must consider the
possibility of such threats and develop additional security protocols to protect their data and financial
information.

Conclusion

Blockchain technology in the financial sector offers unique opportunities to enhance
operational efficiency, security, and transparency. Blockchain’s decentralized structure eliminates the
need for intermediaries and reduces costs, thus optimizing processes like international transfers and
data verification. The smart contract technology opens possibilities for automating financial
operations, significantly simplifying and accelerating business processes.

However, along with its advantages, blockchain technology faces significant challenges that
limit its large-scale application. The primary issues include scalability, security, and regulatory
compliance. Financial institutions must consider these factors when integrating blockchain into their
systems to minimize possible risks and protect client data.

Thus, blockchain’s potential in the financial sector is substantial, but its realization requires a
cautious and balanced approach. Successful technology implementation necessitates further research
and the development of security standards, as well as training specialists who can effectively apply
this technology in practical work.
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Abstract

This article examines modern big data processing methods applied to consumer behavior
analysis. The primary focus is on machine learning and deep learning techniques for consumer
segmentation, text data analysis, and result visualization. Advantages of using these methods in
marketing research, such as increased prediction accuracy and cost optimization, are discussed. The
challenges associated with data quality and the need for skilled professionals are also highlighted. It
is concluded that applying big data processing methods allows companies to adapt marketing
strategies and enhance customer service, providing a long-term competitive advantage.

Keywords: big data, consumer behavior, machine learning, segmentation, marketing.

AHHOTAIHSA

B nanHOi#l craThe paccMaTpHUBAIOTCS COBPEMEHHBIE METOIBI 00OpaOOTKH OONBIIMX JAHHBIX,
UCTIOJNb3YEeMBbIEe Ul aHalW3a MOTPeOUTENbCKOro mnoBeaeHus. OCHOBHOE BHUMaHHE YAESACTCS
NPUMEHEHUIO MAIIMHHOTO O0Yy4YeHHs M TIIyOOKOro oOy4yeHHs AJIsi CerMEHTAllMM MOTpeOuTeNei,
aHamM3a TEKCTOBBIX IAHHBIX W BHU3YyaJIM3allMU pPe3yibTaToB. PaccMaTpuBaroTCs MperMyIIecTBa
MCTIOJIb30BAHUS 3TUX METOJIOB B MAPKETUHTOBBIX UCCIIEIOBAHUIX, TAKHE KAaK IMOBBIIICHUE TOYHOCTH
NPOTHO30B M ONTHMHU3aLuUsl 3aTpar. Takke OOCYX HaloTCS BBI3OBBI, CBSI3aHHBIE C KaueCTBOM
MCXOJIHBIX JTAHHBIX U HEOOXOJMMOCTBIO BBICOKOHM KBaIM(PHUKAIUU CIICIUATUCTOB. BBIsBIEHO, UTO
UCTIOJIb30BAHUE METOJ0B 00paOOTKH OOJBIIMX JAHHBIX IO3BOJIIET KOMIAHMSM aJalTHPOBAThH
MapKETUHTOBBIE CTpAaTeTMM M YIy4yllaTh KIMEHTCKUH cepBHC, oOecrmeyuBas JIOJTOCPOYHOE
KOHKYPEHTHOE MPEUMYIIECTBO.

KuroueBrblie ciioBa: Oonbline JaHHBIE, TOTPEOUTETHCKOE MOBEACHHUE, MAITUHHOE OOyUYCHHE,
CerMEeHTAaI1sl, MApPKETHHT.

Introduction

Modern big data processing technologies play a crucial role in analyzing consumer behavior,
providing companies with the ability to understand and predict customer preferences based on large
volumes of heterogeneous information. Consumer data can include structured information, such as
purchase history, as well as unstructured data from social networks, reviews, and other sources,
making analysis particularly complex. As a result, it becomes essential for companies to apply
advanced methods and algorithms that enable efficient processing of large datasets and the
identification of patterns in consumer behavior.

Big data processing methods not only accelerate analysis processes but also provide more
accurate forecasts through machine learning (ML) and deep learning (DL) algorithms. These
technologies help uncover hidden relationships in data, predict user preferences, and adapt marketing
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strategies to individual needs. For instance, ML algorithms can analyze textual data from social
media, extracting keywords and sentiments associated with a particular product or brand.

The purpose of this article is to review the methods of big data processing used in analyzing
consumer behavior and assess their effectiveness. The article will analyze modern approaches,
including ML and DL, as well as techniques for data segmentation and clustering that help marketing
specialists gain deeper insights into target audience behavior and make more informed business
decisions.

Main part

Machine learning methods play a central role in processing and analyzing consumer data. One
popular approach is to use clustering algorithms to segment users based on various characteristics,
such as preferences, demographic data, and purchase frequency. For example, the K-means algorithm
allows for partitioning data into clusters, grouping users with similar characteristics. Figure 1 shows
an example of using clustering for consumer segmentation [1].

Customer Segmentation with K-means Clustering

16} Preferences
Demographics
% Purchase Frequency

141

121

Feature 2
=
o

6 8 10 12 14
Feature 1
Figure 1. Consumer segmentation using K-means method

The figure illustrates the clustering process, where users are distributed into groups based on
similar characteristics. Each group is highlighted in a specific color, allowing for a visual separation
of consumers by preferences and other criteria. In addition to clustering, ML enables the application
of text analysis methods for processing user reviews and comments. This includes algorithms such as
topic modeling and sentiment analysis [2]. Topic modeling (e.g., the LDA algorithm) allows for
identifying the main themes discussed in reviews, helping companies understand which aspects of
products are most important to customers. Sentiment analysis, on the other hand, provides an
assessment of the overall sentiment of the audience towards a product or brand.

Another data processing method is deep learning, which is especially effective for working with
images and unstructured data. For instance, in analyzing consumer behavior, DL can be used for face
and object recognition in photos, enabling the identification of user preferences. DL algorithms, such
as convolutional neural networks, are employed in image analysis to uncover interests and
preferences related to specific products or services.

A crucial stage in analyzing big data is the cleaning and preprocessing of information since data
from different sources often contains errors, duplicates, and gaps. Processing methods include
normalization and standardization of data, removing duplicate records, and filling in missing values.
These actions are necessary to enhance the accuracy of ML and DL models, as the quality of the
source data directly impacts the final analysis results [3].

To visualize data and present analysis results, a wide range of tools and methods is used. One
approach is to create graphs and charts that visually represent the patterns discovered in the data.
Table 1 shows the main stages of data analysis when applying ML and DL in marketing research.

Table 1 [4]
Stages of data analysis in marketing research using ML and DL
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Stage Description

Data collection Obtaining data from various sources, such as social
networks, CRM systems, online platforms

Data cleaning Removing duplicate records, processing missing
values

Data processing Normalizing, standardizing data, and preparing it for
analysis

Application of ML and|Using algorithms to identify patterns and segment

DL consumers
Visualization and | Creating graphs and charts to present results
interpretation

These methods and stages of data analysis enable companies to gain deeper insights into
customer needs, improve product quality, and adapt marketing strategies based on data obtained from
various sources [5-7].

Prospects for using big data processing methods in marketing

The use of big data processing methods provides marketers with the opportunity to more
accurately tailor strategies and offer personalized solutions for each client. By analyzing vast amounts
of data, companies can identify unique patterns in consumer behavior, anticipating their future needs.
This not only enhances customer satisfaction but also increases business profitability through targeted
offers and optimized advertising.

Another important aspect is optimizing marketing expenses. Machine learning and deep
learning methods allow for predicting the effectiveness of various advertising channels, identifying
the most productive strategies. Thus, companies can optimize their budgets by allocating resources
to the most profitable market segments [8]. This is especially crucial in conditions of high competition
and rapidly changing customer needs, where the accuracy of marketing decisions plays a key role.

Finally, the development of data processing technologies opens up prospects for a deeper
understanding of the impact of external factors on consumer behavior. For example, algorithms can
take into account seasonal fluctuations, economic changes, and social trends that affect demand. This
enables companies to anticipate potential shifts in audience interests and adapt their offerings in
advance, remaining competitive in the long term [9, 10].

Conclusion

Big data processing methods play a critically important role in analyzing and predicting
consumer behavior, helping companies adapt their marketing strategies to changing audience
preferences. The application of machine learning and deep learning technologies allows for
uncovering hidden relationships and predicting future customer behavior, providing marketers with a
significant advantage in a highly competitive environment. The results of data analysis help not only
to better understand customer needs but also to optimize advertising costs.

Despite the clear advantages, the implementation of big data processing methods in marketing
research requires significant resources and skills in working with analytical tools and algorithms.
Additionally, the quality of the source data remains a determining factor for the successful application
of machine learning and deep learning, as errors and gaps in the data can negatively affect the
accuracy of results. However, with proper preparation and adherence to standards, companies can
successfully leverage data to gain competitive advantages.

The use of big data methods to analyze consumer behavior represents a promising direction for
marketing development. Further research in this area will contribute to the creation of more accurate
and robust analysis models, allowing for a deeper exploration of customer behavior and the adaptation
of offerings in line with their expectations.
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Abstract

The article explores the potential of Internet of Things (IoT) technologies for optimizing
industrial processes. Key loT advantages, such as real-time data monitoring, enhanced equipment
condition control, and predictive maintenance, are described. Emphasis is placed on predictive
maintenance using machine learning methods to forecast failures and schedule preventive actions.
Additionally, energy efficiency improvements and inventory management optimization enabled by
IoT are discussed. The conclusion highlights IoT's importance for industrial digital transformation
and improving business competitiveness.

Keywords: Internet of Things, industry, predictive maintenance, energy efficiency, process
optimization.

AHHOTAIHUSA

B crarse paccmaTpuBaroTCs BO3MOKHOCTH HCIIOIB30BaHMs TeXHosorui MHrepHera Bemen
(IoT) anst onTUMHU3aLMKM TPOMBIIUIEHHBIX TpoleccoB. OnucaHbl OCHOBHbIE npeumyniectBa 10T,
Takue KaKk MOHUTOPHUHI [aHHBIX B pEaJbHOM BpPEMEHM, YIIYYIICHUE KOHTPOJISI COCTOSIHUSA
0o0OpyZIOBaHUS W TOJAEpKKA NPOTHO3HOTO oOcmyxuBanus. Ocoboe BHUMaHHE YyAETISICTCA
MIPOTHO3HOMY OOCITY’)KMBAaHUIO, OCHOBAaHHOMY Ha METOJIaX MAIIMHHOTO O0Y4YEeHHS, TO3BOJISIONIEMY
NpeJCKa3bIBaTh HEUCIPABHOCTU M MPOBOIUTH MpodMIakTHYeckue padboTsl. Takxke 00CyKaaroTcs
aCTIEKThI MOBBIIICHUS YHEProdPPEKTUBHOCTH U ONTUMH3AIMH YIPABJICHUS 3allacaMU € TTOMOIIBIO
IoT. B 3axmoueHun mnoxyepkuBaeTcss 3HauumocTh loT s uudpoBoil  TpaHchopmanuu
MPOMBIIIJICHHOCTH U TOBBIIICHNUS KOHKYPEHTOCIIOCOOHOCTH MPEAIPUSTHIA.

KiawueBble ciaoBa: MHTepHeT Bemiel, NPOMBIIUIEHHOCTh, NPOTHO3HOE OOCTYKHBaHUE,
5Hepro3(pekTuBHOCTD, ONTUMH3AIIHS TPOIIECCOB.

Introduction

Internet of Things (IoT) technologies are increasingly being applied in industry, providing
opportunities for automation, monitoring, and analysis of production processes. loT enables devices
to exchange data, forming an interconnected network that helps optimize production lines, equipment
management, and quality control processes. This technology is becoming the foundation for creating
"smart" manufacturing systems capable of responding rapidly to real-time changes, thereby
enhancing efficiency and reducing costs. One of the key advantages of IoT in the industrial sector is
the ability to continuously collect and analyze data on equipment conditions and production
processes. By using sensors and other IoT devices, parameters such as temperature, humidity,
machinery speed, and many other indicators that can affect product quality can be monitored. This
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data is used to create predictive models that help prevent breakdowns and production downtime.
Thus, IoT contributes to the development of predictive maintenance systems that minimize risks and
extend equipment lifespan.

The aim of this article is to explore ways to apply loT for optimizing industrial processes and
analyzing their effectiveness. The article will examine examples of loT usage in manufacturing, as
well as methods that facilitate automation, enhance management accuracy, and improve product
quality control.

Main part

The implementation of IoT in manufacturing enterprises allows for real-time data collection
regarding equipment performance and production processes. This is achieved by installing sensors
and connected devices on key equipment elements that record parameters such as temperature,
vibrations, wear level, and other indicators. For instance, vibration sensors can detect early signs of
bearing or motor failure, allowing the enterprise to conduct preventive maintenance and avoid
downtime. IoT systems enable the monitoring of key parameters of production equipment, such as
temperature, vibration, noise level, and pressure.

Figure 1 shows the growth of IoT device usage in industrial applications over the past five
years. This demonstrates the increasing adoption of IoT technologies in manufacturing processes.
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Figure 1. Growth of IoT device usage in industry

As shown in Figure 1, the number of IoT devices used in industrial settings has grown
significantly, reaching 100 million by 2022. This trend reflects the increasing reliance on IoT for data
collection and analysis.

Temperature sensors help monitor equipment, preventing overheating, which is especially
important for reliably operating machinery. Vibration sensors allow for the timely detection of
potential failures associated with mechanical wear of components [1]. Noise level control helps
comply with safety standards, which is crucial for ensuring comfortable working conditions. Pressure
is also continuously monitored to maintain optimal production conditions and exclude deviations that
may affect product quality. IoT collects this data in real-time, allowing enterprises to monitor and
analyze key performance indicators of production processes.

Another important function of IoT is supporting predictive maintenance systems based on
historical data analysis. Predictive maintenance allows for early identification of potential equipment
issues and timely preventive actions. Such systems utilize machine learning algorithms to analyze
accumulated data and predict the likelihood of failures. This helps reduce repair costs and minimize
downtime, which is particularly important for industrial enterprises with continuous production
cycles [2]. Additionally, IoT facilitates the optimization of inventory management for raw materials
and components. Connected devices can track the number of materials available in real-time and
automatically generate orders when supplies approach minimum levels. This reduces the likelihood
of production disruptions due to material shortages and allows for more efficient purchasing planning,
eliminating excess storage costs.
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Another significant area is enhancing energy efficiency. IoT allows for the monitoring of
electricity consumption at each stage of production and identifies areas with the highest costs. For
example, data analysis can optimize the operating schedule of energy-intensive equipment, reducing
energy consumption during low-demand periods [3]. This approach helps lower electricity costs and
aligns with modern environmental standards. The use of 10T also significantly improves product
quality control systems. By installing sensors on production lines, it is possible to track product
parameters in real-time, such as dimensions, weight, temperature, or density, and promptly identify
deviations from standards. Implementing such systems allows for the timely detection and correction
of defects at early stages, thereby improving the quality of the finished products and reducing the
amount of waste.

Predictive maintenance using IoT

One of the significant advantages of implementing IoT in industrial production is the
opportunity to realize predictive maintenance based on accumulated data analysis [4]. By utilizing
data collected from sensors, [oT systems can predict potential equipment failures before they actually
occur. This enables optimization of preventive maintenance scheduling and avoidance of unscheduled
downtimes that can lead to financial losses. Predictive maintenance is achieved through the
application of machine learning methods and statistical analysis. Analyzing historical data regarding
equipment conditions helps identify patterns indicating the likelihood of breakdowns. For instance,
data regarding temperature and vibrations may signal increased wear of bearings or other moving
parts. Such models allow for the planning of necessary maintenance actions in advance, reducing
repair costs and extending equipment operating life. Moreover, predictive maintenance aids in
resource optimization. Through an automated fault prediction process, enterprises can more
effectively allocate labor and materials, avoiding excess inventory and unnecessary repairs.
Implementing IoT and predictive models creates a flexible maintenance system that takes into account
the current state of equipment and adapts to real production conditions [5].

Challenges and risks of IoT implementation in industrial production

Despite the significant benefits of IoT in industrial production, its implementation faces several
challenges and risks that must be considered. One of the main challenges is ensuring data security
and protecting against cyber threats. IoT systems collect and transmit vast amounts of data, often
involving sensitive information related to production processes. Unauthorized access or data breaches
can lead to production disruptions, financial losses, and intellectual property theft. Therefore,
implementing robust security measures, such as encryption and secure data transfer protocols, is
essential to safeguard loT infrastructure in industrial environments [6].

Another challenge is the high initial cost associated with [oT deployment. Installing sensors,
upgrading equipment, and establishing data storage and analysis systems require significant financial
investments, which may be prohibitive for small or medium-sized enterprises. Moreover, ongoing
maintenance and updates to IoT infrastructure can also contribute to costs [7, 8]. To address this,
companies need to evaluate the return on investment by considering long-term benefits such as
reduced downtime, increased productivity, and lower operational costs, which can offset the initial
expenses over time [9].

Finally, IoT implementation demands a skilled workforce capable of managing and analyzing
data generated by interconnected devices. Training personnel to work with IoT systems and interpret
data analytics is critical for maximizing the value of IoT. Additionally, integrating IoT into existing
production workflows may require adjustments and adaptations, as legacy systems may not always
be compatible with IoT technologies. Addressing these challenges requires comprehensive planning
and a phased approach to loT deployment to minimize disruption and maximize benefits for industrial
enterprises.

Conclusion

The implementation of IoT technologies in industrial production opens up significant prospects
for improving efficiency and quality of production processes. IoT allows enterprises to collect real-
time data, which enhances equipment condition monitoring and provides opportunities for predictive
maintenance. This contributes to reduced downtime and lower repair costs, enabling enterprises to
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operate more efficiently. Predictive maintenance, supported by IoT, is becoming an integral part of
industrial asset management, as data analysis allows for anticipating potential failures and conducting
preventive maintenance at the right time. Such technologies, including machine learning methods,
ensure equipment longevity and reduce the risk of emergency situations, which is particularly
important for high-load enterprises with continuous production cycles. The use of IoT also aids in
resource optimization and reduces costs for energy and materials. Monitoring energy consumption
metrics and inventory status enables more accurate management of production processes and
minimizes expenses. Thus, [oT is a key element facilitating digital transformation and enhancing the
competitiveness of industrial enterprises.
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AHHOTAIUA

B craThe ucciemyroTcs COBpeMEHHbBIE METOIbI Pa3paboTKH MPOTrPaMMHOTO OOECTICUCHUS st
BbIcOKOHarpyxkeHHbIX cuctem (BHC), BKto4ass MUKPOCEPBUCHYIO ApXUTEKTYPY M aCHHXPOHHOE
nporpamMmmupoBanue. OmnucaHbl MPEUMYIIECTBA ATUX TMOJXO0JOB, TaKUE KaK I[OBBIIICHUE
MIPOU3BOUTEIILHOCTH, OTKA30yCTOMYMBOCTh U BO3MOXKHOCTh MACIITAOMPOBAHUS OTICIBHBIX
KOMIIOHEHTOB cHCTeMbI. [IpencraBieHbl mpuMepbl UCHOJIb30BaHUS ACMHXPOHHBIX ONEparuil Juist
napajuiebHO 00paOOTKM JaHHBIX, YTO MO3BOJIIET YMEHBIIUTh BPEMS OTKJIMKA WM TOBBICHTH
CTaOUIIBLHOCTh CUCTEMBI. B 3aKIItOueHUN OOCYXTAaeTCs 3HAYUMOCTh ATHX METOJOB Ui CO3JIaHUs
ycroiunBeix BHC, cmocoOHBIX BBIIEPKHUBATH OOJbIIHE OOBEMBI JAHHBIX U CIPABIATHCS C
WHTEHCUBHOW HArpy3KoHu.

KiroueBble ci10Ba: BBICOKOHArpy>K€HHBIE CHCTEMbI, ACHHXPOHHOE IPOrPaMMHPOBAHME,
MHUKPOCEPBHCHI, MACIITAOUPYEMOCTh, OTKa30yCTOHYHUBOCTb.

Abstract

The article examines modern software development methods for high-load systems (HLS),
including microservice architecture and asynchronous programming. The advantages of these
approaches, such as increased performance, fault tolerance, and the scalability of individual system
components, are described. Examples of asynchronous operations for parallel data processing are
provided, allowing for reduced response time and improved system stability. In conclusion, the
significance of these methods for creating resilient HLS capable of handling large data volumes and
intense workloads is discussed.

Keywords: high-load systems, asynchronous programming, microservices, scalability, fault
tolerance.

Beenenue

CoBpemenHbIe BeICOKOHArpyx)eHHble cucTeMbl (BHC) TpebytoT ucnonb3oBanust 3GPpeKTHBHBIX
METOJIOB Pa3pabOTKH MPOTrpaMMHOT0 OOecreueHus, CrocOOHBIX 00pabaThiBaTh OONBIINE OOBEMBI
JAHHBIX B 00eCIeYnBaTh CTA0OMIBHOCTh IPU BRICOKOM MHTEHCUBHOCTH 3anmpocoB. BHC oxBateiBaroT
pasnuuHble chephl, BKIOYas (UHTEX, OHIANH-TOPTOBIIO, CTPUMHHT M TEJIEKOMMYHHUKAIUH, TIE
YCTOMYHMBOCTD U BBICOKAS POU3BOJUTEILHOCTH TPOrPAMMHOTO O0ECIICUEHUS SIBIISIOTCS KPUTHYECKH
BaXHBIMUA. JTH CUCTEMBI JOJDKHBI 00CCIEUMBATh HHU3KYIO 3aJICPXKKY, OBICTPOE BpeMs OTKJIMKA W
BBICOKYIO CTEMEHb MAacCIITa0UPyeMOCTH, YTO OOyCIaBIMBAaeT HEOOXOMUMOCTHh WCIIOIH30BAHUS
MePEIOBBIX TEXHOJIOTHI U MOIXOIOB K pa3padoTKe.
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B mocnennue roapl kitoueBble MeTOnUKU pa3pabotku it BHC 3HauMTENbHO M3MEHWINCH,
BKJIIOYMB B ceOsf Takue TMOAXOAbI, KaK MHUKPOCEPBUCHAs apXUTEKTypa, aCHHXPOHHOE
IIPOrPaMMUPOBAHUE M HCIIOJb30BAaHUE TEXHOJOIMHM K3MIMpOBaHMsS. MHUKPOCEPBUCHI IO3BOJIIOT
pa3ienuTh CUCTEeMy Ha HeOONbIINE HE3aBUCHUMBIE MOIYIH, KaXIbli M3 KOTOPHIX OTBEYaeT 3a
orpenesieHHY0 (YHKIHMIO, YTO YIPOIIAeT MX pa3paboTKy, TECTHPOBAHHME M MaclITaOWpOBaHHE.
ACHHXpOHHOE TPOTrpaMMHUpPOBaHHE, B CBOIO OYe€pedb, MO3BOJISET ONTUMH3UPOBATH OOPAOOTKY
3ampocoB, u30erass OJOKUPOBKM IIOTOKOB M YIydylllas MpPOU3BOJUTEIBHOCTh CHCTEMBI NpHU
WHTEHCUBHOU HAarpys3Ke.

Llenp naHHOW CTaTbU — HCCIEAOBAaTb COBPEMEHHBIE METOABI Pa3pabOTKH MPOTPaMMHOTO
obecnieuenust it BHC, a takke mpoaHaau3upoBaTh UX MPEUMYIIECTBA U HEAOCTaTKH. B crarbe
OyIyT pacCMOTpPEHBI KIIOUEBBIE MOIXO/IbI, TAKUE KaK MUKPOCEPBHCHAS apXUTEKTypa, aCHHXPOHHOE
IIpOrpaMMUPOBAHHE U UCITIOJIb30BAaHHUE pacTIpeleIeHHbIX 0a3 JaHHBIX, KOTOPbIE MTO3BOJISIOT JOOUTHCS
BBICOKOM MPOM3BOJAUTEIBHOCTH M CTA0OMIIBHOCTH PabOThI MPOTrPaMMHBIX CHUCTEM TPU 3HAUYUTETbHON
Harpyske.

OcHoBHas 4yacTh

MHuKpocepBHCHasi apXUTEKTypa SBISETCS OAHOM M3 Hamboyiee paclpOCTPaHEHHBIX MOAETeH
paspabotku st BHC. B omindrie oT MOHOMUTHBIX MPHIOKEHUH, T/I€ BCE KOMIIOHEHTHI CUCTEMBI
TECHO MHTETPUPOBAHBI, MUKPOCEPBHUCH MPEACTABIIOT €000 HAa0Op HE3aBHUCHMBIX MOIYIEH,
KaX/IbIii M3 KOTOPBIX BBHITIONHACT ONHY (YHKLHUIO. DTO MO3BOJSIET JIETKO MacIITaOUpOBaTh KaXkIbIH
MHUKPOCEPBHC, MOBBIIIAs TMOKOCTh U OTKAa30yCTONUMBOCTH cucTeMbl. Hampumep, i yBeIndeHus
MIPOU3BOJUTEIBHOCTH MOXXHO MacIITabUpOBaTh TOJIBKO T€ MUKPOCEPBUCHI, KOTOPBIE MOABEPIratoTCs
HanOoJbIIeH Harpy3Ke, HE 3aTparuBasi OCTalIbHbIE YacTU CHCTEMSBI [1].

ACUHXpOHHOE MNpPOrPaMMHUpPOBAaHUE TaKKE SIBIAECTCA BaXHBIM METOIOM ONTHMHU3ALMU
npousBogurenbHoctTd B BHC. Ono mo3Bomsier cucreme oOpa0arbiBaTh HECKOJIBKO —3aj1ad
OHOBPEMEHHO, 130eras OJIOKMPOBKH IMOTOKOB P BBHITOJHEHUH JTUTEIBHBIX ONEpalnii, TAKUX KaK
3ampockl K 0a3e JaHHBIX UM BHI30BBI BHEIIHUX CEPBHUCOB [2]. B aCHHXpOHHOM MpOrpaMMUpOBaHUN
YacTO MCIOJIB3YIOTCS OIEpaTopbl async ¥ await, yro gemaer kox Oonee TMOKMM M MO3BOJISET
yCKOpUTH 00paboTKy naHHBIX. [Ipumep Kozia ¢ UCroab30BaHUEM aCHHXPOHHOTO MPOTPaMMHUPOBAHUS
Ha Python:

import asyncio

async def fetch data():
print("3ampoc gaHHBIX...")
await asyncio.sleep(2) # Muranus ceTeBoro 3ampoca
print("lanHbIe IOTy4eHBI")
return {"data": "pesynprar"}

async def process_data():
print("O6paboTka qaHHBIX...")
data = await fetch data()
print("O6paborannsie nanusie:", data)

# 3aryck aCHHXpPOHHBIX 3aJ1a4

asyncio.run(process_data())

B npuBeieHHOM prMepe JIEMOHCTPUPYETCS UCIIOIb30BaHUE aCHHXPOHHBIX (QyHKIuit B Python
s 00pabOTKH JaHHBIX 0e3 OJIOKMPOBKM OCHOBHOTO IMOTOKA. Takol MOAXOJ MO3BOJISIET CUCTEME
OCTaBaThCsl OT3BIBUMBOM, TaK KaK BBIMOJHEHUC 3aJa4d MPOHCXOAMT MapauIeIbHO, YTO CHIDKACT
O0IIyI0 Harpy3Ky Ha CUCTEMY.

AcunxponHocts B BHC

ACHHXpPOHHOE TPOTPaMMHPOBAHHE  SIBISCTCS ONHOM W3  KIIOYEBBIX  TEXHOJIOTH,
00eCreYnBaONIMX BBICOKYIO IPOU3BOJUTEIHHOCTh B BBICOKOHArpyxeHuelx cucremax (BHC).
ACHHXPOHHOCTb IO3BOJISIET CHCTEME BBINIONHATH HECKOJIBKO OMNEpalii OJHOBPEMEHHO, H30eras
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OJIOKMPOBKHM OCHOBHOT'O MOTOKA MPH BBIMOJHEHUH JTUTEIBHBIX ONepariii. 9T0 0COOCHHO BaKHO B
ciyuasix, korna BHC oGpabarbeiBaeT ThICSYH MIJIM MUJUTMOHBI 3aIIPOCOB B CEKYHJIY, U 3aJepxkKKa Ipu
BBITIIOJTHEHUH OJTHOTO 3aIpoca MOXKET BbI3BaTh 3a/1€PKKY BCEeW cuctemsl [3].

ACHHXPOHHOE MPOrPaMMHPOBAHNE OCHOBBIBAETCS HA HMCIIOIB30BAHUU COOBITMHHOTO IIMKIIA,
KOTOPBIN pacmpenenser 3a1a4n MeXIy IOTOKaMH, 00ecTiedrBas BBIMOTHEHHE 3a1a4 apajuienbHo. B
TO BpeMsl KaK CHHXPOHHBIE OIEpallMM OXHAAIOT 3aBEPIICHUS KaXKIOro 3ampoca I0 O4Yepen,
ACMHXPOHHBIE 3aJjauyl NEPEJaloT yIpaBiIeHHUE, MOKa OKUJAIOT 3aBEPLICHUs olepanuuu (Harmpumep,
3ampoca K 0a3e JaHHBIX MJIM BBIMOJIHEHHS CETEBOTO BBI30BA), TEM CaMbIM OCBOOOX/asi pecypc s
ApYrux ornepauuil. DTo Mo3BoJseT 00palaTbiBaTh 3HAYMTEIHHO OOJBIIE 3aIpPOCOB 32 EAWHUILY
BpeMeHH, uyTo ocobeHHo BaxkHo 1t BHC, rie Tpebyercs nmonaepkuBaTh BHICOKUN YPOBEHB OTKIIMKA
Jla’ke IIPU MTUKOBBIX Harpy3kax [4].

KittoueBble 37€MEHTBI aCUHXPOHHOTO IMPOIPaMMUPOBAHUS BKIIIOYAKOT ONEPATOpBl async u
await (B s3pike Python) unm ux ananoru B apyrux s3blkax, Takue kak Promise B JavaScript. Otu
OTIEepaTOPHI MO3BOJISIOT 337aBaTh ACHHXPOHHBIE (DYHKIIMH, KOTOPBIE MOTYT MPHUOCTAaHABINBATh CBOE
BBINIOJIHEHME, IIepelaBas YINpaBICHHWE APYyTMM 3ajJadaM M BO3BpAIlasiCh K BBIINOJHEHUIO IIO
3aBepuleHMH omnepanuu. [Ipumep HMXKE WUIIOCTPUPYET HCIOJIB30BAHUE 3TUX OINEPATOPOB JUIf
BBITNIOJTHEHHSI HECKOJIBKMX ACUHXPOHHBIX 3alIPOCOB:

import asyncio

# AcuHXpOHHAs (QYHKUHMS I IMUTAIH 3alIPOCOB
async def fetch data(endpoint):
print(f'3anpoc k {endpoint} Hauyat")
await asyncio.sleep(1) # UmMuranus 3agepxku
print(f'3anpoc k {endpoint} 3aBepiieH")
return f'lannsie ¢ {endpoint}"

# OcHOBHasi aCHHXPOHHAs (DYHKITHS, BBITTOJHSIONIAST HECKOIBKO 3alIPOCOB MapaIeIbHO
async def main():
tasks = [
fetch data("Cepsuc 1"),
fetch _data("Cepsuc 2"),
fetch_data("Cepsuc 3")
]
results = await asyncio.gather(*tasks) # [lapannenbHoe BBITONHEHNE 33124
print("Pe3ynbraTsr:", results)

# 3amyck

asyncio.run(main())

B nanHOM mnpuMepe HECKOJIBKO ACHHXPOHHBIX 3a]ay BBIMOIHSAIOTCS OJHOBPEMEHHO, YTO
WITIOCTPUPYET, KaK CUCTEMa MOXET 00padaThiBaTh HECKOJIBKO 3alpOCOB MapayuieabHo. DyHKIus
asyncio.gather() cobupaer 3amaud W 3alycKaeT WX MapajyIeNbHO, yCKOpss OOLIMii mpouecc u
ONITUMH3HPYS UCIOIB30BaHUE pecypcoB [5, 6]. [IpenMyiiecTBa aCHHXPOHHOTO NMPOTPAMMHUPOBAHUS
BKJIIOYAIOT YMEHBIIEHUE BPEMEHHU OTKIMKA U TOBBIIMIEHUE NPOIYCKHOW CIIOCOOHOCTH CHCTEMBI.
bnaromapst Tomy, 4TO aCHHXpOHHBIE (PYHKIIMHM 0CBOOOXKIAIOT PECYPCHI, TOKA 0KHUIACTCS 3aBEPIICHNE
olepaluy, Harpy3Kka pacrpezaessercs 0oiee paBHOMEPHO, YTO CHMXKAET PUCK 33JEPKEK U OTKa30B.
ACHHXPOHHOCTh TaK)X€ MO3BOJIIET TMOKO MacIITabupoBaTh CUCTEMY, aJalTUPYSICh K YBEIUYCHHUIO
3alpocoB U TPeOOBAaHUSAM TOJNb30BaTEIe B pealibHOM BpeMeHH. VICIoiab30BaHHE aCMHXPOHHOTO
pOrpaMMUPOBaHUs sIBIsieTCsT 3G (GeKTUBHBIM moaxoaoM ains ontumuszauun BHC, oGecneunBas
BBICOKUH YPOBEHb CTAOMIBHOCTH M IPOU3BOJUTEIHHOCTH Ja)KE B YCIOBHUSIX MUKOBBIX HAarpy3o0K [7].

3akinouenne

ACHHXPOHHOE IPOrpaMMHPOBAHHE W MHUKPOCEPBUCHAS AapXUTEKTypa CTald OJHUMHU H3
KIIIOUEBBIX ~ MHCTpyMeHTOB  paspaborku BHC, cnocoOuHbix  oOecneynBaTh  BBICOKYIO
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MIPOU3BOJUTEIBHOCTh U OTKa30yCTOMYUBOCTD. DTH TEXHOJIOTUH MTO3BOJISIOT CO31aBaTh THOKHE, JIETKO
MacimTabupyemble CHCTEMBI, TIZe¢ KaXKIbli KOMIOHEHT MOXKET OBIThb aBTOHOMHO pa3BEpHYT U
ONTUMH3UPOBAH TOJA KOHKPETHBIE 3ajaud. MUKPOCEPBHUCHBIA TOAXOM Takxke oOecreynBaeT
BO3MO)KHOCTh HM30JMPOBAHHOTO MACIITa0MPOBAHUS, YTO MO3BOJISET 3()(HEKTUBHO pacrpenessiTh
pecypchl U CHIKATh PUCKH OTKa3a BCEH CUCTEMBI.

ACHHXPOHHOE TNPOrpaMMHUPOBAHKE, OCHOBAaHHOE Ha HCIOJIb30BAaHUHM COOBITUHHOTO IIMKIIA,
MO3BOJISIET CHUCTEME BBINIONHATH MMapajuleibHbIe Olepanuy, u3bderas OIOKUPOBKU IOTOKOB, YTO
MOBBIIIACT MPOITYCKHYIO CIIOCOOHOCTH U CHIKACT BpeMsi OTKIINKa. CHCTeMBI, pabOTaloIIHEe B pEeXKUMe
peaslbHOTO  BpPEMEHH, MOTyT 00palaTbiBaTh MHOXXECTBO 3allpOCOB  OAHOBPEMEHHO, YTO
MUHHMU3HUPYET 33JCPKKU U 00eCIIeYMBAET CTA0MIBHYIO IPOU3BOAUTEIBHOCTh JaKe MPH MUKOBBIX
Harpyskax. 9ToT noaxoxa ocobeHHo akryaieH uist BHC, rioe 3aaep XKy py BBITIOJIHEHUH 3aIIPOCOB
MOTYT HETaTUBHO CKa3aThCsl HA Ka4eCTBE OOCITYKUBAHHUS.

Takum oOpa3om, MeToAbl pPa3pabOTKH, BKIIOYAIONIME MHUKPOCEPBUCHYIO apXUTEKTYDY,
ACMHXPOHHOE INPOrPaMMHUPOBAHUE M WCIOIb30BAaHUE paclpelesieHHbIX 0a3 JaHHBIX, (OPMHUPYIOT
OCHOBY JIJIs IOCTPOCHHUS BEICOKOHAICKHBIX M IPOU3BOIUTEIBHBIX CUCTEM, CIIOCOOHBIX 3P (PEKTHBHO
oOpabateiBaTh OOnbIIMe 00BEMBI JAaHHBIX. BHEApEeHWE 3TUX TEXHOJOTHUH MO3BOJISIET CO3/1aBaTh
coBpemennsle BHC, rotoBbie k paboTe B YCIOBHSAX BBICOKOM HArpy3kd U YIOBIETBOPSIOIINE
norpeOHOCTH OM3HECa B yCTOWYMBBIX U MACIITAOUPYEMBIX PEIICHUSX.
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AHHOTAIUSA

B crarbe paccmarpuBaioTCs MeTOAbl MamuHHOrO oO0yuyenus (MO) g npenckazaHHs
KuOepaTak ¥ MOBBIIICHHUS YPOBHS kKnubepoe3onacHoCcTH. OCHOBHOE BHUMAaHHUE YJENIEHO alrOpUTMaM
KJIaccu(UKaMu M METOAaM OOHapyKEHUs aHOMaJIMid, KOTOpHIC IO3BOJISIOT BBIABIATH Kak
M3BECTHBIC, TAK M HOBBIC THUIBI aTak. [IpuBeneHBl MpUMEpbl MPUMEHEHHS KIIACCH(PHUKAIMOHHBIX
MoJieNiel, TaKMX KakK CIy4aiiHple Jjeca, M METOJOB OOHAapy>KEHHs aHOMAaJMi, TaKHX Kak
M30JILUOHHBIA JIeC, JUIS aHaju3a CETeBOM AaKTHUBHOCTH. Takke OOCYXIAIOTCS MEPCHEKTHBBI
MCTIOJIb30BAaHUS TITyOOKOro 00ydeHust 1 MeTooB MO ¢ MmojaKperuieHueM Ui aHajdn3a BPEMEHHbIX
PAO0B U AMHAMHUYECKUX JTAHHBIX. B 3aKiIt0ueHNM MOAYEpKUBAETCS 3HAUMMOCTh JIaHHBIX IOJIXO0J0B
111 00ecTeYeHnsl YCTOWYMBOCTH MH(POPMALIMOHHBIX CUCTEM B YCJIOBUSAX MMOCTOSIHHO MEHSIOLICHCS
KHOEpyTpO3bI.

KiawueBble cjoBa: kuOeparaky, MalIMHHOE o0OyuyeHHe, OOHapyXXeHHE aHOMaJui,
Kkiaccudukanus, Kuobepoe30macHOCTb.

Abstract

The article examines machine learning (ML) methods for predicting cyberattacks and
enhancing cybersecurity. The focus is on classification algorithms and anomaly detection techniques
that identify both known and unknown types of attacks. Examples of applying classification models,
such as random forests, and anomaly detection methods, such as isolation forests, for network activity
analysis are provided. The prospects for using deep learning and reinforcement learning methods to
analyze time series and dynamic data are also discussed. The conclusion emphasizes the importance
of these approaches for maintaining the resilience of information systems amid constantly evolving
cyber threats.

Keywords: cyberattacks, machine learning, anomaly detection, classification, cybersecurity.

BBenenue

C pasBUTHEM TEXHOJOTHA W PACHIMPEHUEM HCIOIB30BaHUSI IUPPOBBIX HHPPACTPYKTYp
BO3pacTaeT U YUCIIO KUOeparak, uTo MPEICTaBISAET CEPhEe3HYI0 YIpo3y Ui 0€30MaCHOCTH JaHHBIX U
MH(OPMAITMOHHBIX CUCTEM. TpaauIIMOHHBIE METO/IbI 3aIUTHI, TAKWE KaK CUCTEMBI IPEIOTBPAIICHUS
BTOP)KCHUN W aHTUBUPYCHBIC MPOTPAMMEI, 3a4aCTyI0 HE CIIOCOOHBI 3PPEKTUBHO MPOTUBOCTOSATH
HOBBIM BHUJAaM aTak. B ycCOBUAX, KOTJa 3I0YMBIIUICHHUKH HCIONB3YIOT MPOJBUHYTHIE METOIBI U
WHCTPYMEHTBI, HEOOXOAUMBI Oosiee THOKKe U AP GEKTUBHBIC TOAXOABI IS 3aIIUThHI TaHHBIX. OTHUM
U3 TaKUX METOMIOB SIBIIICTCS WCIOJB30BaHHE alrOpuTMOB MamuHHOTO oOydenus (MO), koTopsie
CIIOCOOHBI AHAM3UPOBATH OONBIINE OOBEMBI JAHHBIX, BBISIBIATH AHOMAIHHM U TPEACKA3BIBATH
MMOTEHIINAILHBIE aTaKH.
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Mopnenu mnpenckazaHust KuOeparak, OCHOBaHHble Ha MO, TO3BOIAIOT OOHAPYKUBATh
MOZIO3PUTEIBHYIO aKTHUBHOCTb, AaHANU3UPysS CETEBBIC MAKETHl, JIOTM U COOBITHUS CHCTEMBI
0e30macHOCTH. AJITOPUTMBI, TaKUe KaK JE€PeBbsl PEIICHUH, CIydyailHbIe Jieca U HEHMpPOHHBIE CETH,
MOTYT OOy4aThCsi Ha HCTOPUYECKHMX JAHHBIX, YTOOBI ONpENeNATh MaTTepHBI, XapaKTEpHbIC IS
kubeparak. Ha ocHOBe 3THX Mojenell MOKHO MPOTHO3MPOBATH BEPOSTHOCTh aTaKH, YTO MO3BOJISIET
MIPEIIPUHATH MEPHI 10 3alUTE CUCTEMBI 10 MOMEHTa peaslbHOroO Brop keHusd. IIpenmymectso MO
3aKJII0YaeTCsl B CIOCOOHOCTH OOHApy>KMBaTh HOBBIC THIIBI aTaK, YTO 3HAYUTENBHO PACIIUpPSET
BO3MO)KHOCTH TPATUIIMOHHBIX METO/I0B O€30MaCHOCTH.

Ilens naHHOM CTaTbU COCTOUT B pACCMOTPEHUH PA3NIMUYHBIX Moaesned MO, npuMeHsIeMbIX A
npecKa3aHus KuOeparak, a Takke aHaiu3a uX 3()(EeKTUBHOCTH M MPUMEHHUMOCTH B Pa3JIMYHBIX
ycnoBusix. B crarbe OyayT ommcaHbl OCHOBHBIE METO[bI, BKIIIOUAsl aJrOPUTMbI KIacCU(UKALIMHA U
OoOHapyXECHHUsI aHOMAJIM, a TaKXXe MPEICTABICHBl MPUMEPHl UX MPAKTHUECKOTO MPUMEHEHHS s
MIOBBIIIEHUS YPOBHS KHOEpOE301MacHOCTH.

OcHoBHast 4acThb

ANTOpUTMBI KJIaCCHU(PMKALIMU, TAaKWe KaK JIOTUCTUYECKas Perpeccus, JEpeBbs PELICHUNA U
cllyyaiiHbIE Jieca, 4acTO NMPHUMEHSIOTCS AJs ONpeAeNeHHs, MPUHAIICKUT JIM CETEBOE COOBITHE K
KaTeropuy HOpMaJbHON aKTUBHOCTH WJIM KUOEpaTaku.

Ha pucynke | mpexactaBieHO pacmpeneieHue THIOB KUOepaTrak, ¢ KOTOPBIMU Yallle BCETro
CTANKMBAIOTCS HMH(OpMAIMOHHBIE CHUCTeMbl. JlaHHBIE MOTYEPKUBAIOT pa3HOOOpasue yrpos u
HEOOXOIMMOCTh IPUMEHEHHUS AJITOPUTMOB MAIIIMHHOTO O0YYEHUS ISl UX OOHAPYKEHHS.

SKCMNIONThI
SQL-nHBbEKLMUN

15.0%

40.0% 25.0%

DDoS-aTakun DULWINHP

Pucynoxk 1. Pacipenenenue Tumnos kubepaTaxk

Kak BuaHO 13 pucynka 1, Hanboree 4acTbIMU TUIIAMHU aTak sABisIoTcs DDoS-araku (40%) u
¢ummHr (25%), 4TO CBSI3aHO C MX OTHOCHUTEIBHOM MPOCTOTOM M BBICOKOH A(PEKTHUBHOCTHIO IS
3JIOYMBIIJIEHHUKOB. Pexe BcTpeuaroTcs cioxkHbie ataku, Takue kak SQL-unbekuuu (15%) u kpaxa
JaHHBIX 4epe3 OAKCIOUTHl (20%). DTW fnaHHBIE TOATBEPXKAAIOT BAXHOCTh pa3pabOTKU
YHHUBEPCAJIBHBIX aJITOPUTMOB, CIIOCOOHBIX paclo3HaBaTh KaKk CTaHJApTHHIC, TaK U Ooiee CI0KHbIC
THUIIBI YTPO3.

Ot Mojenu oOyyaroTcss Ha OOJbIIOM O0BbEME JaHHBIX, COAEPXKAIMX METKU KIJIACCOB
(HampuMep, «aTaka» U «HOPMay), 4TO MO3BOJISIET AITOPUTMY OOHAPYKHUBATh NATTEPHBI, XapaKTepHbIE
JUISL aTaKyIOIUX JedcTBUM. [IpuMepoM Takoro moaxona MOXKET CIIy’KUTh CIIy4alHBIN JI€C, KOTOPBII
CTPOUT HECKOJIBKO JIEPEBBEB PELIEHUN ¥ IPUHUMAET UTOIOBOE PEIIEHNE HA OCHOBE UX COBOKYITHOI'O
pesynsbrara [1]. [Ipumep koma Ha Python s knaccudukanum ceTeBbIX COOBITUN C UCTIONH30BAHHEM
CIIy4alHOTIO Jieca:

from sklearn.ensemble import RandomForestClassifier

from sklearn.model selection import train_test_split

from sklearn.metrics import accuracy_score

# Ilpumep naHHBIX, Tae X - IPU3HAKHU, a Y - METKH KJIACCOB (aTaka Uid HOpMa)
# X MOXET BKJIIOYaTh TaKH€ MapaMeTphl, KaK KOJUYECTBO 3allpoCcOB B ceKyHay, IP-anpec, tun
IakeTa u T.1.
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X =1[200, 0.5, 101, [100, 0.1, 5], [300, 0.7, 8], [50, 0.2, 3]]
y = ["HOopma", "araka", "araka", "Hopma"]

# Paznenenue qaHHBIX Ha 00YYarollyio U TECTOBYIO BEIOOPKU
X train, X test,y train,y test = train_test split(X, y, test size=0.25, random_state=42)

# Nnunuanu3aiyst 1 o0y4eHue MOJICNN CITydaifHoOTo Jieca
clf = RandomForestClassifier(n_estimators=10, random_state=42)
clf.fit(X train, y_train)

# Ilpencka3aHue Ha TECTOBON BBIOOpPKE
y_pred = clf.predict(X _test)

# BbIBOJ] TOUHOCTH MOJIENN

accuracy = accuracy_score(y_test, y pred)

print(f"Tounocts knaccudukanuu: {accuracy * 100:.2f}%")

B nanHOM npuMepe MCTIONB3yeTCsl MOJIENb CITy4aifHOTO Jieca sl KilacCU(PHUKALUU COOBITHI Ha
«aTaKy» 1 «<HOpMY». Mojiens o0ydaeTcst Ha He0OobIIOM Ha0ope TaHHBIX, BKIIOYAIOIIEM ITapaMeTphl
CETEeBOIl aKTMBHOCTH, M 3aT€M NPHUMEHSETCS Ui MpeCcKa3aHus Ha TeCTOBOW BbIOOpKe. DyHKIHUS
accuracy_score MO3BOJIIET OLIEHHTh, HACKOJIBKO TOYHO MOJEINb OINpPENENseT aTakd, YTO SBISETCS
Ba)XHBIM MOKazaTeneM ee 3ddexkruBHoctu [2]. Mcnonp3oBaHue TaKUX aJITOPUTMOB KJIACCU(PHUKALIUN
JaeT BO3MOXKHOCTh CHCTeMaM O€30MacHOCTH aBTOMAaTWYECKH pEearupoBaTh Ha IOTEHIUAJIbHBIC
yIpo3bl, CHU)Kasl HAarpy3Ky Ha CIELUATUCTOB 1o KubepOezomacHocTu. CiydaiiHble jeca U Apyrue
QITOPUTMBI KJIacCU(PUKAIIMU MOTYT 3(P(GEKTHBHO BBISBIATh KHOEpaTakl B YCIOBHUAX BBICOKOU
JMHAMUYHOCTH CETEBOM aKTHUBHOCTH, OOECIeuuBasl OMOJIHUTEIbHBIA YPOBEHb 3aIlUTHI IS
MH(OPMAITMOHHBIX CUCTEM. MeToapl OOHApyKEHUsS aHOMAIU MPEACTaBISAIOT COO0OU ele OauH
BA)XKHBII HHCTPYMEHT B Ipe/IcCKa3aHuu kubepaTtak. B omnuyme ot KiaccupuKaMoOHHbIX aITOPUTMOB,
KOTOpPBIE TPEOYIOT pa3MEUEeHHBIX JaHHBIX JJIs1 00y4YeHHs, METO/IbI OOHAPYKEHHUSI aHOMAINK paboTaroT
C HEepa3MEYCHHbIMHM JaHHBIMHM W TO3BOJISIIOT BBISBIISATH HEM3BECTHbIE TUIBI aTak. DTO O0COOECHHO
BA)KHO JIJISl CUTYallui, KOT/1a CUCTEMbI 0€30IIaCHOCTH CTAJIKUBAIOTCS C HOBBIMH, paHEe HEU3BECTHBIMU
yrpozamu [3]. IIpumepoMm momoOHOTO mojaxona sIBISETCS HMCIOJb30BaHUE HM3O0JSIMOHHOTO Jeca,
KOTOPBI CTPOUT HECKOJIBKO JIEPEBBHEB JJISi BBISBICHUS AaHOMAJIbHBIX 3aluCedl B JAaHHBIX, YTO
MO3BOJISIET OOHApPYXXMBATh BO3MOXKHBIC TNpU3HAKK KubOeparak. Takxke BaKHYIO pOJb HIPAIOT
acCOIMAaTHUBHBIC TPaBWJIa, KOTOPbIE TIIOMOTAIOT BBIABIATH IIOCIEAOBATEIBHOCTH COOBITHH,
NPEIECTBYIONMX KHuOepaTakaM. JTH aJrOpUTMbI MO3BOJSIOT HAWUTH CBA3U MEXIY Pa3IUYHBIMU
JeUCTBUSMH MOJIb30BATEINCH WIIM CETEBOI aKTUBHOCTBIO, YTO MOYKET CUTHAJIM3UPOBATh O OATOTOBKE
araku. Hanpumep, 4actoe MOBTOpPEHUE OIPEICIEHHBIX 3alIPOCOB MM KOMaH]l MOXET YKa3bIBaTh Ha
MOJO3PUTENBHYI0 ~ aKTUBHOCTb, YTO  IIO3BOJSIET  CHCTEME  O€30MacHOCTH  HPEANPHHSTH
COOTBETCTBYIOIIME MEPHI JI0 Havyasla aTaku.

I'myGokoe 0OydeHue TaKKe SBISETCS MEPCIEKTUBHBIM HAIIPABICHUEM B 00JIaCTH MpeCKa3aHHs
kubeparak, OCOOCHHO Korma TpeOyeTcs aHalM3HpOBaTh OOJbINHE OOBEMBI CIOXKHBIX JTaHHBIX.
Heiiponnbie ceTn criocoOHbI paboTaTh ¢ HECTPYKTYPHPOBAHHBIMU JIaHHBIMHU, TAKUMHU KaK CETEBbIC
’KYpHaJIbl M TEKCTOBBIE 3AIHCH, TI03BOJISIS CHCTEME Oe30MaCHOCTH HaXOUTh aHOMAJIbHBIE TATTEPHBI.
Hanpumep, cBepTouHble HEHPOHHBIE CETH MOKHO HCIIONB30BATh JJIsi aHAJIM3a CETEeBBIX MAKETOB U
MOUCKA TMOJO3PUTEIBHBIX IOCIIEI0BATEIbHOCTEH, YKa3bIBAIOIIMX Ha yrposy. PekyppeHTHbIe
Heiiponnsie cetu (PHC) ocoGeHHO mose3Hb! 1Isl aHau3a BPEMEHHBIX PSAI0B CETEBOW aKTUBHOCTH.
3TO AaeT BO3MOXKHOCTb BBISBIATH MOCIIEIOBATEIbHBIE AaHOMAJINU U CBSI3BIBATh UX C MMOTEHIIMATBLHON
aTakoil, 0COOEGHHO €cClM araka pas3BopaumBaeTcsi mnocteneHHo. Mcmons3oBanne PHC mo3Bosser
MOJICTUPOBATH CIIOKHBIE 3aBUCUMOCTH MEX/1y COOBITHSMM, YTO JEJaeT €¢ He3aMEHHUMOM B aHAIIN3e
JAHHBIX C BPEMEHHON COCTABJISAIOIEH, TAKUX KaK JKypHaJIbl aKTUBHOCTH CUCTEMBI [4].

Metoast MO ¢ moakpenjeHHeM Takke HaXOAsT MpPHUMEHEHHE B IpecKa3aHHHM KuOepaTak,
MO3BOJISISI CUCTEME 00ydJaThCs Yepe3 B3auMOACHCTBHUE ¢ peaibHOM cpenoid. Takue Moaenu crocoOHbI
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aJanTHpPOBaThCsl K  OBICTPO  MEHSIOIIMMCS  YCJOBUSM, UYTO OCOOEHHO aKTyaJdbHO JJIst
KnOepOe30macHOCTH, IJA€ XapakTep Yrpo3 MOXET 3HAYUTEIbHO MEHATHhCA. AJNTOPUTMBI €
MOJKPEIUICHHEM MOMOTAIOT CUCTEME ONTHMHU3HUPOBATh CBOW JCHCTBHS, IMOBBIIIAS BEPOSATHOCTD
OOHapYyXEHHUsI yTPO3 B PEKUME PEATbHOTO BPEMEHU U CHUXAasi pUCKH, CBS3aHHBIE C BO3MOXKHBIMU
aTakaMu.

IIpumenenne moaeseil 00OHapyKeHUs] AaHOMAJINH B NMPeICKa3aHUN KHOepaTak

Mopnenu oOHapyKeHUsI aHOMaJINi UTPAIOT KPUTUYECKH BaKHYIO POJIb B BBISIBJICHUN KHOEpaTax,
TaKk KaK OHHU TIO3BOJIIIOT OOHAPYXHBATh OTKJIOHEHHS OT HOPMAJbHOTO IOBEICHHS CHUCTEMBI,
yKa3bIBAIOIIME HAa BO3MOXKHYIO Yrpo3y. B ornmume oT KiaccupuKalMOHHBIX MOJEIEH, KOTOphIe
TpeOyIOT pa3MEUeHHBbIE MaHHbIE A OOy4YeHHUs, METOIbl OOHApY)KEHUS aHOMAJUH CHOCOOHBI
paboTaTh C HEpa3MEUEHHBIMU JaHHBIMHU, YTO JIEJIaeT X OoJiee YHUBEPCAJIbHBIMH B YCIOBUSX, KOTJa
MOJTHBIN HAa0Op JaHHBIX 0 KMOepaTakax OTCYTCTBYET WIIM COJICPKHUT HEU3BECTHBIC TUIIBI YTPO3. DTH
MOJIETM TOAXOMAT JUIsL CIy4aeB, KOIJa aTakyIoI[He HCHOJIb3YIOT HOBBIE TEXHUKH, €Ille He
BCTPEYABIIHNECS B UCTOPUUYECKUX JAHHBIX.

OcHoBHOW NpHHLIUI pabOThl Mojene OOHAapyKEeHUS aHOMAIMK 3aKJIIOYAaeTCs B CO3JaHUU
npodmiss «HOPMAJIBHOTO» TIOBEIACHUS CHCTEMBbl HAa OCHOBE CETEBBIX IIAKETOB, AaKTUBHOCTHU
M0JIb30BaTeNEl MM JIOTOB CHUCTEMBI, IMOCIIE Yero JI0Oble 3HAYUTENIbHBIE OTKIOHEHHS OT 3TOTO
npoduns kraccuGuIUpyroTcs kak aHoManuu [5]. Hampumep, eciiu B 0OBIYHOM c€TEBOI aKTUBHOCTH
CpeHee KOJIMYECTBO 3alPOCOB K cepBepy cocTanisieT S0 B MHHYTY, a BAPYT MPOUCXOIHUT BCILUIECK 10
200 3anpocoB, 3TO MOXKET CBUIETENbCTBOBAThH 0 Hauane DDoS-araku.

W3onsmonnsii nec (Isolation Forest) — 3Tto oguH w3 anroputMmoB, 3(p(eKTUBHBIX I
oOHapyXeHHUs1 aHOMauil B KHOepOe30MmacHOCTH. AJITOPUTM CTPOUT MHOXKECTBO JIEPEBbEB PELICHUH,
KaX/10e M3 KOTOPBIX M30JIUPYeT ciy4ailHble TOYKM HaHHBIX. Ilpu 3TOoM aHomamuu (BBIOPOCHI)
M30JIUPYIOTCA Ha 0ojiee HU3KUX YPOBHSX JIEPEBA, TAaK KakK JUISl MX BbIIEJICHUS TpeOyeTcs MEHbIle
[IarOB M3-32 UX PEOKOCTH WIM HEOOBIYHOCTH. TakoW MOAXOJ IO3BOJSET AJITOPUTMY BBIIEIATH
MIOZI03PUTEIIBHBIE COOBITHS HA OCHOBE OTKJIOHEHHUH OT HOPMBI 0€3 He0OXOAUMOCTH Pa3METKH TaHHBIX.

Mertoasl OOHapYKEHUSI aHOMAIMK 00Jalal0T CIIOCOOHOCTBIO BBISBIATH paHEe HEU3BECTHBIC
TUIBl aTak, TaK KaK OHM HE OTPAHWYCHBI pPa3MEUCHHbIMH JaHHbIMU. OIHAKO JaHHBIE MOJEIH
YyBCTBUTEIbHBI K KAU€CTBY MCXOAHBIX JAHHBIX U MPOQHIIO «HOPMAJIbHOTO» TOBEICHUS, HA OCHOBE
KOTOPOTO CTpOATCs MporHo3sl [6]. Hampumep, ecnu mozpens oOydeHa Ha JAHHBIX, COJACPIKAILIMX
aHOMAJIUM, OHH MOTYT OBITh PUHSATHI 32 HOPMY, YTO CHU3HUT TOYHOCTb Npeacka3anuii. [Ipumenenue
Mojienieil  OOHapyKeHusT aHOMaJWH s TpeAcka3aHus KuOepaTak TO3BOJIACT — YIIY4YIIHTb
MIPOAKTHBHBIN MOAX0/ K 0€301MaCHOCTH, pearupys Ha yrpo3bl 10 UX HEMOCPEICTBEHHOTO MPOSIBICHUS
[7].

3akiouenne

Hcnonb3oBanue anroputMoB MO U1 mpenckazaHusi KuOeparak MO3BOJSIET IOBBICHTH
3¢ (hEeKTUBHOCTh U POAKTUBHOCTH cHCcTeM Oe3omacHocTu. KimaccuukanmoHHbie anrOpuTMbl, TAKHE
KaK CIlyyaifHble Jieca, MOKa3bIBAalOT BBICOKYIO TOUHOCTh B OIPEECICHIUH M3BECTHBIX aTaKk Ha OCHOBE
UCTOPUYECKUX TaHHBIX, YTO IO3BOJISIET CHCTeMaM O€30MacHOCTH OIEpaTHBHO pearupoBaTh Ha
yrpo3bl. DTH MOJETH Jal0T BO3MOKHOCTb aBTOMAaTU3UPOBaTh 00paOOTKy M aHAIM3 NaHHBIX, CHIDKAsS
Harpy3Ky Ha CIEIHaJUCTOB MO O€30macHOCTH M TO3BOJSISL ONEPAaTUBHO IPEeNOTBpAIaTh
MOTEHIMAJIbHBIE aTakh. MeToibl OOHApyXXEHHs AaHOMAJHMH TakKe 3aHMMAlOT Ba)KHOE MECTO B
npefcKa3aHuy KuOeparak, Tak KaK OHU CIIOCOOHBI BBISABIIATH paHee HEM3BECTHBIE YIPO3bl, YTO
0COOEHHO Ba)XKHO B YCJIOBHUSIX IMOCTOSHHO MEHSIOUIEWCs KuOepyrpos3bl. Takue anropuTmbl, Kak
M3O0JISIIUOHHBIN JIeC, IOMOTalOT BBIJCIUTH OTKJIOHEHHSI OT HOPMAJILHOTO TTOBEICHUS U MpeaCcKa3aTh
MOTEHIIMAJILHBIE YTPO3bI, 1aXKe €ClIM UX MaTTepHBI paHee He ObUIM 3a(UKCUPOBAHBI B JAHHBIX. JTO
MO3BOJISIET MOAJCPKHUBATH BHICOKHI YPOBEHB 0€30MaCHOCTH B YCIIOBUSX, KOT/Ia HOBbIE TEXHUKH aTak
MOSIBIISIFOTCSL PETYISPHO.
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Abstract

The article examines the potential of blockchain platforms for managing and optimizing supply
chains. Key benefits of blockchain, such as transparency, reliability, and process automation through
smart contracts, are discussed. Successful applications of blockchain by companies like Maersk and
Walmart for tracking shipments and ensuring product safety are presented. A Solidity smart contract
example demonstrates the automation of logistics operations. The conclusion highlights the
significance of blockchain for managing logistics processes, optimizing costs, and securing supply
chains.

Keywords: blockchain, logistics, smart contracts, supply chain management, automation.

AHHOTAIHUSA

B cratbe paccMaTpuBaIOTCS BO3MOXKHOCTH — OJOKUEHH-TUIaTGOpM A YIpPaBICHHS
JOTUCTUYECKUMHU LIETIOYKAaMU W TOBBIIIEHUS HX 3¢¢exktuBHOCTH. OnHcaHbl OCHOBHBIC
npeuMyIecTBa OJI0KYeliHa, BKIIIOYasi MPO3PAvYHOCTh, HAJC)KHOCTh M aBTOMATHU3ALMIO TPOIIECCOB C
MOMOIIIBIO  CMapT-KOHTPakToB. IlpuBeneHbl MpHMeEpsl YCHEIIHOTO TpPUMEHEHus OJoKueiiHa
kommanussMu Maersk u Walmart st orcnexuBaHus rpy3oB U oOecrieuyeHHs 0€30MacHOCTH
npoaykroB. [Ipumep cmapT-koHTpakTa Ha s3bike Solidity wTIOCTpUpYeT aBTOMaTH3AlLUIO
JOTHCTUYECKUX omepanuii. B 3akimioyeHMn TOJYEpKUBAeTCs 3HAYMMOCTh OJOKYeHHa JUIs
yTpaBJIEHUS JIOTUCTHYECKUMH TPOIECCaMH, ONTHMM3ALMHU 3aTpaT U obecredyeHus: 06e30macHOCTH
LEM0YEK IMOCTABOK.

KiwoueBble cjioBa: OJOKYEHH, JIOTUCTHKA, CMapT-KOHTPAKTHI, YIMPaBICHHE LIETIOYKAMH
[IOCTaBOK, aBTOMaTH3aLusl.

Introduction

The technologies of the Internet of Things (IoT) are increasingly being applied in logistics,
providing high levels of transparency and control at every stage from production to the end consumer.
With the growing complexity of logistics processes and the involvement of multiple parties such as
manufacturers, suppliers, transport companies, and retailers, the need for effective management and
monitoring systems has risen. In this context, blockchain technology offers promising opportunities
to enhance transparency, reliability, and data security, helping to reduce risks and build trust among
participants in the logistics chain.

One of the main advantages of blockchain is its ability to ensure immutability of records,
making it a valuable tool for tracking the provenance of goods and preventing counterfeiting.
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Blockchain platforms allow real-time recording of data on each stage of the movement of goods,
which reduces the risk of errors and simplifies the verification of authenticity. Each transaction in the
blockchain is recorded in a distributed ledger, making it accessible to all participants in the logistics
chain, thereby increasing transparency and enabling quick detection of violations.

The aim of this article is to explore the effectiveness of blockchain platforms for managing
logistics chains. The article will examine the main advantages and challenges of using blockchain in
this field, as well as present examples of successful implementations and analyses of results
confirming its impact on process optimization and reduction of operational costs.

Main part

Blockchain technology in logistics chain management provides a number of unique
opportunities for increasing efficiency and optimizing processes. One of the key aspects is the ability
to track the movement of goods in real time. Each participant in the chain can access current
information about the location and status of the cargo at any moment, allowing for quicker responses
to unforeseen delays or violations of transportation conditions. This is particularly important for
perishable goods such as food and pharmaceuticals, where delays can lead to significant losses [1].

The use of smart contracts supported by blockchain platforms presents another advantage for
logistics. Smart contracts are self-executing contracts where the terms of the agreement are
programmed and automatically executed when certain events occur. In the logistics chain, this can
include automatic payment confirmation after the cargo delivery is verified or automatic status
updates for the cargo upon passing a specific point in the route [2-4]. Smart contracts reduce the
likelihood of errors, simplify interactions between parties, and accelerate transaction execution.

The implementation of blockchain also contributes to lowering operational costs by eliminating
intermediaries and automating processes. Traditional logistics management methods often require
multiple parties to verify data and use paper documents, increasing costs and processing time. In
contrast, blockchain provides a single data repository accessible to all participants, eliminating the
need for numerous verifications and duplication of information. This enables companies to reduce
administrative process costs and improve efficiency in partner interactions.

Examples of blockchain application in logistics chains

The application of blockchain technology in logistics can be illustrated by companies such as
Maersk and Walmart, which actively use blockchain to optimize processes and enhance transparency.
In collaboration with IBM, Maersk has implemented the TradeLens blockchain platform, which
enables real-time tracking of container shipments and provides a unified information space for all
participants in the logistics chain — from manufacturers and suppliers to customs authorities and end
customers. TradeLens consolidates transportation data at all stages and allows partners to exchange
information promptly, thereby reducing delays and mitigating risks associated with documentation
errors [5-7]. Walmart uses blockchain to track the provenance of food products, which is especially
important for ensuring food safety and increasing consumer trust. With the blockchain platform
developed in collaboration with IBM, Walmart can trace a product's journey from farm to store,
allowing for rapid identification of the source of a problem in the event of discovering substandard
goods or outbreaks of illness [8, 9]. This significantly reduces the time needed to find a problem and
minimizes losses while providing transparency for consumers who want to know the origin and
storage conditions of the products. Another example is DHL, which uses blockchain to improve
warehouse inventory management and cargo tracking. Blockchain allows for the recording of data on
the condition and location of goods, simplifying the inventory process and preventing losses or theft.
Blockchain ensures the immutability of records and access to information for all participants in the
logistics network, minimizing errors associated with data updates and enabling quick responses to
changes [10].

These examples confirm that blockchain can significantly enhance the efficiency of logistics
processes, improve transparency, and reduce risks associated with delays, errors, and fraud.

Solidity example code for a smart contract in logistics using Solidity

Smart contracts allow for the automation of processes in logistics chains by executing
programmed conditions without the need for third-party involvement. For example, in logistics, a
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smart contract can automatically confirm the completion of delivery and transfer payment to the
supplier after cargo delivery confirmation [11].

Below is an example of a simple smart contract written in Solidity that models the cargo
tracking process and automatic payment transfer upon delivery confirmation.

// SPDX-License-Identifier: MIT

pragma solidity "0.8.0;

contract LogisticsSmartContract {
address public sender; // Sender's address
address public receiver; // Receiver's address
address public logisticsCompany; // Logistics company's address
uint public paymentAmount;  // Payment amount
bool public isDelivered, // Delivery status

// Events for tracking cargo status

event Shipped();

event Delivered();

event PaymentTransferred(address receiver, uint amount);

constructor(address _receiver, address _logisticsCompany, uint paymentAmount) {
sender = msg.sender;
receiver = _receiver;
logisticsCompany = _logisticsCompany;
paymentAmount = paymentAmount;
1sDelivered = false;

}

// Function to ship the cargo
function ship() public onlySender {
emit Shipped();

}

// Function to confirm delivery by the logistics company
function confirmDelivery() public onlyLogisticsCompany {
1sDelivered = true;
emit Delivered();
transferPayment();

}

// Function to transfer payment to the receiver after delivery confirmation
function transferPayment() internal {
require(isDelivered, "Delivery not confirmed");
payable(receiver).transfer(paymentAmount);
emit PaymentTransferred(receiver, paymentAmount);

}

// Restriction for calling function only by the sender
modifier onlySender() {
require(msg.sender == sender, "Only sender can call this function");

b

}
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// Restriction for calling function only by the logistics company
modifier onlyLogisticsCompany() {
require(msg.sender == logisticsCompany, "Only logistics company can call this
function");

b

}

// Function to receive funds into the contract balance
receive() external payable {}
}
Conclusion
The application of blockchain technology in logistics chains offers significant advantages such
as transparency, reliability, and the potential for process automation. Blockchain allows for the
recording of each stage of cargo movement in a distributed ledger, ensuring immutability of records
and data accessibility for all participants in the chain. This reduces the risks of loss, errors, and fraud,
enhancing the overall efficiency of logistics processes. The use of smart contracts, as illustrated in
the example, simplifies interactions between parties by automating operations and minimizing delays
associated with data verification and confirmation. Smart contracts ensure the execution of
transaction conditions automatically, increasing accuracy and reducing the time spent on
administrative procedures. This automation is crucial for speeding up processes and cutting
operational costs. Thus, blockchain platforms can significantly transform the approach to managing
logistics chains, providing a higher level of transparency, reliability, and efficiency. Successful
implementation examples of blockchain, such as the projects by Maersk and Walmart, confirm that
distributed ledger technologies can become the foundation for building digital ecosystems where
interaction and trust among partners are achieved through automation and data immutability.
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AHHOTAIUA

B cratbe uccnenyorcss BO3MOXKHOCTH NpuMeHeHusi HenpoHHbIXx ceret (HC) ana ananusza
nanHblx MHrepHera Bemeidl (IoT) um mporHo3upoBaHUsS TEXHUYECKHUX OTKA30B ITPOMBIIIJIEHHOIO
obopynoBanusi. HC mo3BoJsIOT aHAIM3UPOBATH MapaMeTphl, TaKue Kak BUOpaluu, TeMneparypa u
JaBJIEHHE, JUIsl BBISIBICHHUS aHOMAJIMM M IpEJCKa3aHMsl BO3MOXKHBIX HeHcIpaBHOCTEH. OIMcaHBbI
OCHOBHBIE 3Tallbl MOATOTOBKHU AaHHBIX U apxuTekTypbl HC, BKiItOUas pekyppeHTHBIE U CBEPTOUYHBIE
ceru. [lpuBeneHsl mpuMepsl yCIENIHOTO MpUMeHeHHs B kommanusax Siemens, GE u Hitachi,
poIeMOHCTpUpOBaBIIe 3()(PEeKTUBHOCTD MpEICKa3aTeNIbHOW aHANIUTUKU Ha ocHOBe NaHHBIX [0T.
3axnmtoueHue noguepkuBaer 3HauuMocTh [oT m HC mist nmoBwllIeHMs] HAAEKHOCTH M CHM)KEHHUS
3arpar.

KuroueBbie ciioBa: HeilpoHHble ceTd, 10T, mporHosupoBaHue OTKa30B, MPOMBIIIIEHHOE
o0opynoBaHue, aHATTU3 JaHHBIX.

Abstract

The article explores the potential of neural networks (NNs) for analyzing Internet of Things
(IoT) data and predicting technical failures in industrial equipment. NNs analyze parameters such as
vibrations, temperature, and pressure to detect anomalies and forecast possible faults. Key stages of
data preparation and NN architectures, including recurrent and convolutional networks, are described.
Examples of successful applications in companies like Siemens, GE, and Hitachi demonstrate the
effectiveness of predictive analytics based on IoT data. The conclusion emphasizes the importance of
IoT and NNs in enhancing reliability and reducing costs.

Keywords: neural networks, [oT, failure prediction, industrial equipment, data analysis.

Beenenue

C pasBuruem TtexHonmoruit WMutepuera Bemieir (IoT) yBenmumBaercs 00BEM NaHHBIX,
COOMPAEMBIX C TTOJKIIOYEHHBIX YCTPONUCTB, YTO MPEIOCTABISIET IIMPOKUE BO3ZMOKHOCTH JIJIsl aHATTN3a
U TPOTHO3UPOBaHUSA. B MpPOMBIIIIEHHOM M WHXEHEPHOM CEKTOpax TaKhe JaHHbIE MOTYT
WCIIONB30BAThCS IS IPEICKA3aHMsI TEXHUIECKUX OTKAa30B 000pYAOBaHUs, MUHUMHU3AIUN TIPOCTOEB
W YIy4dlIeHUs OKCIUTyaTallMOHHBIX XapakTepucTuk. loT-ycrpoiicTBa (GUKCUPYIOT KIIIOYEBBIC
napaMmeTpsl paboThl MAIIMH U MEXaHU3MOB, TaKHe KaK TeMIleparypa, JaBlieHUue, BUOpAIIUH U IPYyTHE
MOKa3aTeiiy, KOTOpbIe MOMOTal0T OMPENEIUTh MOTEHUIUAIbHBIE MPU3HAKA U3HOCA U BO3MOXKHBIX
HeucnpaBHocTe. TpaauIIMOHHBIE METOAbl JAMATHOCTUKM W MOHHMTOPUHIA, OCHOBAaHHBIE Ha
PETYISPHBIX MPOBEPKAX, 3a4aCTYI0 HE MO3BOJISIFOT CBOCBPEMEHHO BBISIBUTH BO3MOXKHBIE MPOOIIEMEI,
YTO MOXKET MPUBECTU K HEXKENATEIbHBIM MPOCTOSIM U SKOHOMUYECKUM NOTEepsM. B oTiuune ot HuUX,
ucnonb3oBanue HehpoHHwix cered (HC) mna anammuza loT-maHHBIX MO3BOJISIET MOAEIHUPOBATH
3aBHUCHMOCTH MEXJIy TapaMeTpamMH | TPOTHO3UPOBATh OTKa3bl OOOpPYHOBaHUS C BBICOKOM
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TOYHOCTHIO. HelpoHHBIE ceTH O00ydaloTcsi Ha MCTOPUYECKHUX JAaHHBIX, BBIBISS CKPBITHIC
B3aUMOCBS3U W IATTEpHBI, KOTOPbIE MOIYT IIPEACKa3aTh TEXHUUYECKUE HEUCIPABHOCTU A0 HUX
(aKTHUECKOTO HACTYIUICHUS.

Ilenp maHHOW CTAThU 3aKIIIOYAETCS B U3yYCHUM IIPUMEHEHMsI HEMPOHHBIX CETEH I aHalIu3a
naHabX 10T 1 mporHo3upoBaHMs TEXHUUYECKUX OTKa30B. B crarhbe OyayT paccMOTPEHBI OCHOBHBIC
noaxonasl k ooydyenuto HC Ha loT-gaHHBIX, a Takxke NMpUMepbl IPUMEHEHUsT MOJIeNieil B peabHbIX
YCIOBHSIX, YTO TIO3BOJSICT OLCHUTh HX J(PQPEKTUBHOCTH M BO3MOXKHOCTH HWHTETPAllMM B
CYIIECTBYIOIUE CUCTEMbl MOHUTOPUHTA M 00CTY)KUBaHUS 000PYIOBaHHUS.

OcHoBHas 4yacTh

O6yuenne HC na nannbix [oT mpencraBnseT co00if MHOTOATATHBIA MPOIECC, BKIFOUAOIIUI
cOOp MaHHBIX, MX MpeIBAPUTENIbHYI0 00padOTKy, BBIOOP W HACTPOHKY apXHUTEKTYphl MOJIEINH,
oOyueHue u TectupoBanue. Ha mepBoM stane nanuble, noixydeHHsie ¢ [oT-ycTpoicTB, mpoxoasT star
OYMCTKU M HOPMATU3AIMH, YTO HEOOXOIUMO JIUIsl UCKITIOUYSHHSI aHOMAJIbHBIX 3HAYE€HUH U TIOATOTOBKU
JaHHBIX K Mcronb3oBaHMIo B Mozensax HC. JlanHble MOTYT coepKaTh pa3IMuHbIe TapaMeTpbl, TAKHE
Kak TemIieparypa, BUOpaius, AaBlIeHHUE, U Jpyrue (pu3nyeckue MokKa3aTei, KOTOphIE OTPa)KaroT
COCTOSIHUE 000PYIOBaHMS U TIO3BOJIAIOT BRIIBUTH HAYaJbHBIE MPU3HAKU H3HOCa [1].

Ha pucynke 1 mpexacraBieHo pacripenesieHHe KIIOYEBBIX MapameTpoB, coOupaembix ¢ loT-
YCTPOWCTB, TAaKUX KaK TEMIIEpaTypa, JaBICHUE U BHOpAaLUMU. DTU JaHHbIE COCTABISIOT OCHOBY IS

aHaJIM3a COCTOSIHUS 000PYIOBaHUS.
50

40

10

TemnepaTypa [asneHve Bubpaunn Mpoyee
MapameTpbl

Pucynok 1. Pactipenenenue nanusix ¢ loT-ycTpoiicTs

W3 rpaduka BUIHO, 4TO HAMOONIBILIHI 00BEM TaHHBIX PUXOAUTCS HA TApaMETPhl TEMIIepaTyphl
(40%), 9TO CBSI3aHO C UX BBICOKOM 3HAYMMOCTBIO JUII MOHUTOpUHIA 0OOpynoBaHus. JlaBieHue u
BuOparuu coctaBisitoT 30% u 20% COOTBETCTBEHHO, MOAYEPKHBAsS UX POJb B MpPEACKa3aHUU
TeXHUUYeCKHUX 0TKa30B. OcTtaBmuecs 10% 3aHuMalOT Jpyrue napaMeTpbl, TaKue Kak TOK WIH YPOBEHb
nryma. 9To pacrpesesieHue JaHHbBIX OTpaXkaeT Creu(uKy ucnoiab3oBanus 10T B IPOMBIIITIEHHOCTH.

Br16op apxuTeKTypbsl HEMPOHHOW CETH UTPaeT KIIOUEBYIO POJIb B YCIIEXe MPOrHO3a OTKA30B.
Jlns ananu3a BpeMEHHBIX PSA0B NaHHBIX ¢ [0T-yCcTpolicTB HCONB3YIOTCA PEKYPPEHTHBIE HEUPOHHBIE
cetu (PHC), Tak Kak OHHM XOpOIIO MOAXOMAT UII OOpaOOTKH TOCIEAOBaTEIILHOCTEH HaHHBIX,
HarpuMep, JaHHBIX O BHOpalMsAX WM M3MEHEHHSIX TeMIlepaTypbl. B To ke BpeMms, CBepTOUHBIE
Heiiponnsie cetn (CHC) Taxke MOTYT HCHONB30BaThcs B Ciydae, KOrna HEOOXOAMMO BBISIBUTH
MIPOCTPAaHCTBEHHBIEC NATTEPHBI B 1aHHBIX. [ Ty0okne HC ¢ HeCKobKUMU CIIOSIMU 00J1a/1a10T BHICOKOH
TMOKOCTBIO U CLIOCOOHBI aHATM3UPOBATH CIIOKHBIE 3aBUCUMOCTH, YTO JIENAeT UX MOAXOIAIIMMU ISt
3aja4 IpeacKa3aHust OTKa30B Ha OCHOBe cinoxHbIX loT-mansbix. Ilpomecc oOyueHus monenu
BKJIIOYAE€T HACTPOMKYy T'MIIEpIapaMeTpoB, TAKUX KaK KOJUYECTBO CJIOEB, KOJUYECTBO HEMPOHOB,
K03((UIEHT 00y4YeHHUs U MapaMeTphbl peryssipu3aluy, YT00bl MUHUMH3UPOBAThH MepeodyueHe U
MIOBBICUTH TOYHOCTH Mozenu [2]. HacTpolika 3Tux mapaMeTpoB NPOBOAUTCS HA OCHOBE TECTUPOBAHUS
Ha OTJeNIFHOM HabOpe JaHHBIX, KOTOPBII HEe ncnoib3oBajics B o0yuennn. Moaenu HC oOyuarorcs Ha
MCTOPUYECKUX JAHHBIX, COJEPKAIIMX KaK HOpPMaJIbHbIE COCTOSIHUSI 0OOPY/IOBAaHUs, TaK U JaHHBIE,
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3apeTUCTPUPOBAHHbBIE TIepel OTKa3oM. lcmoibp3oBaHHME MeToJa OOpaTHOTO paclpOCTpaHEHUs
OLIMOKH TO3BOJISIET KOPPEKTHPOBATH Beca HEHPOHOB M YIy4IIaTh TOYHOCTH MTPOTHO3UPOBAHHUS.

IIpuMepsl  yCHENIHOI0O BHEAPEHUS HEWPOHHBLIX ceTedl Js NPOrHO3UPOBAHMSA
TEeXHUYECKHX 0TKa30B Ha 0CHOBe JaHHbIX IoT

OnHUM U3 SPKUX OPUMEPOB UCIIOJIb30BaHUS HEMPOHHBIX ceTeil U [oT it mporHo3upoBaHUs
TEXHMUYECKHX OTKAa30B SBISETCS IPOEKT KOMIAHMM Siemens, BHEIPUBIIEH TEXHOJIOTHIO
npecKa3aTebHOM aHAIMTHKU B c(epe PHEPreTHKU U MPOMBINUIEHHOro obopynoBanus. Ha Gaze
JTaHHBIX, cobupaeMbix c narynkoB loT, Siemens ucmonb3yer HEHpOHHBIE CETH JUIA aHAJIN3a
COCTOSIHUSI TYpOMH W T€HEepaTopoB. DTU MOJAEIH MO3BOJSIOT OOHApy>KMBaTh aHOMAIUU B paborte
000pyI0BaHUS HA PAHHUX CTAAUAX, YTO MO3BOJSIET CHU3UTh BEPOSITHOCTD aBAPH 1 MUHUMHU3UPOBATh
3arparsl Ha peMOHT. [loaxon ¢ UCIOIb30BaHUEM HEUPOHHBIX CETEH IPOAECMOHCTPUPOBAI BBICOKUM
YPOBEHb TOUHOCTH IpEACKa3aHUi, MO3BOJIMBIIUI KOMIIAHUM COKPATUTh BPEMsI IPOCTOSI U CHU3UTH
3arparbl Ha SKCIUTyaranuo [3-5].

Komnanusi General Electric (GE) Taxxe akTUBHO HCTIOIB3yeT HelipoHHbIe ceTu 1 [oT B cBoux
pelIeHHsIX I TPEICKa3aTeIbHOTO 00CTy)KMBaHUS aBUAIIMOHHBIX JBHrareiei W JIOKOMOTHBOB. B
pamkax iatrgopmbel GE Predix mpumenstorcs Moienu riryO0oKoro oOyueHHst JUTsl aHaIu3a TaHHBIX C
MOJKITIOYCHHBIX YCTPOUCTB, KOTOPhIE (PMKCHPYIOT COCTOSHHE KJIIOYEBBIX KOMIIOHEHTOB. Hampumep,
cUcTéeMa MOHHMTOPMHIA AaBHALIMOHHBIX JBHTraTreleld OTCIEeKUBAeT IOKa3aTeslid BUOpamuy,
TEMIIEpAaTypbl M AABJICHUS, MO3BOJISAE HEMPOHHBIM CETSAM BBIABIATH W3MEHEHUS, KOTOPHIE MOTYT
CUTHAJIM3UPOBATh O MNpHOMMKaromeicss HeucnpaBHOCTH. JToT moxxon momor GE He Tombko
MOBBICHTDH 0€30MaCHOCTb SKCIUTyaTallH IBUTATEINeH, HO M 3HAYUTEIILHO COKPATUTh HETIPEIBUICHHBIC
pacxozpl Ha pEMOHT.

Komnanuss Hitachi BHenpuna TEXHONOTMIO IIpENCKa3aHMUsl OTKAa30B B CBOKO CHUCTEMY
yHOpaBI€HUs] NPOMBIIUIEHHBIMU Hacocamu. lcnonb3ys naHHble, nosnydeHHble ¢ loT-garumkos,
HEHPOHHBIE CETH aHAIM3HUPYIOT TaKUE MapaMeTphl, KaKk JaBICHHUE U TEMIIEpaTypa, YTO MO3BOJISIET
IIPEJCKa3aTh M3HOC U MPENyNpeauTh BO3MOXHBIE HEHUCIIPaBHOCTH. lIpuMeHeHue 3TOro noxaxona
no3Boimmio  Hitachi mpomemMoHCTpupoBaTh cokpalieHue KoimudecTBa moioMok Ha 40% wu
ONITUMH3UPOBATh OOCIYXHBAHHWE HACOCHOTO OOOpYHOBaHMA, CHENaB €ro 0Oojnee >KOHOMHYECKU
3¢ (EeKTUBHBIM.

OTH pUMepbl CBUIETEIBCTBYIOT O BBICOKOM 3(PEKTUBHOCTH MPUMEHEHUSI HEMPOHHBIX CeTel
B coueTaHuu ¢ loT 11 nporHo3upoBaHMs TEXHUYECKUX OTKA30B, YTO IOMOTAET MPOMBIIUIEHHBIM
KOMIAHHUAM COKpAaTUTh 3aTparhl, CBS3aHHbIE C IPOCTOSMH, U TOBBICUTH HAJEKHOCTb PaOOTHI
00opynoBaHUsI.

Texyuiue u nepcneKTHBHBIE NPO0JIeMbl BHeIPeHUsI HEIIPOHHBIX ceTell HA JaHHBIX [oT

HecMoTpss Ha MHOrOYMCIEHHBIE INPEMMYLIECTBA HCIOJIb30BAHMS HEHMPOHHBIX CETEM A
aHanmu3a naHHbIX [oT, cymiecTByIOoT ompeneneHHbe MPOOIeMbl U PUCKH, KOTOpPBIE HEOOXOIMMO
YUUTHIBaTh NPY BHEIPEHUU TAKUX TEXHOJIOTUH B MPOMBIIUICHHOCTh. OAHOHN M3 IIaBHBIX IpolieM
ABJIIETCS KAyeCTBO M IIOJIHOTA JaHHbIX, Hoctynaromux ¢ loT-yctpoiictB [6]. JlaHHBIE MOTyT
coziepKaTh LIyM, aHOMAJIMH WK OBITh HEMOJHBIMH, YTO BIUSET HA TOYHOCTh Mozenu. Hampuwmep,
cObou B mepenaye JAAHHBIX WM OIIMOKH JaTYMKOB MOTYT MPHUBECTU K MCKAXECHUSM, YTO CO3ACT
CIIOKHOCTHU TIPpHU OOyUYEHUHM HEHPOHHBIX ceTeld. /|y MOBBIICHNUS HAJEKHOCTU aHaIM3a Tpedyercs
TIIAaTeNIbHAs OUYMCTKA U (QUIIBTPAIS JAaHHBIX NIEepe/ X UCTIONb30BaHUEM B MOJECIIH.

Kpome Toro, HelipoHHBIE ceTH TPEeOYIOT 3HAYUTEIbHBIX BBIYHCIUTEIBHBIX PECYPCOB U BPEMEHH
s o0y4deHHs, OCOOCHHO MpH aHalu3e OOJIBIIMX MAacCHBOB JAHHBIX, MOCTYMAIOMIUX C ThHICSY
JaTYuKOB. B yCIOBUSX NPOMBIIUIEHHOIO NPOU3BOJCTBA, IJE€ BaKHA ONEPATUBHOCTb HPHUHSATHSA
pelIeHH, 3aJepKKH, BbI3BaHHBIE OOpaOOTKOM NaHHBIX, MOTYT HETaTHMBHO CKa3aThCs Ha
addexkTuBHOCTH Tporieccos [7, 8]. BHeapeHne COBpeMEHHBIX BEIYUCIUTENBHBIX TEXHOIOTHUH, TAKUX
Kak 00JayHble BRIYUCICHHS WU rpaduueckue mnpoueccopsl (GPU), mo3Bomisier yckoputs o0yueHue
MoJIeNieil, HO YBEJIMYMBAET 3aTpaTbl Ha MHPPACTPYKTYpPY, YTO MOXKET OBITh 3aTPYIAHUTEIBHO IS
MaJbIX U CPEIHUX MPEANPUATHIM.

Haxoner, BOnpoc MHTEPIPETUPYEMOCTH PE3YJIBTaTOB HEMPOHHBIX CETE€H OCTAETCA BAKHBIM
acriekroM. HeiipoHHble ceTn, 0cOOeHHO ITyOOKHE, YaCTO pacCMaTpUBAIOTCS KaK "YepHBIN ALIUK," U
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Pe3yNIbTaThl UX PA0OTHI MOTYT OBITH CIIOKHBI IS MHTEPIIPETALIUH TTOJIb30BATEISIMU 03 CIICIIHATBHBIX
3HaHUH. DTO 0COOEHHO KPUTHYHO B MPOM3BOJCTBEHHBIX YCIOBHAX, ITIE HEOOXOJUMO HE TOJIBKO
IIPEJICKA3aTh BO3MOKHBIE OTKAa3bl, HO ¥ MOHITHh NPUYMHBI UX BOZHUKHOBEHUS JUIsl IPEJOTBPAICHUS
B OyaymeM. Pa3paboTka MeTOA0B, MOBBIIAIOIINX UHTEPIPETUPYEMOCTh HEHPOHHBIX CETEH, TaKHX
kak metox LIME (Local Interpretable Model-agnostic Explanations) niu Bu3yanu3anusi akTHBaUN
CJIOEB, MOXKET CIIOCOOCTBOBATH O0JIee IIMPOKOMY BHEAPEHHIO ITHX TEXHOJIOTHI B IPOMBIIUIEHHOCTH
[9].

3akiaouenune

HcnonpzoBanue HC Ha nanubix [0T 11 mporHo3upoBaHusl TEXHUYECKUX OTKa30B MO3BOJISET
NPOMBIIIJICHHBIM ~ KOMIAHHUSAM  CYIIECTBEHHO  TOBBICUTH  3((EKTUBHOCTh  YIpPaBJICHUS
obopynoBanuem. HC oGecrniednBaroT BO3MOKHOCTD IPEACKA3aTEIbHOTO aHaJIN3a Ha OCHOBE JaHHBIX,
MOCTYMAIONIMX B PEKUME PEalbHOTO BPEMEHH, YTO CIOCOOCTBYeT OoJjiee TOYHOMY BBISBICHHUIO
MOTEHLUAJIbHBIX OTKA30B U CHM)KEHUIO BPEMEHHU IPOCTOs. Takod MOAXO0J 3HAUUTENIHHO MOBBILIAET
HAJEKHOCTh OKCIULyaTallud, CHIKAash PUCKM U OSKOHOMHYECKUE W3JEPKKH, CBS3aHHBIE C
BHEIUIAHOBBIMH peMOHTaMH. [IpuMmeHeHue niryOoKoro oOy4yeHHs M TPOABHHYTHIX APXUTEKTYP
HelipoHHBIX certed, Takux kak PHC m CHC, nmo3Bommio A0CTHYL BBICOKOTO YPOBHSI TOYHOCTH
npeacKa3aHuid. ITH MOJENU MOTYT 00palaThIBaTh CIIOKHBIC BPEMEHHBIC PSAbl U aHAJIM3UPOBAThH
CKPBITBIE 3aBUCUMOCTH MEX]y ITapaMeTpaMHM, UTO JIeJaeT UX HE3aMEHUMbBIMH B YCJIIOBUSAX BBICOKHMX
TpeOOBaHUH K HaJIS)KHOCTH 000pyI0BaHus. biaronaps ycnemnsIM npuMepam BHEIPEHUS, TAKUM KaK
npoekTsl kommanui Siemens, GE u Hitachi, ctranHoBUTCS 0OueBUIHBIM, YTO Hcmonb3oBanue loT B
COYETAaHUM C METOJaMH HMCKYCCTBEHHOIO MHTEIEKTa MOMKET U3MEHUTh MOAXOJ K AIKCIUIyaTaluu
MIPOMBIIIUICHHOTO 00opynoBanus. Takum o0pazom, HelipoHHBIE ceTH B aHanmmuze loT-maHHBIX
OTKPBIBAIOT TMEPCIEKTUBBI JI1 CO3JaHMsl IOJHOCTHIO ABTOHOMHBIX CHCTEM MOHHUTOPHHIa U
yIpaBlieHUs, KOTOpble MOTYT (YHKIMOHHUPOBATH B PEXUME pEaJbHOIO BPEMEHH, BBISBISSA
HEHCIIPAaBHOCTH €Ile 10 UX (PaKTHUYECKOTO HACTYIUICHHS. IJTO MOATBEPKIACT aKTyalbHOCTh WU
NEPCIEKTUBHOCTh JAHHOW TEXHOJIOIMH U1l IIUPOKOTO BHEAPEHUS B UHAYCTPHUH, OPUEHTUPOBAHHBIE
Ha ONTHMHU3ALMIO 3aTPaT U MOBBIILICHUE YPOBHS O€30MaCHOCTH.
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AHHOTAIUA

CraTbsi TIOCBSIIIICHA HCCIIEOBAHUIO AJITOPUTMOB OOHAPY)KEHUS aHOMAJIHMH B Pa3sHOPOIHBIX
Habopax naHHBIX. ONUCaHbl OCHOBHBIE METOMbI, BKJIIOYAsi CTATUCTUYECKUE MOIXO/bI, aJrOPUTMBI
MAaIIMHHOTO 00Y4YeHHUs U IITyOOKOro 00y4YeHHs, TaKhe KaK U30JISIIMOHHBIH JIeC, aBTOKOAUPOBILINKH U
pexyppenTHble HelipoHHble ceTH (PHC), a Taxoke MeTo1bl BpeMEHHBIX ps10B. [IpuBeneHs! npuMepsl
IIPUMEHEHNS U30JIALIMOHHOTO Jieca s BBIABIEHUS aHOMAJIbHBIX TOYEK JaHHBIX. Crarhd
MOTYEPKUBACT aKTyaJbHOCTh MCIIOJIb30BAaHMsI 3TUX AJITOPUTMOB B 3a7ayax MpeJcKa3zaHus cOOeB U
MOBBIIIEHUST 0€30MacHOCTU. 3aKJIIOUYEHHE AaKICHTUPYeT BHHMaHHE Ha Ba)XKHOCTH KOMOMHAIUU
Pa3NIUYHBIX TOJXO0I0B JJIsl TOCTHYKEHUS BBICOKON TOYHOCTH U 3()(hEKTUBHOCTH.

KarwueBbie cjioBa: o0Hapy)XKCHHUE aHOMAJIMH, Pa3HOPOJIHBIC JaHHBIC, MAIIMHHOE OOyYCHHE,
M30JIAIIMOHHBIN JieC, IITy0oKoe 00y4eHHE.

Abstract

The article explores anomaly detection algorithms for heterogeneous data sets. It describes key
methods, including statistical approaches, machine learning algorithms, and deep learning techniques
such as Isolation Forest, autoencoders, and recurrent neural networks (RNNs), as well as time series
methods. An example using Isolation Forest to detect anomalous data points is provided. The article
emphasizes the relevance of these algorithms in failure prediction and security enhancement tasks.
The conclusion highlights the importance of combining different approaches to achieve high accuracy
and efficiency.

Keywords: anomaly detection, heterogeneous data, machine learning, Isolation Forest, deep
learning.

Brenenue

CoBpeMeHHbIE HAaOOpHI JAaHHBIX, MCIIOJIb3yEeMbIE B PA3UYHBIX OTpAcisAX, 4acTo OOJAAaroT
BBICOKOM CTENEHBI0 Pa3HOPOAHOCTH, YTO 3aTPyAHSET MX aHalIu3 M 00pabOTKy CTaHAAapTHBIMU
MeTonamu.  Pa3HOponmHble — JaHHBIE — BKJIOYAIOT  KaK  CTPYKTypUpOBaHHbIE, Tak U
HECTPYKTYpUPOBAaHHbBIE JaHHBIE, KOTOPBbIE MOTYT MOCTYIAaTh U3 MHOKECTBA HCTOYHUKOB, TAKUX KaK
COLIMAJIbHBIC CETH, IaTUYUKHU, (UHAHCOBBIE CUCTEMBI U BeO-pecypchl. M3-3a CIIOKHOCTH 3TUX JaHHBIX
U UX DPA3TUYHOM MPHUPOABI BO3HUKAET MOTPEOHOCTh B 3()D()EKTUBHBIX aNTOPUTMAX, CIOCOOHBIX
00OHapyXHBAaTh AHOMAJIMH U OTKJIOHEHHSI OT HOPMBI, KOTOPbIE MOTYT CUTHAJIM3UPOBATh O Mpodiiemax
B paboOTe CUCTEMBI, 0€30MIaCHOCTH MITH JITAHHBIX.

OOHapysxeHHe aHOMaJIUil B Pa3HOPOIHBIX JAHHBIX BaXKHO JUISL PA3JIMYHBIX IPUMEHEHHUH, TaKNX
Kak MpeJicKa3aHue HeUCIPABHOCTEH B IPOU3BOACTBEHHBIX CUCTEMAX, OOHAPYKEHUE MOIIICHHUYECTBA
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B 0aHKOBCKON cdepe, aHaaM3 TOBEACHUS TOJIb30BaTENCi M  MOHHMTOPUHI  COCTOSIHUS
UHPPACTPYKTYpbl. TpaaullMOHHBIE METO/BI aHAJIM3a JAaHHBIX, OPHEHTUPOBAHHBIE HAa OJHOPOIHBIC
HaOOpbI, YaCTO HE CIPABISAIOTCS C 33Ja4ell aHaJM3a Pa3sHOPOAHBIX MCTOYHHKOB, YTO IOBBILIAET
aKTyaJIbHOCTh pa3pabOTKH CIEUUATU3UPOBAHHBIX AJITOPUTMOB. OTH AJTOPUTMBI  CIIOCOOHBI
YUUTBIBATh CJIOKHBIE B3aUMOCBS3H MEX]y MapaMeTpaMH, KOTOpbIE OTIUYAIOTCS 10 CTPYKTYpe U
BPEMEHHBIM XapaKTEPUCTUKAM.

Ilenp pmaHHOW cCTaThbM 3aKJIIOYAeTC B PACCMOTPEHHHM CYIIECTBYIOIIUX aJlTOPUTMOB
OoOHapyXECHHUsI AaHOMAJIMA, MPUMEHAEMBIX K pa3HOPOIAHBIM HabopaM JaHHBIX, a TAKXKEe B aHAIM3E MX
3G PEKTUBHOCTH U BOZMOXHOCTEH. B cTaTbe OynyT onucaHbl pa3inyHbIe TOIXO0/bI, BKIIIOYAs METOIbI
MAIIMHHOTO OO0y4YeHHs M DIIyOOKOro oOyueHHs, a TaKKe IOAXOMAbl, OCHOBAaHHBIC Ha aHAIU3e
BPEMEHHBIX PS0B M CTATUCTUYECKOM MOJETHPOBAHUH.

OcHoBHast yacTb. OCHOBHBIE AJTOPUTMbI O0HAPY/KEHUS AaHOMAJIMI

OOHapy>xeHHe aHOMaJIMH B pa3HOPOAHBIX HAOOpax NaHHBIX TpeOyeT MPUMEHEHHUS Pa3InYHbIX
MOJIXO/I0B, KOTOpPhIE MOTYT YYHTHIBaTh KaK CTPYKTypUpPOBaHHbIC, TaK UM HECTPYKTYPHPOBAaHHBIC
nannele. Haunbonee 3¢ ¢exkTuBHBIE METOAbl BKIIIOYAIOT CTATUCTUYECKUE IOIXOJbI, AJITOPUTMBI
MamuHHOro ooydenus (MO) u riy6okoro oOydeHus, a TaKk)ke METOJIbl, OCHOBAaHHBIC Ha BPEMEHHBIX
psanax [1].

CrarucTuyeckue MeTOAbI

CrarucTuyeckue METOJbl SIBIAIOTCS OJHUM M3 KJIACCHUECKHUX IOAXOJ0B K OOHApPYKECHHUIO
QHOMAJIMM UM OCHOBBIBAIOTCA HA aHaIM3€ paclnpenerncHuil naHHbIX. Hampumep, Meron
MEXKBapTHIbHOTO pazMaxa (IQR) mo3BosisieT BHISBIATh aHOMAIUU B YHCIIOBBIX JIaHHBIX, CPABHUBAS
3HAUEHMs C MEKKBAPTHJIBHBIM JMANa30HOM. /[pyrumM METOIOM SIBISETCS MCIOJIb30BAHUE THITOTE3BI
HOPMAJIHOTO pAaclpe/ieieHus, IJe€ aHOMAJIMM OIpPENENIAIOTCS KaK 3HA4YeHMs, HaxomIsdluecs 3a
npefenaMi  HECKOJIbKMX CTaHAApPTHBIX OTKJIOHEHHWH OT cpeaHero. CTaTHCTUYECKHE METOJbI
3¢ EeKTUBHBI 1715 aHATN3a HEOOMBbIINX M OHOPOIHBIX JaHHBIX, HO YaCTO MMEIOT OTPAaHUYEHUS TIPU
pabote ¢ pa3HOpPOAHBIMH HaOOpamH, IIie paclpeesieHHe JaHHBIX MOXET OBITh HEOJHOPOIHBIM H
HETPE/ICKa3yeMbIM.

Metonst MO

MO-anropuT™bl, Takue Kak METOZ] OMOPHBIX BEKTOpoB (SVM) u ciyuaitneiii nec (Random
Forest), mpuMeHsIOTCS Uil OOHAPYKEHUSI aHOMAJIHMK MyTeM OOy4eHHs MOJEIM Ha MCTOPUUYECKHX
naHHbIX. SVM, Hampumep, BBIACNSET TUINEPIUIOCKOCTh, KOTOpas pas3ieisieT HOpMallbHblE U
aHOMaJIbHbIE TOYKM B IMPOCTPAHCTBE MpH3HAKOB. CiydyailHBIN JieC CTPOUT HECKOIBKO JePEBHEB
pelieHuii Ui aHanu3a JaHHBIX, U aHOMaJbHbIE TOYKH ONPEAEISAIOTCS HAa OCHOBE YacTOTHI UX
KJaccu(UKaIK B Ka4ecTBe «BBIOPOoCcOB». MO MO3BONSET UCIIONB30BaTh KaK CYNEepPBU30PHbIE, TaK U
HECYIIEPBU30PHBIEC aJITOPUTMBI, YTO JIeTaeT X TMOKUMH B HCIIOIB30BAHUU IS PA3IMUHBIX HA0OPOB
JaHHBIX. DTH METO/IbI XOPOILO paboTalo0T ¢ pa3HOPOJHBIMU HAOOpaMHU JAHHBIX, HO JUISL TOCTHKECHUS
BBICOKOM TOYHOCTHU TPEOYIOT JOCTATOYHO OOJIBIINX 00BEMOB JaHHBIX 7151 00yueHus [2].

N3o0asiiMOHHBIE METObI

W3onsumonnsii  ec  (Isolation Forest) — wmeron, crneuuanbHO pa3pabOTaHHBIA IS
oOHapyxeHuss aHoMaiui. OH CTPOMT HECKOJBKO JIEPEBBEB, IJ€ JaHHBIC, KOTOpBIE JIerde
U30JIUPYIOTCS, CAMUTAIOTCS aHOMAIUAMU. DTOT METO] 3(PEKTUBEH JIJIs aHAJIN3a BHICOKOPA3MEPHBIX U
Pa3HOPOAHBIX JaHHBIX, TOCKOJIBKY OH HE TpeOyeT TMIIOTE3bl O PACIpeeNICHHH TaHHBIX U padoTaeT
ObICTpO Ha OoNbIIMX 00beMax. M30IA1nOHHBIH JIec 0COOSHHO MOAXOAUT [T MPUMEHEHUS B Habopax
JaHHBIX, TJie AaHOMAJIUU TPEJICTABIAIOT COOOM peIKue W 3HAYMTEIHHO OTIMYAIOIIMECS OT HOPMBI
00BeKTHI [3].

I'ny0okoe o0yuenue

Mertoas! I1yOOKOro 00y4eHus1, TaKue KaKk aBTOKOAMPOBIIUKH U T€HEPATUBHO-COCTS3aTEIbHbIC
cetu (GAN), obecrneunBalOT BHICOKYIO TMOKOCTh B aHAJIM3€ CIOXKHBIX U PAa3HOPOIHBIX JTAHHBIX.
ABTOKOZMPOBIIMKH TPEACTABISIOT 000 HEWpOHHBIE CeTH, OO0ydarolmecs BOCIPOU3BOIUTH
BXOJIHBbIC JaHHBIE Ha BbIxoze. Ilpum sTomM oHM 3()(HEeKTUBHO KOOUPYIOT HOpMalbHBIC JAaHHBIE, HO
«TIPOBAIMBAIOTCS HA AaHOMAJIBHBIX, YTO JIENAeT UX OOHApYKEHHE BO3MOXKHBIM HAa OCHOBE BBHICOKOM
omnOku BoccTaHoBieHUs. GAN, ¢ Apyroil CTOpPOHBI, CO3MAIOT CHUHTETUYECKHE JaHHBIE U
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CpPaBHUBAIOT HUX C pEATbHBIMH, YTO TMO3BOJSIET BBIABIATH AHOMAIUM KaK OTKJIOHEHHS OT
CHHTETHUYECKON HOpMBI. I Ty6okoe oOyueHue 3¢h(hekTUBHO it paboThI C Pa3HOPOIHBIMU JAHHBIMH,
0COOEHHO B ciTy4asiX, Korjaa Habop JaHHBIX 00J1a/1aeT CIOKHOW BHYTPEHHEH CTPYKTYpOil 1 OONIbIINM
obbemoM [4, 5].

MeToabl aHAJIN3a BPeMEHHBIX PS/10B

Jlnisi TaHHBIX, KOTOpBIE BKIIOUAIOT BPEMEHHbBIC 3aBUCUMOCTH, TAaKUE KaK CEHCOPHBIC JJAHHBIC
WK (PMHAHCOBBIE TPAaH3aKLMHU, UCTIONB3YIOTCS METO/Ibl aHAIN3a BPEMEHHBIX psoB. PekyppeHTHbIe
HeriponHsle cetn (PHC), Takue kak LSTM, no3BoisitoT MOIeNMpoBaTh BPEMEHHBIE 3aBUCUMOCTHU U
BBISIBIISITh AHOMAJIMM HAa OCHOBE OTKJIOHEHMH OT MPEACKAa3aHHBIX 3HaueHHH. Takke MCIOIb3YyIoTCs
Metozpl, Takue kak ARIMA u STL, koTtopble BBISIBISIOT aHOMAJIMU MyTEM aHAJIN3a U3MEHEHUH U
BBIOPOCOB B JIaHHBIX HAa BPEMEHHOH mikaje. MeToabl BPEMEHHBIX PSIIOB OCOOCHHO TOJIE3HBI IS
MIPOTHO3UPOBAHUS U3MEHEHUI BO BpEMEHU M O0OHAPYKEHUSI aHOMAJIM, CBSI3aHHBIX C CE30HHOCTBIO U
TpeHaamu [6].

IIpumep ucnoAb30BaHUS H30JIALMOHHOTIO Jieca 1Jisl 00HAPYKeHUsl AaHOMAJIH I

W3onsmonnsiit nec (Isolation Forest) — oquH M3 MOMyNMspHBIX METOAOB JJIsl OOHApPYKEHHS
aHOMaJuii, 0COOCHHO B Pa3HOPOAHBIX M BBICOKOPA3MEPHBIX HAaOOpaxX AAHHBIX. DTOT AJITOPUTM
paboTaeT Ha OCHOBE NPUHIIMIIA W3OJISALUHU: JaHHBIC, KOTOPHIC JIETYe H30JUPOBAaTh, CUUTAIOTCS
aHoManbHBIMU [7]. V30JALMOHHBINA JIeC CTPOUT HECKOJBKO NEPEBbEB, M €CIIM TOYKA JaHHBIX
M30JIUPYETCsl Ha paHHUX YPOBHSX JiepeBa, TO OHA cuuTaeTcs BeIOpocoMm. Huke mpuBeneH nmpumep
koga Ha Python, nemMoHCTpUpyOmUII HCIONB30BaHUE H3OJIALMOHHOTO Jeca Ais OOHapyXEeHHUs
anomanuii. bubnuorexka sklearn mpenocTaBnsieT roTOBYIO peagH3alMio 3TOrO aJTOPUTMA.

from sklearn.ensemble import IsolationForest

import numpy as np

# [IpuMep JaHHBIX, COIEPIKAIINX HOPMAJIbHBIE TOUKH U BBIOPOCHI
data = np.array([[10, 5], [12, 6], [11, 5], [9, 5], [15, 10], [100, 2], [20, 1], [10, 4], [11, 6], [110,
21D

# VMHMIManm3aiuys MO U30JISIIMOHHOTO Jieca ¢ yKa3aHHWeM J0JIH BEIOPOCOB
iso_forest = IsolationForest(contamination=0.2, random_state=42)
iso_forest.fit(data)

# Ilpenckazanue anomanuii (-1 - anomanus, 1 - HOpManbHas TOUYKA)
predictions = iso_forest.predict(data)
print("Pe3ynbrarsl npenckazanus:”, predictions)

# BpIBOZ pe3ynbTaToOB
for 1, prediction in enumerate(predictions):
if prediction == -1:
print(f"Touka {data[i]} cuuTaercs anomanueir")
else:
print(f'Touka {data[i]} cuuraercss HopmaIbHON")

Onucanue padorsl npumMepa

IMoaroroBka naHHbIX: MaccuB data copepKUT HOpMaJIbHbIE TOYKH U HECKOJIBKO BHIOPOCOB,
KOTOPBIE MBI XOTUM OOHAPYKUTh.

Co3nanne moneam: Coszmaercs moxenb IsolationForest, roe mapamerp contamination=0.2
yKa3bIBaeT Ha 0)KMJAEMYIO JI0JII0 BEIOPOCOB B JaHHBIX (B JaHHOM ciaydae 20%).

IIpeacka3anme anomanmii: Meron predict() Bo3Bpamaer mMaccuB, rae -1 ykasplBaeT Ha
aHOManuio, a 1 — Ha HOpPMaJbHYIO0 TOYKy. Takum 00pa3oM, aJrOpuTM OINpENesieT BBIOPOCHI,
M30JIUPYS UX HA pAaHHUX YPOBHSX JepeBa.

BobiBon pesyabrara: Kaxkaas Touka JaHHBIX MPOBEPSETCS HA MPUHAIIEKHOCTh K HOPME WIH
aHOMAJIUH, U Pe3yJIbTaThl BHIBOJATCS Ha SKpaH.
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HNuTepnperanus pe3yabTaToB

B nanHOM mpuMepe H3ONSIHOHHBIA Jiec OOHApYXXHBAE€T TOUKH, KOTOPHIE OTIMYAIOTCS OT
HOpMaJIbHBIX 3HaYeHu#, Takux kak (100, 2) u (110, 2). DT TOYKH MUMEIOT 3HAYEHHUS, KOTOpbIE
3HAUUTENIFHO OTKJIOHSIOTCS OT OCTAJIbHBIX TOYEK, YTO M JIeNaeT UX aHoManusMu. Mcnons3oBanue
M30JISIIMOHHOTO Jieca MO3BOJsIeT A(PPEKTUBHO BBIACIATH BHIOPOCHI Jake B Pa3HOPOIHBIX Habopax
JAHHBIX, JleNas €ro MOJAXOASIIUM HMHCTPYMEHTOM JUISl pa3iM4HbIX MPUKIAJHBIX 33734 aHaJIn3a
JaHHBIX [8].

3akiaouenune

BHenpenne anroputMoB OOHApyKEHHs aHOMAJIMKA B Pa3HOPOJHBIE HAOOPHI JTaHHBIX
MPEIOCTABIAET OPraHU3aLUsAM BOZMOKHOCTh aBTOMATU3UPOBATH IIPOLECCHl MOHUTOPUHTA, TOBBIIIIAS
Ha/IeKHOCTh pabOThl CUCTEM U MPENOTBpaIlasi MOTeHIHaIbHbIe cOOM M HapylIeHUs 0€30MacHOCTH.
O030p OCHOBHBIX QJITOPUTMOB IOKAa3aj, YTO CTATUCTUYECKHE METOonbl U MeTonsl MO, Takue Kak
M3OJISIIUOHHBINA JIEC M METONbl TIIyOOKOro oOy4eHHs, MOTYT OBITh aganTUPOBaHBI JUIs aHAJIN3a
JTAHHBIX PA3IMYHON CTPYKTYPBI U BPEMEHHBIX XapaKTepuCTUK. OIHAKO BEIOOP ONTUMAIBHOTO METO/IA
3aBUCUT OT KOHKPETHOTO THWIIA JAaHHBIX M 3a7add. MeToipl, Takhe KaK H3OJIALUOHHBIA JeC U
aBTOKOJIMPOBIIMKH, JIOKa3aJd CBOKO 3(PQGEKTUBHOCTh Uil paboOThl C BBICOKOPa3MEpHBIMU U
pPa3sHOPOAHBIMM  JAHHBIMH. OTH  aJNTOPUTMbI  OOECIEUMBAIOT  BBICOKYIO THOKOCTh H
MacITabupyeMoCTh, YTO IO3BOJISICT UCIIOJIB30BaTh UX B PEAIbHBIX YCIOBUSAX, TJI€ YacTo Tpedyercs
orepaTUBHOE oOHapykeHHe aHoMainuid. Kpome Toro, mpumMeHeHue BpeMEHHBIX MOJIENEH, TaKuX Kak
PEKYppEHTHbIE HEHpPOHHbBIE CETH, MO3BOJSET YYHUTHIBATH BpPEMEHHBIC 3aBHCHUMOCTH, KOTOpBIC
0COOEHHO BaXKHBI JUIsl MOHHTOPWHIA AMHAMHYECKHX CHCTeM. Takum o0pa3oM, KOMOWHUpPOBaHHE
Pa3NIUYHBIX AITOPUTMOB, TAKUX KaK CTAaTUCTHUYECKHEe Moaxonsl, MO u MeToasl BpeMEHHBIX PsIJIOB,
JaeT HauboJiee TOYHbIE Pe3ysIbTaThl U MO3BOJISIET CO3/1aBaTh YCTOWYHMBBIC PELICHUS ISl OOHAPYKESHUS
aHOMaJuil. DTU TEXHOJIIOTUH 00eCIeUunBaIOT HOBBIM YPOBEHb O€30MACHOCTH M KOHTPOJIS, TIO3BOJISS
KOMIAHHUAM CBOEBPEMEHHO pEarupoBaTh Ha MOTEHIMAJIbHBIE YI'PO3bl U ONTUMH3UPOBATH PAaOOTY
CBOUX CHUCTEM.
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Abstract

This article explores modern data encryption methods in cloud systems using machine learning
(ML) algorithms. The main approaches include adaptive encryption models that adjust data protection
processes based on the data type and volume. Special attention is given to ML-based anomaly
detection methods, enabling prompt identification of potential threats and preventing data leaks. The
use of hybrid encryption methods, combining symmetric and asymmetric encryption, ensures high
security levels and optimized computational costs. Emphasis is placed on ML’s role in enhancing
encryption key distribution and risk prediction processes. Practical recommendations for
implementing proposed solutions aimed at improving cloud system reliability are presented. The
analysis shows that the use of ML in cloud data encryption significantly enhances data security,
minimizes risks, and boosts cloud technology performance.

Keywords: data encryption, cloud systems, machine learning, anomaly detection, hybrid
encryption.

AHHOTAIUSA

B cratbe paccMaTpuBAIOTCS COBpPEMEHHBIE METOAbl IU(PPOBaHHUA TAaHHBIX B OOJIAYHBIX
crcTeMax C UCMOJIb30BAHUEM alTOpPUTMOB MamHMHHOro oOydeHusi (MO). IlpuBeneHbl OCHOBHBIE
MOJIXO/1bI, BKIIIOYAIOIIME aJalTUBHBIC MOJENU MU(PPOBaHHS, TTO3BOJISIONINE HACTPAUBATh MPOIECC
3alIUThl JaHHBIX B 3aBHCHUMOCTH OT MX TuUma M oObema. Ocoboe BHHUMAHHUE YJNIEIEHO METO/AaM
oOHapykeHHst aHOManuid Ha ocHoBe MO, KOTOpble TO3BOJSIOT ONEPATUBHO BBISBIATH
MOTEHIMAJIBHBIE YTPO3bl U MPEJOTBpaliaTh YTeUku MHPOpManuu. PaccMarpuBaeTcs: mpuMeHeHHE
THOPUIHBIX METOOB MIM(POBAHUS, COYETAIOUINX CUMMETPUYHOE U aCHMMETPUYHOE U POBAHHE,
o0ecreynBaroIUX BBICOKHMI ypOBEHb 0€30MaCHOCTH M ONTHUMU3AIMIO BBIYMCIUTENIBHBIX 3aTpar.
ITonuepkuBaercss 3HaunMocTb MO i ydayyllleHHs HPOLECCOB paclpelesieHuss KIdel
mudpoBaHus W MPOrHO3UPOBAHMS PUCKOB. [IpesncTaBieHbl pEeKOMEHIAMU IO MPAKTHYECKOMY
NPUMEHEHHIO TPEIOKEHHBIX PEIICHUH, HANpaBICHHBIX HA IMOBBIIMICHUE HAJCKHOCTH OOJIAUHBIX
cucreM. [IpoBeieHHBIN aHANNU3 JEMOHCTPUPYET, YTO Hcoab3oBanrne MO B mudpoBaHUM JaHHBIX B
o0llake 3HAYMTENBHO YIydllaeT 3allUTy MJaHHBIX, MHUHUMH3UPYET pPUCKA U TOBBIIIAET
MIPOU3BOIUTENEHOCTh OOJIAYHBIX TEXHOJIOTUH.

KiwoueBble cioBa: mudpoBaHHE JaHHBIX, OOJIAUHBIE CHCTEMBI, MAIIMHHOE OOyYEHHE,
oOHapyXeHHEe aHOMAaJIN, THOpUIHOE MU POBAHHE.

Introduction
Modern cloud systems, which provide data storage and processing, offer companies and users
convenient access to information, significantly expanding the possibilities for interaction with digital
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resources. However, as the use of cloud technologies grows, so do the risks associated with data
security, especially the threats of unauthorized access, theft, and data leaks. In this context, one of the
most in-demand methods for protecting information in cloud systems is data encryption, which
secures information from potential attacks and guarantees its confidentiality. At the same time,
traditional encryption methods often encounter difficulties when working with large volumes of data
typical for cloud systems. This leads to the need for developing new approaches that can not only
ensure protection but also optimize the encryption and decryption processes. Machine learning (ML)
opens up opportunities for creating adaptive encryption methods that can automatically adjust to the
type and volume of data, as well as the parameters affecting security and performance. Such methods
allow for minimizing computational costs and improving security metrics [1].

The purpose of this article is to explore approaches to data encryption in cloud systems using
ML algorithms. The article will analyze modern ML-based methods for encrypting and decrypting
data, as well as provide examples and recommendations for their application to enhance security
levels in cloud environments.

Main part. Application of ML for optimizing encryption

Traditional encryption methods, while reliable, often face limitations when working with large
volumes of data, which is characteristic of cloud systems. To overcome these challenges, ML offers
adaptive encryption models that can adjust the encryption process based on the specifics and volume
of data [2, 3]. Machine learning algorithms, such as neural networks, can be trained on analyzing data
streams and selecting the most effective parameters for encryption, thereby reducing computational
resource costs and increasing performance.

Figure 1 illustrates the relationship between the volume of data and the time required for
encryption. This demonstrates how larger datasets typically lead to longer encryption times,

highlighting the need for optimization.
12

10}

Encryption Time (s)

2 4 6 8 10
Data Volume (GB)
Figure 1. Dependency between data volume and encryption time

As shown in Figure 1, there is a clear trend indicating that as the data volume increases, the
encryption time rises proportionally. This emphasizes the importance of adaptive ML-based
encryption methods, which can minimize computational costs and enhance performance. By
analyzing data streams and dynamically adjusting encryption parameters, these methods can
significantly improve efficiency, even for large-scale cloud systems. ML can also be used to improve
the distribution of encryption keys in cloud systems. ML methods allow for forecasting temporal
patterns of data usage, which aids in timely key updates and reduces the risk of attacks. For example,
clustering methods help categorize data streams, highlighting data that requires a higher level of
protection. This optimizes resource usage by distributing the load on encryption systems.

Protection from attacks through anomaly analysis

ML is also applied to detect anomalies in data streams, enabling prompt identification of
potential threats. For instance, anomaly detection algorithms can analyze network traffic and user
behavior, identifying unusual actions that may signal attempts at hacking or unauthorized access.
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Algorithms such as isolation forests and autoencoders analyze habitual activity patterns, and when
deviations occur, checks and additional security measures are triggered [4]. Using ML in these
processes allows the system to self-learn from incoming data and improve the accuracy of threat
detection, adapting to changing conditions. This approach enhances the reliability of the system and
minimizes the risks of data loss by applying preventive measures based on analysis results.

Application of hybrid encryption methods for cloud data

Hybrid encryption methods, which combine the advantages of symmetric and asymmetric
approaches, are also successfully implemented in cloud systems. For instance, during data
transmission, asymmetric methods may be used for secure key transfer, while symmetric algorithms
encrypt the content, which reduces processing time and maintains a high level of security [5].
Combined with ML, hybrid methods can adapt to the type of data and transmission conditions.

The hybrid approach using ML allows for selecting the most appropriate encryption method for
specific tasks, such as protecting databases, file storage, or messaging systems. ML analyzes the
volume, nature, and frequency of data transmission and can predict the best parameters for encryption,
thereby maintaining a balance between security and performance.

Application of encryption in cloud systems

Data encryption in cloud systems is one of the key methods of ensuring security, as it protects
data from unauthorized access at all stages of its storage and transmission [6]. Data stored in the cloud
can be subject to various attacks, including interception during transmission and attacks on storage
servers. Encrypting data at both the server and client levels helps prevent information leaks, as even
if attackers gain access to encrypted data without the decryption key, it remains unreadable.

Several stages play an important role in encryption. First, encrypting data before it is sent to the
cloud, known as client-side encryption, ensures that the information is protected before it leaves the
user's device. Thus, only encrypted data reaches the cloud, and neither the cloud provider nor third
parties can access the original data [7]. Second, server-side encryption is applied when storing data
in the cloud, protecting it from unauthorized access within the cloud infrastructure itself. The third
stage is encrypting data during transmission, which protects data from interception when exchanged
between the client and server or between servers.

Cloud systems widely employ encryption methods such as symmetric and asymmetric
encryption, each having its own advantages and disadvantages [8]. For example, symmetric
encryption uses a single key for both encrypting and decrypting data, making it faster but less secure
in terms of key storage. Asymmetric encryption uses two different keys — a public key and a private
key — enhancing security but requiring greater computational costs.

Conclusion

Thus, data encryption in cloud systems using ML methods represents an innovative approach
to ensuring information security, which is particularly relevant given the growing volume of data and
heightened risks of cyberattacks. ML not only optimizes encryption processes but also adapts them
to dynamic conditions, reducing computational costs and improving system performance. The
application of adaptive encryption models and anomaly detection technologies based on ML enables
timely identification of suspicious activity, significantly reducing the likelihood of unauthorized
access and data leaks. ML methods can be used to create hybrid solutions that combine the best
features of symmetric and asymmetric encryption algorithms, ensuring a high level of confidentiality
and reliability.

Therefore, the combination of traditional encryption methods and modern ML approaches
allows for the creation of a multi-layered data protection system in the cloud that can withstand
modern threats. Further research and implementation of these methods will help ensure data security
and increase user trust in cloud technologies, opening new prospects for their use in various industries.
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